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AGREEMENT FOR ASSIGNMENT OF RESPONSIBILITY
FOR COMPLYING WITH RELIABILITY STANDARiS

THIS AGREEMENT FOR ASSIGNMENT OF RESPONSIBILITY FOR COMPLYIlTG

WITH RELIABILITY STANDARDS Agreement is entered into this day of

qby and between a Henderson Municipal Power Light HMPL

having its registered and principal executive office at 100 5 Street Henderson Kentucky and

b Big Rivers Electric Corporation BREC a Kentucky rural electric cooperative having its

registered and principal executive office at 201 Third Street Henderson Kentucky HNIPBiL

and BREC are hereinafter referred to as the Parties

WITNESSETH

WHEREAS IlVIPLis engaged in substantial part in the generation transmission retail

sale and distribution of electric power

WHEREAS BREC is engaged in substantial part in the generation wholesale sale and

transmission of electric power

WHEREASLis directly responsible for complying with Reliability Standards

established administered andor enforced by the Electric Reliability Organization ERO

andor SERC the Regional Entity in IlVIPLsregion the RE subject to the approval andor

oversight of the Federal Energy Regulatory Comnussion FERC pursuant to Section 215 of

the Federal Power Act FPA as amended by Section 1211 of the Energy Policy Act of2005

and



WHEREAS HNiPLdesires to assign to BREC and BREC is willing to accept

assigrunent of responsibility for certain ofHMPLscompliarice functions and responsibilities

within various Reliability Standards on the terrns specified herein

NOW THEREFORE in consideration of the mutal covenants set forth herein the

Parties hereby agree as follows

1 Definitions

1I General

Except as defned below terrns and expressions used in this Agreement shall have the

same meanings as those contained in the FPA and the ReliabiityStandards

12 Specific Definitions and Exceptions

None

2 Term and fermination

21 Effective Date and Term

This Agreement shall be effective as ofhe iater ofa the date that the ERO and the RE

accept BRECsassignment to comply with theieliability Standards specified in Exhibit

Athe Applicable Reliability Standards on behalf ofHMPLand b the date that

notification has been given to or appraval or acceptance has been received from any other

entities such as the Big Rivers Board flf Directors RUS the Kentucky Public Service

Commission or FERC as specified in Exhibit B whose notification acceptance or

approval is necessary or deemed needed for this Agreement to take effec

22 Term

Once entered into the term of this Agreement shall continue indefinitely until terminated

2



pursuant to 23

23 Termination

Termination 4pdon

Either Party may terminate this Agreement for any reason upon written notice to the other

Party Unless otherwise agreed to by tie Parties the Party seeking to terminaie shall

provide at least 90 days ofnotice to the other Party except where such advance notice is

not commercially reasonable in which event the terinating Party shall pravide as rnuch

aotice as is reasonabiy possible

Effectiveness ofTermination

Termination shall be effective only when the ER0 aridlor tie RE acknowledg through

their Compliance Registry tor throug other means agreeable to IlVIPLBREC and the

ERO andor RE that BREC is no longer to perform compliance with any Reliability

Standards on behalf of HMPL In addition tie terminating Party or both Parties in the

case of termination by mutual agreement shall be responsible for providing ny

necessary notification to and obtaining any required approval or acceptance from other

entities as may be required or deemed needed for such termination as specified in Exhibit

B

Survival of Obligations

Except as HMPLand BREC may otherwise agree in writing the obligations duties

and powers specified in 31 and 32 shall survive termination of this Agreement for

events occurring prior to termination

3



Interim Compliance with Reliability Standards

From the iime that notice of termination is given or the Parties agree to terminate

through the time that the termination becomes effective under 23 the Parties shall

continue to abide by the terms of this Agreement including tenms for HMPLto

reirnburse andor compensate BREC provided however that ifHMPLrefuses or fails

to follow reasonable instructions given by BREC for compliance with the pplicable

Reliability Standards HMPLshall in addition to its other obligations under this

Agreement be required to reimburse hold harmless and indemnify BREC for all costs

including fines and other penalties incurred by BREC in a commercially reasonable

manner resulting frorn HMPLsfailure to follow BRECsreasonable instructions for

complying with the Applicable Reliability Standards

3 Duties and Obligations of the Parties

31 Basic Scope ofDutiesObigations and Powers

311 BREC Obligations

Subject to the other terms of this Agreement BREC shall a be responsble for

HMPLscompliance with certain functions and responsibilities in the Applicable

Reliability Standards b monitor and certify HMPLscompliance with the Applicable

Reliability Standards c pay penalties fines or other costs imposed by the ERO RE or

FERC arising fronnoncompliance on HMPLsbehalf with the Applicable Reliability

Standards subject to reimbursement and d provide to HALall documents relating

to HMPLscompliance with the Reliability Standards as specified herein
I

312 Authorization
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HMPLauthorizes BREC to appear before lie ERO the RE FERC and reviewing or

enforcing courts of competent jurisdiction on behalf of and represent HMPLwith

respect to HMPLscompliance with the Reliability Standards including with respect

to but not limited to any inquiries audits investigations penaties sanctions or

remedial action directives

313 HU1PLObligations

HMPLshalI follow BRECsreasonable instructions for complying with the applicable

Reliability Standards and shall atherwise cooperate with and assist BREC in matters

pertaining to compliance wit the Applicable Reiiability Standards HIVIPLsduty to

cooperate wifh and assist BREC in BRECsperformance of BRECsobligations under

this Agreement shall include without limitation the obiigations t a exchange

inforcnafion related to compliance with the1pplicable Reliability Standards and b to

provide books records and other information as to HMPLsactions and inactions for

pisrposes ofresponding to any inquiries audits investigatioas enforcenentactons or

claims from the ERO the RE the FERC andlor other entities reating to compliance with

the Applicable Reliability Staadards

314 Method af Compliance with Applicable Reliability Standards

Exhibit C reflects the agreement between BREC and HMPLas to the allocation of

responsibilities and duties for achieving compliance with the requirements of the

Applicable Reliability Standards as to whether those responsibilities and duties are

performed more efficiently or effectively by BREC or HMPLor some combination

hereof If the ERO the RE andor FERC require that additional or specific actions be



taken to achieveconpliance with or in response to a violation of one or more

ApplicabeReliability Standards BREC andIMPLshall a agree on how Exhibit C

is to be amended b agree that HMPLshall be exclusively responsibefor compliance

with the one or more ApplicabeReliability Standards c agree on any appropriate

changes in BRECscompensation under this Agreement associated with a or U andor

d initiate termination of this Agreement

32 BREC Cost Recovery from HMPL

321 General Cost Recovery

For those compliance responsibilities not related to Henderson Station Two Generating

lant Reliability Standards BREC shail be entitled to xecover from HMPLand

HMPLshall pay to BREC for the costs incurred by BREC in fulilling its obligations

under this Agreement on a time and materialsexpense basis BRE shall maintain

records of the time and materialsexpense incurred in performing under this Agreement

Time spent by BREC peFonnel in fulfillngBRECsobligations under this Agreement

shal be billed at the actual labor costs plus the applicable rate for payroll overheads

calculated as a percentage for hours warked plus materialsexpenses billed on a pass

through basis In addition BREC shall be entitled to a general overhead adder applicable

to such work currently equal to 1 ofa costs BREC shall bill HMPLmonthly with

invoices showing the amount of time and materialslexpense incurred and records of the

amount of time and materialslexpense incurred shall be made available for HMPLs

insgectian HMPLspayment shall be due within thirty 30 calendar days of receipt of

the invoice BREC shall exercise reasonable care in incurring time and materialsexpense
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and BREC shall not be entitled to recovery for tirne and materialslexpense beyond that

reasonably needed to fulfill its obligations under this Agreemen Unless this Agreement

is terminated with at least ninety days of advance written notice to BREC BREC shall

also be entitled to recover from HMPLany verified costs such as personnel that it

shall have reasonably incurred as of the time that BREC receives written notice of

termination in order to have the capability to continue performing under this Agreement

ifteAreement were not being termnated BREC shall be required to sake

cornmercially reasanable actions to mitigate such costs and shall not be entitled to

recover any costs for which it can reasonably find an altemate use such as using

personnel for some other purpose BREC shall not be entitled to recover any such costs

allocable to a period beyond ninety days frorn the date that written notice of termination

is given

Notwithstanding the provisions of Section321 hereof the costs incurred by BREC in

fulfilling its flbligations under this Agreernent with resgect to the Henderson Station Two

Generating Plant as that term is defined in Section 22 of the Power Plant Construction

and Operation Agreement as amended shall be billed and paid for as prvvided in

SETION 1BILLING ANDPA1VIENTS of the Power Plant Construction and

Operation Agreement as amended

322 Recovery of Fines and Penalties

BREC shall also be entitted to recover fromHVFLany penalties fines or claims

whether imposed by the ERO the RE or FERC or other related costs including costs

for BRE to defend itself or HMPLresulting or arising fram possible alleged or

7



actualnoncompliance with the Applicable Reliability Standards Notwithstanding the

prior sentence BREC shall not be entitled to recover such amounts to the extent the3

result solely from intentional wrongdoing or gross negligence o BREC without any

contributory involvement action or inaction by IlV1PL Any penaties fines or claims

whether smposed by the ERO xhe RE or FERC or other related costs which BREC is

entitled to recover from HMPLand which relate to the Henderson Station Two

Generating Piant shall be billed and paid in accordance vihthe provisions of SECTIQN

16 of the Power Plant Construction and 4peration Agreement as amendetl

33 New or Modified Reliability Standards and Updating of Exlvbit B

BREC shall undertake commercially reasonabeefforts to stay aware of and shall infonn

IMPLin writing of any new or modified Retiability Standards that may be established

by the ERO andlor RE that would be directly applicable to HMPLin the absence of this

Agreement In addition ifHMPLshould become aware of new or modified Reliability

Standards that may be established by the ERO andorRE that watld be directly

applicable ta HMPLin the absence of this Agreement H1VIPLshall inform BREC of

such Reliability Standards The Parties shall discuss in good faith modifying Exhibit A

to include such new or modified Reliability Standards of which they become aware and

also to remove any Reliability Standards that are eliminated or cease to have patential

applicabiltyto HMPLand any appropriate associated changes to BRECs

compensation under this Agreement and Exhibit C The Parties shall also act in good

faith to update Exhibit B to keep it current

34 HMPL4ption to Assume Direct Responsibility for Compliance

8



HivIPLshall have the option to assurne responsibility for its direct compliance as

opposed to compliance through BREC with same andor all of the ReliabiityStandards

that may be appiicable to IlvIPLeffective upan appropriate regitration with the ERO

and the RE and apprapriate notification approval andlor acceptaneof BREC and

applicabte entities as specified in Exhibit B and if applicable appropriate revision of

Exhibits A and C aad BRECscompensation under this Agreement andlor termination of

this Agreement

35 Potential Joint Compliance with Applicable Reliability Standards by BREC and HNPL

Subect to the acceptance of the ERO and the RE to be reflected in the Compliance

Registry BREC and HMPBLmay each register to be responsible for compliance with

one or more of the Applicable Reliability Standards subject to having the ER4 the RE

or FER determine whether BREC HMPLor both is or are responsible for any non

compliance with the Applicable Reliability Standards under this Agreement

4 Representations and Covenants

Each Party represents and covenants to the other Party that it is and shall remainduring

the term of this Agrement validly existing and in good standing pursuant to all

applicable laws relevant to this Agreement tllat it has undertaicen ail actians required to

enter ino this Agreement that it is subject to no restrictions that prevents it from entering

into and perforrning under and pursuant to thisAgreement and ttiat it will use

commercially reasonable efforts to remedy any future matters that might otherwise

restrict it from perfonning under and pursuant to this Agreement in the future

5 No Rights Created fr the Beneft of ThudParty Beneficiaries
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Except as otherwise expressly pravided herein nothing in this Agreement shal be

construed or deemed to confer any right or benefit on or create any duty to or standard

of care with reference to any third party

6 Indemnification

6 l Liability Between the Parties

The Parties duties and standard of care with respect to each other and the benefits and

rights conferred on each other shall be no greater than as explicitly stated herein

Neither Party its directorsocers employees or agents shall be liable to the other

Party for any loss damage claim cost charge or expense whether direct indirect or

consequential or whether ariing in tort contract or other theory of law or equity arising

from the Partysperformance or nonperformance under this Agreement except as may be

otherwise specified herein

62 No Liability for Electric Disturbances and Interruptions

Neither Party shall be liable under this Agreement to the other Party for any claim

demand liability loss or damage whether direct indirect or consequential oz whether

arising in tort contract or otherteory of law or equity incurred by the other Party or its

customers resulting from the separation of the Partyssystems in an emergency or

interruption If a customer of a Party makes a claim ar brings an action against the other

Party for any death injury loss or damage arising out af or in connection with electric

service to such customer and caused by the ather Partysperformance or aonperformance

under this Agreement the first Party shall indemnify and hold harmless the other Party

its directors officers and employees from and against any liability for such death injury

10
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loss or damage

7 Miscellaneous Matters

71 Assignment

Neither Party to ths Agreement may assign its obligatons under this Agreement without

the other Partysprior written consent which consent may be withheld in the other

Partyssote discretian No assignment of this Agreernent shall relieve the assigning

Party from any obligation or liability under this Agreement arising or accruing prior to

the date ofassignment

72 RUS Assignment

Consent shall not be required for any assignment by a Party of any and all of its rights

hereunder to the United States Rura Utilities Service RtJS and any other mortgagees

sharing security with the RUS as security under the PartysRUS mortgageor for any

subsequent assigntnent by the RUS in exercise of its rights under the RUS mortgage

provided however registration with or notification of the ERO andJor the RE and other

parties identified in Exhibit B may still be required for such assignment to be effective

73 Notices

Any notice demand or request which may be given to or made upon either Party

regarding this Agreement shall be made in writing and shall be deemed properly served

given or made a upon delivery ifdelivred in person b five 5 days after deposit in

the mail if sent by first class 3nited States mail postage prepaidc upon receipt of

confirmation by retum facsimile if sent by facsimile or d upon delivery if delivered by

prepaidcommrciai courier service The initial contacts for the Parties are the executive

11



offices specifidin the first clause of this Agreement A Party may update the

information relating t its address as that information changes by providing notice to the

other Party pursuant to this provision and such changes shall not constitute an

amendment to this Agreement

74 Vtraivers

Any waiver at any tune by either Party of its rights with respect to any default under this

Agreement or with respect to any other matter arising in connection with this

Agreement shall not constitute or be deerned a waiver with respetto any subsequent

defauit or matter arising in connection with this Agreement Any delay short of the

satutory period of limitations in asserting or enforcing any right under this Agreeraent

shall not constitute or be deemed a waiver ofsch right

75 Governing Law and Forum

This Agreement shall be deemed to be a cantract made under and for all purposes shall be

govemed by and construed in accordance with the laws of the state of Kentucky where

BREC and 1PLhave theirpriacipal place ofbusiness except to the extent ifany

that this Agreement is governed by or preempted by federallaw including if applicable

determinations relating to the construction of the Reliability Standards by the ERO the

RE andlor FERC The Parties irrevocably consent that any legal action or proceeding

arising urder or relating o this Agreement shall be brought in a court having competent

jurisdiction or if subject to its jurisdiction or authority the FERC No provision of this

Agreement shall be deemed to waive the right of any Party to protest or contend in any

manner whether this Agreement or any action or proceeding arising hereunder is

12



eurisdiction of the FERC o dis ute arisin under this A eemen sha11 besubject to th p g

subject to trial beforeajury and the Parties hereby waive any rights to a jury trial for

disputes arising under this Agreement that they might otherwise have

7b MediationlArbitration

If a dispute arises out of or relates to this Agreement or the breach thereof and if the

dispute cannot be settled through negotiation the Parties shalluon request of either

Party first try in good faith to settle the dispute by mediation administered by the

American Arbitration Assocation under its Commercial Mediation Procedures before

resorting to arbitration titigation or same other dispute resolution procedure Any

controversy or claim arising out ofor relating to this Agreement or the breach thereof

shall upon request of either Party be settied by arbitration administered by the American

Arbitration Association uncer its Commercial Arbitration Rules and judgment on the

award rendered by he arbitratorsmay be entered in any court having jurisdiction

thereof

77 Consistency with Federal Laws and Regulations

Nothing in this Agreement shall compel either Party to vioiate federalstatutes

regulaions or orders including the Reliablity Standards If any provision of this

Agreement is incoasistent with any obligation imposed on either Party by federal law

regulation or order or if either Partysperformance of its obligations under any

provision of this Agreement is prohibited by or would conflict with any federal law

regulation or order such provision shall be inapplicable to that Party to that exent

Neither Party shall incur any liability by failing to comply with any such provision

provided however that such Party shall use commercially reasonable efforts to comply

13



with this Agreernent to the extent that applicable federal laws regulations and orders

lawfuiiy promuigated thereunder permit it to do so

78 Severability

If any term cavenant or condition of this Agreemen or the applicativn or effect of any

such term covenant or condition is held invalid as to any person entity or circumstance

thensch term covenant or candition shall remain in force and effect to the rnaximum

extent permitted by law and all other terms covenants and conditions of this Agreement

and their application shall not be affected thereby but shall remain in force and effect

unless a court or governmental agency of competent jurisdictioa holds that such

provisions are not separable from all other provisions of this Agreement

79 Section Headings

Section headings provided in this Agreement are for ease ofrference and are not meant

to interpret the text in each Section

710 Meaning of Herein and Hereunder

As used in this Agreement herein and herender refer to this Agreement in its

entirety and nat any individual article section paragraph sentence or other portion

711 Entire Agreement

This Agreernent constitutes the entire agreement between the Parties and supersedes al I

priar agreements and understandings both written and oral among the parties with

respect to the subject matter of this Agreement

712 Amendments

14



This Agreement and any Exhibits may be amended from time to time by the mutual

agreement of the Parties in writing subject to any required notifications approvals and

amendments as referenced herein

713 Counterparts

This Agreement may be executed in one or more counterparts at different times each of

which shall be regarded as an original and all ofwhich taken together shall constitute

one and the same Agreement

IN WITNESS WHEREOF the Parties hereto have caused this Agreement to be duly

executed on behalf of each by and through their authorized representatives as of the date first

written above

HMPL BREC

g By

Nazne Gary Quick Name

Title
General Manager Title

Date 62309 Date

15



1

This Agreement and any Exhibits may be amended from time to time by the mutual

agreement of the Parties in writing subject to any required notifications approvals

and amendments as referenced herein

713 Counterparts

This Agreement may be executed in one or more counterparts at different times each

of which shall be regarded as an original and all of which taken together shall

constitute one and the same Agreement

IN WITNESSWIREOF the Parties hereto have caused this Agreement to be duly

executed on behalf ofeach by and through their authorized representatives as of the date first

written above

vIPL BREC

By By c

Name Name Mark A Bailey

Title Title
President and CEO

Date Date

Agrerent orsintientoiReSonsibilir frctuiplvin ithlliibilitScad4J



Exhibit A

Functions andorReliability Standards and tequirements frwhich BREC has
Assumed Compliance Responsibility on Behalfof HMPL

All Generator Owner GO functions and requirements specific to the Station Two generating
units contained in the CIPtFAC MOD PRC and VAR Reliability Standards

Load Serving Entity LSE functiorsand requirements specific to system studis load
prajections and normal operations data including current next and seven day load farecast
contained in IROU04 andTP002

Load Serving Entity LSE functions and requirements specific to forecasting demands contained
in ViOD017 and MOD018
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Exhibit B

Additional Parties for which Notice Acceptance andlor Approval
af this Agreernent is Required or Deemed Needed
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tExhib C

Allocatian of Responsibilities and Duties for Complying with Applicable Reliability Standards

CIP002 BREC will perform all functions and requirements relative to the Station Two
generating units

FAC Standards BREC will perform all functions and requirements of these standards reiative
to the Station Two generating units

LRO Standards BREC shall perform the functions and requirements of Standaurd IRO004
specific to system studies load projections Requirement 4IMPLwill provide necessary
requested informatanto BREC to fulfill te requirement

MOD Standards BREC and HMPLwill perform required generating unit testing specific to
the Station Two units contained in these standazds BREC will perform all reporting functions
related to this testing REC will perform alI functians and requirements in these standards
prtaining to oad forecasting Ioad reporting transmission planning and resowrce planning
Currently HIViPLdoes not have any Demand Side Management programs or Direct Controi
Load Vianagernent

PRC Standards BREC shall perform all functions and requirements specific to Henderson
Municipa Power and Light Station 2 Generating Units 12and associaxed Station 2

switchyard components

TOP Standards BREC shall perform the functions and requirements of Standard TOP002
specific to current next day and 7 day load prajections equirement 3 HMPLwill provide
necessary requested information toBEC to fulfill the requirement

VARSandards BREC will perform all functions and requirements contained in these
standards relative to the Station Two generating units

The attached tables tAppendix A are included here and provide a breakdown of the Allocation
of Responsibilities and Duties on an individua requirement basis within the various Standards
referenced here
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Appendix A

Standsrd Requirement
Text of Requirement GD TO LSE Rasponsible PartyNumber Numtr

Criticel Asset tdentification Method The Responsible Entity shell identify and documeni a
LREC will be the responsible entity for Cenereting Assets onty atIIMPI

CP0021 RI
riskbased assessment methodology to use to identify tts Critical Assets

GO iO Station 2 HMPI wil be the responsible cntity far Trensmission Assets
only owned by I IMPI

fhe Responsible Lntity shall maintain docurnentation describing is riskbased BREC will be the respotisible entity for Cenerating Assets only at HMP1
C1POQ21 R11

assessment methodology that includes procedures nd eveluatian criteria
TO Station t12 HMPL will be the respnnsible entity forlransmissian Assets

only owne by HMPL

DREC wlll be he responsible entity for Generating Assets onty at HMhL
CIP0021 R12 Ihe riskbased assessment shall consider the folluwing assets GO TO Station 2 HMPL will be the responsible entity for Transmission Asse

nnly ownei by IMPI

Cnntrol centers and backup control centesperorming the functions of the F3RCC wiI be the respdnsible entiry for Generating Asscts only at HMPI
CIP002I R121

entities listed in the Applicability section ofthis siandard
GO TO Station 2 HMPL will be the responible entity forransmissian Assets

only owned by HMPL

1ransmission substations that supporl the reliable operation of the ulk DRCwill be the responsible entity for Generating Assels only at HMtI
CIP002 I R22

Electric Systcrn
GO TO Station 2 HMPL will be the respansible endty for Trnnsmission Assets

only owned by 1M1
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Generelion resources thot support the reliable aperation of the Buik Glcciric
DREC will be th responsible entity for Gencrating Assets only et HNtp

Cll002I It123 GO TO Station 2 HMPL will be the responsible entity for Transmission Assets
System only owned byIMPL

Systems and facilities critical to system restoration includingblckstart I3REC will be the responsible enlity for Generating Assets anly at HMPI
CIF0021 R124 generators and substntions in the efecirical path of transmission lines used GO TO Station 112 IMPL will be the responsible entity for Transmission Assels

for initinl system restoration only owned by HMPL

Systems and facilities critical to autometic loed shedding under a common
BREC will be the responsible entity forGnereting Assets nnly at HMPL

CIP0021 R125
control system capable of shedding 30 MW or mor

GO TO Sladon 2 HMPI will be the responsible cntity for7ransmission Assels
only owned by FIMPI

Specisl Protection Systems that support lhe reliable aperation oF the Bulk
BitEC will be therspansible entity for Generating Assets only at1IMPL

C1POU2 l R126 GO TD Stwtlon 2 fIMPE wil be the responsible entity for Transmission Assets
Electric System only owned byIIMPL

Any additional assets that support the reliable operation of the Bulk Cleclric BREC wil be the responsible entily for Generating Assets only at1IMPL
CfF002 I RI27 System that the Responsible Entity deems appropriate to include in its GO TD Station 2 HMiLwill be the responsiblc entity for Transmission Assets

assessment only owned by1iMPL

CriticlAsset ldentification The Responsible Entity shall develop a fist of its identified
BREC will be lhe responsible entity for Genertting Assets only at HMPI

Critical Assets determined through en annuel apptication of the riskbased assessment
T Station 2 HMPL will be the res onsible entit for Transmission AssctsCfP002I

methociology required in R1 The Responsible Cntity shSl review this list at leest annuelly
P y

and updete it a9 necessery
only ownecf by HMPL
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Critical Cyber Asset tdentiCcullon Using the list of Critical Assets developecl pursueht to
Requirement R2 lhe Responsible Fntiry shall develop a list of ssnciated Crftical Cyber Assets
essentirlto the operation of the Ctiticel Asset Examples at contrul centers and bsckup conlrol BItEC will be the responsible entity for Generting Assets only at NMPL

CIP002I k3
centecs itclude systms and fdcilities at master aitdtemote sites that provide monitoring and O 5tetion 2 IMPL wil be the responsible enlity fbr Transmissian Assets
control automatic generatinn control realtime power systcm maleting end realtime interutilily anly owned by HMPL
data exchange 73e Responsible Cntity shall review this list at least annually and updale it as
necessazy For the purpose of StandardCp002 Criticel Cyber Asscts are further qualitied to be

fhe Cyber Asset uss a routabfe protocol to communicate outside lhe Electronc
R1tEC will be ihe responsible entity for Generating Assets only ai HMPL

CII0021 K
Security Perimeter or

d Station 2 HMPL will be the responsible eMity for Transmission Assets
only owned by HMPL

TREC will be the respnnsible entity for Generating Assets only at HMPL

CIP0021 It32 The Cyber Asset uses a routable protoculwitlino control center or GO TO Station 2 HMPl will be the resonsible entity forTransmission Assets
anly awned by HMPL

bRCC wil be lhe responsible entity for Generdting Assets only at HMPL

CIP0021 R33 1he Cyber Asset is dialup eccessible GO T4 Station 2 IIMPL will be lhe responsible entity forTransmis5inn Assets
only owned by1lMPL

Annual Apprdval A senior maneger ot delegatesshall epprove annually the list of Critical
Assels and the list of Critical Cyber Assets Based an Requirements Ri R2 and R3 the

13RC will be the responsible entity for GenertingAssets only at HMPL

Clf0021 k4
Responsible Eatiiy may delermine that it hes nd Criticel Assels or Critical Cyber Asseis The

0 Station 2 HlvllLwill be th respansible entity for Transmission Assets
Respoasible Eniity sheil keep e signed and deted record of the senior manage or delegates only owned by WMPL
approval of the list nf Critical Assets and the list of Criucel Cyber Assets even if such lists are
null

Cyber Security1olicy The ReSponsible ntity ahall document and implcmcnt a cyber IRC will be the responsible eniiry for Genereting Assets only at NMPL

C1P0031 Rl security policy thatrpresenis managernntscummitment and ability to secure i1s Critical GO 1O Slatian 2 HMYL wi11 be the responsible eniity for Transmisslon Assets

Cyber AssesThe Responsible Gntity shall at rrrinimum ensure the following only owned by HMPL
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bltlsC will be the respunsible pntity for Generating Asscts only at HMPL
Thc cybcr security policy addresses the requirements in 3tandards CIP002 through GU TO Statiort i2 HMLwi116e the tes onsible enti for Transmission AssctsCIPUO3I K
Cp009 including provisian for emergency situations ony owned byIIMPL

77e cyber secuhty policy isreadily available to all personnel whohve access ta or are
DRFC will be the responsible entityfor Generadng Assets only at 1MPL

CfP0031 R12
rea

GO TO Station 2 HMPL will be the responsible entity far Transmission Assets
responsible fur Critical Cyber Asscts

only owned by HMPL

DREC will be the responsible entity for Generating Assesonly at HMPL
C14031 R13

Annual review and apptovel of the ayber security policy by the senior manager d Statian t2 HMPL will be the responsible entity for Trensmission Assets
assigned pursuant toR2 only awnedby HMPL

Leadcrship The Responsible Entity shall assign a senior manager with overall responsibility I3REC will be the responslble entily for Generating Assets only et HM1L
CIP0031 IZ2 for leading and maneging the cniitysimplementation of and adherence ta Standards C1P002 GO TO Station 2 HMPL will be the responsiblc entity for Trensmission Assets

through C1FOU9 only owned by HMPI

I3REC will be the responsible entity for Genereting Assets only at HMPL
C1P0Q31

Thr enior manager shell beiientiied by name title business phane business address
p TO Station 2 HMPL will be the responsible entity for Transmission Assets

and date of designation only awned 6yI1MPL

Changes to the senior manager must be documented wittin thiriy calendardys of the
BRGC will be the responsible entity for Generating Assets unly at HMPI

Cll0031 R22 CO TO Station 2 IMPL will be the ccsponsible entity forIiansmission Assels
ePtective dete only owned by HMPL
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The senior manager or delegatesshall authorize and document eny exception from SRC witl be therepimsibeentity for Generating Assets unly at F1MCL
C1P0031 123

quirements of the cyber security policy
TO Station 2 HMPI wili be the responsible entity for1ransmission Asses

only owned by HMPL

Exceplions Instances where the Respansible Entity cennot confomt la its cyber security
DREC will be the responsible entity for Generating Assets only at iMPI

CIP0Q31 R3
Policy rnuyt be documented as exccptions and authorized by the senior maneger ot delegetes

TO 5tation 2 HMPL will be th responsible entity for Transmission Assets
onlyowned by HMPL

xceptiuns to the Kesponsible Endtyscyber security policy must be documented
BREC will be the responsible entity far GenergtIng Assets unly at HMI

CI0031 R31
Wthin thiriy days of being approved by the senior manager or delegetts

f0 Station 2 11MPL will bc the responsible entity for7ransmission Assets
only owned by1IMPI

Documented exceptions to the cyber security policy must include an explanation es to BREC wi11 be the responsible entity for Generating Assets only at HMPL
CIP0U31 R32 why the exception is necessary and any compensatirig meesures oretatemen GO TD Stetion 2 HMPL will be he responsible entity for Trensmission Assets

accepting risk only owned by HMPL

Authorixed exceptions to the cyber securily policy must be reviewed and epproved BRCC will be the responsible entity for GeneraUng Assets only attIMPL
CIP0031 R33 annually by the senior manager or dclegatesto ensure the exceptions are still GO TO Statian 2 HMPL will be the responsiblc entity Por Transmission Assets

requireci tud valid Such review and approval shall be documenled only awned by HMPL

Information Arotectian The Responsible Entity shal imptemenl and document e prcgram to
DC will be the respansible entity for Genrrating Assets only at IdMPL

C1P0031 R4
dentify classify and protect lnformetion associated witlt Crilical Cyber Assets

TO Station 12 HMPL will be the responsible entity for Transmission Asscts
only owned by1IMPL
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The CridclCyber Asset information to be protected shall include at a minimum and
rcgardless of inedis typc opertional prbcedures lists es required in Standrard CP I3REC wil be the respnnsible entity fbc Generating Assets only at HMPL

CP0031 R41 002 network topology or similer diagrams flaor plans of computing centers that GO fd Stion 2 HMPL will be the responsible entity for Trensmission Asset
contain Cridcal Cyber Assets eyuipment layouts of CriUcal Cyber Assets disaster only owned by1lMPL

recovery plans incident response plans and security configuration information

DREC will be the responsible entity for Generating Assets only at HMPI

CIP0031 Ra2 KPnslble ntity shall classify informatian to be prutected under this prbam p TO Station 2 HMPL wil be the respansible entity for Transmission Assets
based on the sensitivity of the Ctiucal Cyber Asset informtion

only owned by HMPL

Ihe Responsible Lntity shall al lea5t annually assess adherence to its Critical Cyber HREC will be the responsible entity for Generating Assets only at HMPL

C1P003I R43 Asset informatian proiection progtam document the assessment results and GO 7O Sttion 2 HMPL will be the responsible entity for Transmission Assets

implement n action plan ta remediate deficiencias identified during the assessmen onty owned by HMPL

3RLCwill be the responsible entity for GeneraGng Assets onfy at HMPL

C1P0031
1CCess ControlileRespansible Cntity shall document end tmplement a prugram for

Gp TO Station 2 HMPI wiU be the responsiblt entity for7ransmission Assets
managin access ro protected Critical Cyber Asset information only owned by HNiFl

1he Responsiblc sntity shall muiniain list of designted personnel wha are
BRC will be the responsible entity Tor Genereting Assesonly at HMPL

CIP0031
responsible far authorizing logical or physical access to protectect information

GO TO Station 2 IIMPL will be the responsible entity for Transmission Assets
only owned by HMYI

Personnel shall be identiedby neme titic buslness phone and the
DRCwill be the responsible entity for Generating Asscts only at HMPI

CIPUO31 R511
nformation for which they arc respansible for authorizing access

f0 Station l2 HMPL will be tfie responsible enlity for Transmission Assel
only owned by HMPL
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I list of ersonnel res nsible for aulhorizin access to roterted
IItEC will be the responsible entity for Generting Assets only at HMYI

CIP03I 2
information shall be ve Red at least ennuelly

P GO TO Ststion 2 lMILwiil be the respansible entity for Trensmission Asscts
only owned byl1MPL

Ihe Kesponsible ntity shall review t Ieast annually tfie access privileges to protected f3REC will be the responsible entity for Generating Assets only at HM1L
CIP0031 R52 infortnation to confttm ihat eccess privileges ere correct and that they correspond with GO TO Station 2 HM1Lwill be the responsible endty for Trensmission Assets

the Respansible Cntitysneeds and appropritepersonnel roles and responsibliitfes only ownad by l IMPL

The Responsible Fntiry shll assess and documenl at least annually ehe procssrs for
3REC will be lhe responsible entiry tor Generating Assets only gt HMPL

CP0031 R53
conlrolling access privileges to protected infarmetion

TO Statian 2 HMPL will be the responsible entity For7ransmission Assets
only owned by HMPL

Change ConUol end Configuration ManagementTheResponsible Entity shall establish and
document a process of change conwl and con6guration manegement for adding modifying i3RC will be tht responsible eniity for Generating Assets only at HMPL

C1P0031 R6
repfacing or removing Critiaal Gyber Asset hardware or software and implement supporting GO T Stalion N2 HMPL will be the responsibte entity for1ransmission Assets
configuration management activities to identit conUol and document aI entity or vendorrelated

only owned by EiMPL
chenges ta hardware and software components of Critical Cyber Assets pursuanl to the chang
control process

Awarness lhe Respansible Entity shal establish maintain and document a security
awereness program to ensure personnel having euthorized cyber or authorized unescrted
physical access receive ongaing reinforcement in sound security practices Ihe program shall IRC will be the responsible entity for Generating Assets only atIIMPL

C1P0041 Rl include security awereness reinfrcemeri on at leest a quarlerly bssis using mechanisms such as GO Td Station 2 HMILwill be the responible entityforTrnsmission Assets
Direct communications eg emails memos computer based training etc only ovmed by HMPL

lndirect cammunications eg pasters intiranet brochures etc
Mainagement suppon andrinforcement eg presentations meetings etc

Training The Responsible Entity she11 establish maintain und document an annual cyber 3C will bc the responsible enlity for Generating Assets only at FIMPL
security treining program for personnel having suthorized cyber or authorized uneycuned

TQ Statian 2 E1MPL will be the res onsible ntit 1or1ransmission AsselsC1P0041
physical ccess lo Critical Cyber Assets and review thc prograrn annually and update es

p Y

only owned by HMPL
necessary
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1his program will ensure that all persotuiel heving such access to Criticel Cybcr Assets DRFC wiU be the respaniblcntity tor QenrrntngAssets only at HMP1
CIP0041 R21 incIuding contrators and service vendors ane trained within ninery celender duys of O Td Statian 2 HMPL wil be the responsible entity for TransmissianAets

such avthorization only owned by HMPL

Iraining shall cover the policies access controls and procedures as eveloped for the R1iC will be the responsible entiry for Generating Assets anly at HMPL
CIP0041 R22 Critical Cyber Assets covered by CIP004 and include at a minimum the fallowing GO f0 Sltion 2 HMPL will be the responsible entity for Transmission Assets

required items eppropriale to persannel roles snd responsibllities only owned by HMPL

BREC will be the responsible entity for Generating Assets only at HMPI
CIFOU41 R221 Ihe proper use of Critical Cyber Assets G TO Stetion 2 HMILwill be the responsible entity for Trensmissinn Asset

only awncd by1IMPL

BREC will be the responsible entity for Generating Assets only at HMPL
C1P004 l R222 Physical and electronic access controls to Cridcal Cyber Assets GO TO Station 2 fiMPL will be the responslble entity fbr Transmission Assets

only vwned by IMPL

pRCC will be the responsible entity for Clenerating Assets anly at1MPL
CIP0041 R223 The proper handling of Criticel Cyber Asset in1onnation end GO TO 5tation 2 HMPL witl be Ihe responsible entity for Transmission Assets

only owned by NMPL

Action plans and proceciures to recover orrestablish Critical Cyber Assets
BREC wili be the respnnsible entity for Qenrtiog Assets only at HMPL

CIP0041 z
and accss thereta following Cyber Security lnciden

GO TO Sirition N2 NMPL will be the responsible entity for Transmisslon Assets
onty owned by HMPL
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The ResponsibleIndty shell maintain documentation that training is conducted at least
aREC will be the responsibie entlty far Genereting Assets only st HMPL

CIP0441 3
ennully including the date the traihing was completed end attendsnce records

TO Station 2 HMPL will be the respansible entity for Trstismission Assets
only owned by HMPL

Personnel Risk Assessment The Responsibte Cntity shall have a documented petsonnel risk
assessmcnt program in accordence with federistate provinciel nnd local lews and subject to

BREC will b the responsible entity for Generating Assets only at HMFL
CIP0041 3 existing colleclive bargaining unil eigreements fot persdnnel heving authorized cyber or

TD Stetinn 2 HMPLwil be the responsible entity for Transmission Assets
autliorirdunescarteJ physical nccess A pesonnel riek assessment shall be conducted pursuant y uwned by HMPL
to lhat program within ihirty days of such personnel being granled such access 5uch program
shall at a minimum include

lhe Responsible Cntity shell ensure that esch assessment conducttd lnclude at least
identity verificationeg Socia Security Number veriflcetian in the US and sevenyear DREC will be the responsible entity for Genereting Assets only at HMPI

ClP004 l R31 criminal check Ihe Responsible Cntity may conduct more detailed revlews as G4 ro Station 12 11MPL wj11 be tha responsible entity for Trensmission Assets
permittdby law and subject to existing collective bargaining unitapeements anly owned by HIv1PL
depending upon the criticality of the position

The Responsible Entity shall upddteech personnel risk assessment et least every seven
BC will6e the responsible entity for Gbnerating Assets only at HMP

CIP0041 k3Z
yesrs nfler the initiel personnel risk assessment ar for ceuse

4 TO Station 2 IIMPL wifl be the responsible entily fot Trensmission Assets
only owneci by HMPL

The Responsible ntity shall document the results afpersonne risk assessments of its
gC will be the responsible entity for Generating Assets only at HMPL

CIY0041 K33
Peonnel having authorized cyber or authorized unescorted physical access to Critical

Gp TO 5tetion N2 tIMPL will bc he responsible entity for Transmission Assets
Cyber Assets and thet personnel risk assessments af Contrector nd service vendor

only owned by HMPL
persannel with such access are conducted pursuent to Stendard CIP004

Access The Responsible ntity shall mainWin lists of personnel with authoried cyber ar BREG will be the responsible entity for Qenerating Asscts only at HMfI
CI1004l R4 authorized uneseorted physicel access ta Critica Cyber Assets including their specilic GO TO Statiott 2 NMPL wtlt be the respohyible entity for7rnnsmission Assets

elecvonic and physical access rights in Critical Cybe Assets only owned by HMPL

27



Ilc Etesponsible Entity shail review the listsof itspesonnel who have such access to
Criical Cyber Assets qusrterly and updete the listswithin seven Calendar days of any HREC will be ihe responsibie entity for Cienerating Asscts only at HMPL

ClP0041 R41 change of personnel with such acCess to Critical Cyber Assets or any change in the GO TO Station 2 HMPL will be the responsible entity for Transmission Assets
accesa right ofsuch personneL The Responsible Entity shall ensure access lists for only owned byfIMPL
contractars and service vendors are properly maintsined

ilie Responsible Entity sh11rvoke such access to Critical Cyber Assets within 24 BREC will be the responsible entity for Generating Assets only at HMPL
CIP004l R42 hours for personnel tetminated for cause and within seven calendar days for persannel GO TO Station 112 HMPL will be the responsible entity for Transmission Assets

who no longer require such sccess to Critical Cyber Assets only ovmed by HMPL

Electronic SecurityPrimeterTheResponsible Entily shell ensure that every Critical Cyber BREC will be the responsible entity far Generating Assets only et HMPL
CPOUS1 R l Asset resides within an lectronic Security Perimeter The Responsible Entity shal identify and G4 TO Statton 2 1iMPL will be thc responsible entity for Transmission Assets

document the Electronic Security Perimetersend all access points ta the perimeters only owned by HMPL

Access point9 to ihe Electranic SecuriyPerimetersshell include gny externaily i3REC will be 1he responsi6le entity for Oenerating Assets onty at11MP1
CIP0051 RlI connececd communication end point for example dialup modems termneting et eny GO TO Station 2 HMPL will be the responsible entily for Transmission Assets

device within the lectronic Security Perimeters only ovmed by HMPL

For a diulup accessibleCitical Cyber Asset that uses anonroutgble protocol the REC will be the responsible entity for Generating Assets only at HMYL
CIPU05I R12 Responsible Entity shall define an Ctectronic Security Perimeter fvr thel single access GO TO Station f2 HMPL will be the responsible entity for Transmission Assets

point at the dialup device only owned by HMPI

Communioetion links connecting discrete Clectronic Security Perimeteis shell not be
8ltEC will be the responsible entity for Generating Asscts only at HMPL

considecedpaci of the lectronie Security Perimeter However end points of these
Cp TO Statian 2 HMPL wil be lhe res onsible enti Tor Transmision AssetsClP0051 R13 p n

communlcation links within the Elecvonic Security Perimetersshall be considered
only owned by EIMPL

access points to the Electronic Security Perimeters
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Any nonCriticai Cyber Asset within a dsflnedLfetronic Securlty Perimeter shall be 13REC will be the responsible entity for Genrruting Assesonly at HMPI
CI10051 R14

dentied and protected pursuant to the requirements of Standercf CIP005
TO Station 12 HMPL will be the responsible entity for Transmission Asset

anly owneci by HMPL

Cybcr Assets used in the eccess control and monitoring of the lilectronic
Perimetersshall be afforded the protective messures as a specilied in Standard C1P BREC will be lhe responsible entity for Genereting Assets only at HMII

CIP0051 RlS 003 Stendard CIP004 Requireriment R3 Stgndard CIP005 Requirements R2 and R3 CO TO Stadon 2 HMPL will be the responsbleentiry forTransmission Assets
Standard CIP006 ltequirements Ft2 and R3 StanderdCP007 Requirement R 1 and only owned by HMPL

R3 through R9 Standen CIP008 and Standard CIP009

1e Responsible Entity shall meintain documentation of Efectronic Security
Pertmetersell interconnected Critical and noncrilieal Cyber Assets withi the BRC witl be the responsible endty for Generating Assets only at HMPL

ClpU051 R16 Ilectrvnic Securiry Perimetersell electronic eccess poihts to Ihe Clectronic Security GO TO Stetion t2 HMPL will be the responsible entity for Transmission Assets

Perimetersand the Cyber Assets deployed for the eccess control and monitoring of only owned by HMPL

these access paints

1slectronic Access Controls The Responsible Entiry shell implement and document the BREC will bethe responsible entiry fdr Generating Assets only at HMPL
CIP0OS1 R2 organizational processes and teChnical and procedural mechanisms for cohtrol of elecVonic GO TO Station 12 SiMELwill be the responsible entity forTransmission Assets

access at all electronic ccess points to the Eleclronic Security Perimeters only owned by NMPL

These processes and mechanisms shall use an eccess ontro moclel that denies access
flCwiI be the responsible entity for enerating Assets only at EIMPL

CII0051 1
by defauN such that explicit access permissions must be specified

TO Statiori t2 HMPL will be the responsfble entity for1rgtsmissfun Assets
only owned by HMPL

At all access points to the Electronic 5eurity Perimetesthe Responsible Cntity shafl
BREC wiU be the responsible entity for Gencrating Assels only at HMPL

enable only ports and services required Cor operations and for monitocngCyber Asset
Gp TO Stadvn 12 11MPL will be the res on5ible entit for7rdnsmission AssetsC1P0051 R2Z P Y

within the lectronic Securlty Perimeter and shall document individually ot by only owned by HMPL
specified grouping the canfiguration af those porls and services

28



The Responsible Entity shall maintain a pracedure for securing dialup sccess to the BkEC will be the responsible entily far Generating Assets anly atIMPL
CIP005I 3

lectronicScurity Petimeters
GO TO Station 2 HMPL wi11 be the responsible entity for Transmissian Assets

only owned by HMPL

Wher externel interaclive access into the lectronic SecurityFermeter hes been
BRC will be the responsible entity for Genecating Assets only at HMPI

tneble the Responsible Entity shall implement strongproedural or technical controls
Gp TO Stalibn 2 HMPL will be ihe res onsible enti for Transmission AssetsCIP005I R24 P tY

at the access points to ensure authendcity aft accessing party where echniclly only owned by HMPf
feasible

BREC wiil be the responsible entity for Generaling Assels only at HMPL
CIP005I it25 The requireddoumentalion shall at least iJentify and describe GO TO Station Z HMPL will be ilte responslble entity for Transmission Assets

only owned by HM PL

BREC will be the responsible entity for Generating Assets only st HMPL
CIP005 l R25l The processes for access request and authorizetion GO T0 Sttion Z HMPL will be ihe responsible entlty for Transmission Assets

only owned by HMPL

BREC will be the respansible entity forCenerating Assets only at HMPL
CIU051 ft152 fhe authentication methuds GO TO Station 12 fIMPL will be the responsible entity fflriransmission Assets

only owneci by HMPL

The review process for authorization rights in eccordance with Standard
BREC will be the responsible entity for Generating Assets only at HMFI

CIPU051 t253
CIP004 Requirement R4

GO TO Station t12 WMPL will be the responsible entity forIransmission Assets
only owned by HMPL
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3REC will be the responsible entity for C3enerating Assets unly at HMPL

CIPOOSI R254 Tle contrals used to secure dielup accessible connections GO TO Station 2 HMYL wi11 be ihe responsible entiry for Transmission Assets
only owned by HMPL

Appropriate Ust Benner Wherc technically feasible electronic accesscontrol gC will be the responsible entity Por GeneraUng Assets only at HMPL

CIPOd51 k26
devices shall display an apprapriate use banner on 1he user screen upon al interactive

Gp TO Statiun 12 HMPL will be the responsible entily for Trensmission Assets
access attempts The Responsible Isntity sha11 maintain a documenl identifying the

only ownrd by1IMPI
contcnt of the benner

Monitoring Electronic Access 7he Kesponsible Entity shell implement and document an BREC will he thersponsible entity for Generating Assets only t HMPL

CfP0051 R3 electronic or manual processes for monitoring and lagging access at access points to the GO TO Statton 2 HMPL will be the responsible entity for Transmissiori Assels

islectronic Security Perimeterstwentyfour hours a day seven days a week only owned by HMPI

Por Jiafup accessible Crltical Cyber Assets that use nonroutable protocols the BREC will be the respansible entity for Generating Assets only at11MP1

CIP005 I R31 Itesponsible Cntity shall implement and document monitoring processesat each GO TO Station 2 HMFLwill be the responsible entity for Transmission Assets

access point to the dialup device where technically fessible only owned by HMPL

Where technically fensible the securiymonitoring proces5esshall detect end alert for
attempts et or actual unauthorized accesses These alects shall provide for appropriate ORCwill be the responsible enity Por Generating Assets only at HMPL

CIP0051 R32 notificadon to designated response personnel Where elertinp is not technically GO TO Station 2 HMPL will be the responsible entity forlransmission Assets

feasible the Responsible Entity sha11 review or otherwise assess access Iogs For only owned by HMPL

attempts at or actual unauthoriredaccesses at ledst every ninety calendar days

Cyber Vulnerability Assessmenl The Responsible Fntity shall perfrm a cyber vulnerbility DRFC will be the responsible entity farCenerating Assets only at HMPL
C1P0051 R4 asses9ment of the electronic access poinls to the Electronic Security Yerlmelersat least GO CU Station t12 HMPL will be the responsible entity for Trensmission Assets

annually The vulnerabiliry assessment shall include at a minimum Ute following only owned by HMPL
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3REC will be the responsible entity for Generating Asset only at NMPL
C1PQOS1 R41 A document identifying ihe vulnerabllily essessment process GO TO Ststidn l2 11MPL will be the responsible entity For Transmission Assets

only owned byi1MPL

A review to verify that only potls and services required Eor operations at these access
AREC wiU be the responsible ntity far Genrating Asseis only at HMPL

C1P005I R42
points ane enabled

CA TO Station 2 HMPL will be the tesponsible entity for Transmission Assets
only owneci by tIML

BREC will be thc responsible entity for Generating Assesonly at HMPI
CIP0051 R43 The discovery of all acces5 points to theLleclronic Security Perimeter GO TO 5tation Z HMPL wil be the respansible entity forTransmissian Assets

only owned by HMPL

A review of controls for default accounls passwords and network management
BCwill be the responsibfa entity for Generating Assets only at HMPL

C1P0051 R4A
uni strin

GO TO Station 2 Iwill be the responsible entity far Transmission Assets
h g d

only owned by IMPL

Documentation of the results of the assessment the action plan to remediate or mitigate
aCwil be the responsible enlity for Gerteiating Assets only at HMPL

CiP0051 R45
vulnerebilities identiied in the assessment end the execution statua oFthat action plan

Slation 2 IlMPL will be the responsible entity for Transmission Assets
only owned by HMPL

Documentntion Review and Maintenance1he Rcsponsible EnUty shafl review update and dREC will be the responsible entity for Generating Assets only a1EiMPf
C1P005f R5

maintain all documentation to suppdrt Compliance with the requirements of Stardard CIP005
TO Station 12 IIM1Lwi11 be Ihe responsible erttity for Transmission Asset

only owned by HMPL
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The Responsiblc Enlity shell ensure that all documeniaUOn reyuired by Standard CIP F31tEC wil be Ihe responsiblc entity for Generating Assefs ooly at HMYL
C1P005l RSI 005 reflect currenl configueations and processes nd shall review the documenls and GQ TO Station 2 HMILwili be lhe responsible entity for Transmission Assets

procedures referenced in 5tenderd CIP005 el least annualy only owned by HMPL

The Responsible Entity shall update the documentation to eflect the modiiication oF BRC will be the responseble entity for Generdt9ng Assels only at HMPL
CIP0OS 1

nelwork or controle within ninely calenJtu days of tle change
G4 TO Station 2 NMPL will be the responsibte entity for Transmission Assets

only owndby11MPL

fhe Responsible Entity shall relain electronic access logs for at least ninety calendar DRFC wiI be the responsible entity for Genernting Assets only at NMPL
CiP0051 RS3 dayslags related to reporiable encidents shall be kept in accardance with the GO TO Station 2 NMpC will be the responsible entity for Transmission Assets

requirements of Slandard C1P008 only owned by HMPL

Physical Security Plan The Responsible Cntity shell create wtdmintain a physical security E3aEC will be tha responsible entity for Generating Assets only et NMPI
CIPI R 1 plan approved by i senior maneger or delegatesthat shall address et minimum the GO TO Station 2 HMlLwill be the responslble entity for Transmission Assets

lbllawing only owned by HMPL

rocesses to ensure end document lht all Cyber Assets within an Electronic Security
Yerimeter alsa reside within an idendfied Physicel Security Perimeter Wher a BItEC will be the responsible entiiy for Generating Assels only el HMPL

C1P0061 RI1 completely enclosedsixwall border eannot be established the Respansibte GO TO Stetion 12 lIMPL will be the responsible entity for7ransmission Assets
rntity shall deploy and document alternative measures to control physical access to only owned byIIMpL
the Critical Cyber Assets

Processes ta identify aU access points througk eacH Physical5ecurity Perimeter and HIIC will be the responsible entity for Generaiing Assets only et HMPL
C1PQ061 R2

measures to control entry at those access poihts
T4 Station 2 1MPL will be the reponsible entity for Transmission Assels

only owncd byIIMPL
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BREC wili be the responsible entity for Generating Assets anly at HMIL
C1P0061 R13 Processes tools and procedures to monitor phys9cal access to the perimeters GO TO Statian 2 HMPL will be the responsible entity for Transmission Assets

only dwricd by FiMPL

Prccedures for the appropriate use of physical acce5s controls es described in BRFC will be the responsible entity for Generating Assets only at liMP1
C1POOG1 RI 4 Requirement R3 including visltor pass manegement response to loss end prohibition GO TO Station 2 WMPL will be the responsible entity forIransmssion Assets

ofinppropriate use of physicel arcess controls only owned by HMPL

Procedures for reviewing access authorization requets and revocation of access
BC be responsible endty for Generating Assets only at HMPL

CP0061 RIS
authorizationinaccordence with CIP004 Requirement R4

O TO 5tation M2 HMPI will be the responsible entityorIransmission Assets
only owned by HtVPL

Procedures far escorted access within the physical security perimeter ofpersonnei not
BC eresponsible entity for Oenerating Assets only at HMYI

CIP006I Rl6
authorized fbr unescdrted eccss

GO TO 5tation 2 Hiv1PL will be the responsible entity tor Trensmission Assels
only owned by HMPL

Process for updating the physical security plan within ninety calndar days of any gREC will be the responsible entity for Generating Assets anly et HMP1

CIPOQ61 K
Physico secunty system redesign or reconPguration including but not limited to Gp TO Station 2 HMPL will be the responsible entity for Transmission Assets
addition or removal of access points tivoug th physical security perimeter physical only owned by HMPL
acccss controls monitoring controls or logging controls

Gyber Assets used in the aceess contro and monitoring of the Physieal Security
Perimersshall bo afforded thc protectivc measures speciGed in Standard CIPOU3 BRC will be the resporLSible entity for Generating Assets only at HMPL

C1P0061 R18 5tuncfard C1P004 Requirement R3 Standard CIY005 Requiremnts R2 and R3 GO TO Station 2 HMYL will be the responsible entity forTransmission Assets
Stondard CiP006 Requirement R2 and R3 Standerd CIP007 Standard CIP008 and only owned by HMP
Standard C1P009
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HItCC will be the responsible entity for GenertingAsset only at IMPI
CIOQG 1 Rt9 Process for ensuring that lhe physieal security plan is reviewed at lesst annually GO TO Station l2 HMPL wil be the responsible entity for Transmissiun Assets

only owned by HMPL

Physical Access Controls ilte Responsible Entity shall document and implement the
operational and procedural controls to manage physical eccess et all access points to the SREC will be the responsible entity for Generating Assets only et HMPL

C1P006
physical Security Pcrimctcrstwentyfourhours a day seven days a week The Responsible

TO Station 2 HMPL will ba the responsible enlity for Transmission Assels

Entity shall implement one or more of the following physical access methods only ovmed by HMPl

Card Key A means of electtonic access where the access righls of the card holder BREC will be the responsible entity For Generating Assets only at HMPL
CPOOG1 K2 I aue predelined in a computer database Access rights may dtfier from ane perimeter 00 TO Station 2 HMpI will be the responsiblc entity for Transmission Asset

to anather anly owned byHvAI

S ecial Locks These infude but are not limited to locics with resiricted ke HREC will be the responsible entity for Generaling Asset only et HMPL
CIIOOb1 Z

systems magnedc locks that can be aperated remotely and mantrpsysterris
T4 Station 2 HMPL wiq be the responsible entity forTrensmission AssetS

only owned by HMPL

Security Persnnel personnel responsible For conuroUing physical access who may
BRC will be the responslble entiry for Generating Assets only at HiviPL

CIP0061 3
ideonsite or et e monituring steion

O Station N2 HMPL will be the responsible entity for Transmission Assets
only owned by HMPL

Other Authentication Uevices 13iometric keypad token or other equfvalent devices BRIiC will be the responsible entty 1or Genereting Assets only at HMPL
CIP0061 4

at control physical access to lhe Critical Cybet Assets Station l2 HMPL wi11 be the responsible entity for Transmission Asses
only owned by HMPI
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Monitoring Physical Access The Etesponsible Entity shel document and implement the
technicland procedural controls for monitoringphysical eccess et all access points to the

BRtsC will be the responsible endty for enerating Assets only at HMLPhysical Security PerimeterstwentyFour hours a day seven deys g week Unauthorized
CIPQOb1

access attempts shell be reviewed immedietely end hendled in eccardance with the procedures
O Station 112 HMPL will be the responsible entity for Transmission Assets

specired in Requirement CIPb08 One or more of the following monitoring methods shall be only owned by HMPL

used

Alaim Systems Systems lhat alam to indcato a door gat or window has been HRCwill be the responsible entity for Generating Assets only at HMPI
CIP0061 R3I opened without euthorizationIese elatms must provide Pcir immediete notiftcecion G TO Station N2 HMYL wil be the responsible entity for Transmission Assels

to personnel responsible for response only owned by FtMPL

Human Observation oFAccess Paints Mohitoring of physial access points by
BREC will be the respansible cntity for Generating Assets only at HMPL

CIIOU6 K32
uthdrized personne as specified in Requirement R23

GO TO Stetion 2 HMPL will be the responsible enlity for Transmission Assets
only owned by HMPI

loging Physical Access Logging shall record sufficient information to uniquely identify
individuals and the time of access twentyfour hours ady seven days a week The BREC will b the responsible entily for Generating Assets only at HMPI

Cll R4 Responsible Entity shall implement snd dacument the technical and procedurnl mechanisms for GO TO Station 2 HMPL will be the responsible entity far Tcansmissian Assets
logging physical entry at all acctss points to the Physiclecurity Perimetrsusing one or only owned by HMPL
more of the follawing logging methods or their equivalent

Cornputerized Logging lectronic logs produced by the Responslble Entitys BREC wlll be the responsiblc entily for GenertingASSets only at HMFI
CIPOObI It41

selected eccess control end monitciring methud
GO TO Statiun 2 fMPL will be Ihe responsible entily for Transmission Assets

only owned by WMPL

Video Recording Electronic capture of video images of sufficient quality to RRICwil be the responsible entity ibr Generating Assety only at HMPL
C1P0061 R42

determine identity
GO T4 Stetion 2 IIMPL will be the responsible entity for Transmission Assets

oniy owned by tIMPL
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Mtinual Logging A log book nr sigttin sheet or other record of phystcal acceas I3REC will be the responsible entity fur Generating Assets only at HMPL
C1P006i R43 maintained by security or other personnel aulhorized ta cotttro and monitor physical GO TO Station 2 IaMYL will be therponsible entity far1ransmission Assets

access as specified In Reyuirement R23 only owned by1IMPL

Acess Log Retention The Responsible Entity shall retain physical gccess logs for at least 3REC wil be lhe respansible enlity for Genereting Assets only a1 HMIL

CP0061 RS ninety celendar days Logs relaled to reporteble incident shall be kepE in accordance with the GO TO Station 2 HMPL wi1 be the responsible entity for Trttnnsmission Assets

requirements of Standard C1P008 unly owned byIIivIPL

Maintenanc andIesting Thc Responsible Entity shall implement a maintenance and testing BREC will be the responsible entity for Generating Assets only at HMPL

CIP0061 R6 program to ensure that all physical securily systerns under Requtrements R2 R3 end R4 GO TQ Station 2 HMPL wil be the responsible entity forCrnnsmission Assets
function properly 1he program musl include at a minimum the following only owned by HMPL

Testing and maintenenCe of ell physical securlry mechenisms on a cycle no longer
BC will be 1he responsible entity for Generating Assets only al HMPL

C1P0061 R61
than three yeurs

GO TO Station 2 HIVtpL wilf be th respansible entity for Transmission Assets
only ovmed by IMPL

Retention of testing and maintenance records for the cycle determined by the
BRCwill be the responsible enlity for Genetating Assets only at HMPL

CIP0061 R62
esponsible Entity in Requirement R61

G TO Station 2 HMILwiU be the responsible endty for Transmission Assets
only owted by1MPL

DREC wi11 be thc responsible emity for Cenerating Asset only at HMPL

CIP0061 K6
Ketenlionoioutage recards rpgerding access controls logging end monitoring for a

Cp TO 5tetion N2 HMPL wil be the responsible entity forTransmission Assets
minimum of one calendat year only owned by N1MPL
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Test Procedures The Responsible rntity shail nsurt thet new Cyber Assets and significant
chonges ta rxisting Cyber Assets within the Clectronic Security Perimcter do not adversely

C will be thc responsiblc entily For Uencrating Asety unly et HMPL
afPecl existing cyber security controls For purposes of Standard CIF007 a significant hange

CP0071 R 1
shall at a minimum include implementalion of security patches cumulative service pecks

TO Station 2 HMPL will be the responsible entity for Transmission Assets

vendor releases and version upgrades of opereting systems epplications datgbase platforms or
only owned by IaMPL

other thirdparty softwrare or firmware

The aesponsible Etiry shall create implement end maintain cyber sccurity test I3REC will be the responsible entity Por Generating Assets anly at HMPL
CIP0071 Itll procedures in a manner that minimizeaadverse effects on the praduction system or its Cr0 TO Station 2 tMPL will be the responsible entity for Transmissian Assets

operation only owned byIiMPL

The Responsible Entity sheli document tht testing is performed in a menner that
BREC will be the responsible enuty for Oenereting Assets unly at HMPL

Clf0071 R12
nects the production environment

GO TO Stafion 12 HMPL witl be the responsible entily ForTransmission Assets
only owned by HMPL

BRC will be the responsible endty for Generating Assets only at NMPL
CIP007I R13 The Responsible Entity shall document test results G TO Station 2 11MPL wifl be the responsiblc entity forTransmission Assets

only owned by HMPL

Poris artd Services Tlie Responsible ntity shell establish and document a process t ensare
BC will be Ehe responslblettity for Generating Assets only et HMPL

CIP0071
that only those ports and services reqiced for normel and emergency operatians are engbfed

TO 5tation 2 HMPL will be the responsible entity forTransmission Assets
only owned by HMPL

Ihe Responsible Eniity shall enable only those porls and serviCes required for normel
F3REC will be lhc responsible entity for Generating Assets Qnty at HMPL

CIPp071
and emecgency operations

GO TO Station 2 11MPL will bc the responsitile entity 1ar Transniission Assels
only owned byI1MPL
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The Kesponsible Entity shell disablc other ports and services including those used for DRCwill be the responslble enlityfor Generating Assets only at HMPI
C1P0071 R22 testing purposes prior tu produietian use ofall CyberAssels inside the ClecUonic GO TO Station t12 FIMPL will be the responsible entity forTrensmission Assets

Securiry Perimeters only owned by HMPL

in the case where unused ports and services cennot be disdbled due to technical RCC will be the responsibla entity for Generating Assets only at HMPL
CIP007 I It23 limitetions the Responsihle ntlty shall document compensating meusuresapplied G TO StaUon t2 HMPL will be the responsible entity for Trensmission Asset

to mitigate risk exposu or an acceptence of isk cnly owned by HMPL

Securily Patch Management The Responsible ntity either separetely or as component of
lhe documented configiiratinn mangement procss specitied in C1P003 Requiremenl R6 shall REC will be the responsible eatity for Genrating Assets only et HMPL

CIY0071 R3 establish end doument a security petch management program for trecking evelusting testing GO TO Stetion 12 HMPL will be thersponsibl entity forTransmission Assets

and installing applicable cyber securlly sofiware patches for all Cyber Assets wilhin lhe only owned by HMPL

Efectronic Security Perimeters

The Responsible Enlily shall document the assessment of securlty patches and BREC wili be ihe tespohsible entity for Generating Assets only at IMPI

CI1007 I 1t31 security upgrades for epplicability wlthin thirty catendar days of availability of the GO TO Station 2 1IMPL witl be the responsible entity for Trgnsmission Assets
patchcs or uppades only owted byt1MPL

lhe Responsible ntity shell document the implemenlation of security palches In BREC will be the responsible entity for Genereting Assets only al HMPI

CP0071 It32 any case whene the patch is not instaUed the Responsible Entity shall document GO TO Station 2 HMPL will be the responsible entity for Transmission Assets

compensating measuresapplied to mitigete risk exposure or en acceptance of risk only owned by HMPL

Maliciaus 5oftware Prevention The Responsible Entity shell use antivirus sofiware and
gC will be the tesponsible cntity for GenertingAssets only al HMPL

CIP0071 R4
other malicious software malware preyeetion tools where technically feasible td detect

TO Station 12 HMPL will be 1he responsible entity for Trensmission Assets
prevent deter and midgate lheintroduction exposure and propagation of malware on all Cyber only owned by fIMPL
Asseswithin the lectronic 5ecurity Petimeters
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The Re9pnnsible Cntity shall document nnd imptement entivirus and malware
HItEC will be the responsible entity for Gtnerating AssetB unly at1M1

prevention toals ln the case where antivirus soflware and malware prevention tools
CIP0071 R4 l

are not insialled the Responsible Entity shell document compensating measures
TO Statjon f2 HMPL wili be the responsible enlity for Transmission Assets

applied to mitigate risk exposurE or an acceptance af risk
only owned by HMPL

The Responsible Entity shell document and implement a proccgs for the update of BRCC will be the responsible entity for Gencrating Assets only at HMPL
CIN0071 R42 antivirus and malware prevention signetures The process must address tqting and GO TO Statian 2 HMPL will be the respunsible entity forTrensmission Assets

installing the signature5 only owned by HMPL

Account ManagementTheRespansible Entity shall estgblish implement and doeument BREC will be the responslble entity for Generating Assets only at HMPI
CI1007t RS technical and procedure conlrols lhet enfbrce access authenticdonof and accauntabitily for GO TO 5tetian 2 FMFL wil be the responsibl enlity far Transmission Assets

all user ectivity and that minimize the risk of unauthorized system acces only owned by HMPL

The Responsible Entily shall ensure thet individual end sharexl system accounts end BREC will bethe respansible endty for Genereting Assets only at HMPI
CP0071 R5 t authoriedaccess pennissions are consistent with the concept of4eed to knwwith GO TO Station 12 IMPL will be the responsible entity forTrensmission Assets

respect to work functibns perforttted only owned by HMiL

Th Responsible ntlty shall ensure that user accants are implemented as approved by
H1tEC wi11 be the responsibte entity for Generating Assets only et HMFl

ClI0071
designated personnel Refer to Standard CIPOU3 Requirement It5

TO 5lalion 2 HMPI will be the responsible entity for Tninsmission Assels
only owned by HMPI

The Responsible Entity shall establish methods processes and proceciures thnt genetele logs of BREC will be the responsible entity for Generating Assets only at HMPL
C1PQ071 R512 suff3cienl deteil io creste historical audil trails of individual user account access activity for a GO 1 Station 2 HMPL will be tha responsible entity for Transtnission Assets

minimum of ninety days only owned by HMPL
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1he Responsible ntity shall review at least annually user accounts to verify access privileges BRC wlll be the responsibl entity for Generaling Assets anly at IdMPL

C1P0071 KS13 are in accordance with Standard CIP003 Requirement R5 and Standard CIP00 Requirement GO T Station 2 HMPL will be the responsible etttily forTrnsmission Assets
Rq only owned by HMPL

The Responsible Entity shal irnplment u policy to minimiz grtd menage the scope and 3RC will be the respon9ible entity far Genereting Assets only at HMPL
CIY007 I It52 acceptable use ofadministrtor sheted and ofher generic account privileges including factory GQ T4 Station l2 HMPL wil be lhe responsible enlily for Transmission Assets

default accounts only awned by HMPL

1he policy shll include the removafdtsabling or renaming of such eccounts whete possible k3REC will be the responsible entity for Generating Assets only at HMPL

CIPOU71 R521 cir such accounts that must remsin enabled passwords shall bc changed prior fo putting any G4 TO Stalion 2 IIMPL will be the responsible enlity for Transmisslon Assets

system into service only owned by HMPL

HREC will b the responsible entity for Generating Assets only at HMPL
CIP007l R522 The Responsible Entity shall identify thbse individuals with eccess to shated eccounts GO TO Station a2 HMPL will be the responsible entity for Transmission Assets

only awned by HMPL

f

Where such accounts must be ghared the Responsible Entity shall have a policy for managing BRCwill be the responsible entity for Ganerating Assets only at HMPL
Clf0071 R523

the use ofsuch accounls that limits acess to only those wlth authorization en eudit trail of the
TO Station 2 HMPL wil be the responsible entity forTransmission Assets

account use automated or manual and steps for securing the account in the event of personnel only owned by HMPL
changes for example chenge in assignment or termination

At a minimum t1e Resposible Entity shall require and use passwords subject to the
BREC will be the respansible entity far Genergting Assets only at HMPI

CI071 R53
following as technically feasible

GO TO Statiari 2 HMlLwil be lhe responsible entity for Transmission Asset
only awned by NMPL

7y
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BREC will be the responsible endty for Genernting Assets only et F1MPL

CP007 t R531 Each password shall be e minimum of six cheracters GO TO 5tation 2 HMFLwill be the responsihle entity for Trsnsmissfon Assets
only owned by HMPI

DREC will be thc responible entiry far Generating Assets only altIMfL

CIP007l RS32 Cach password sha11 consist of a combination of alpha numeric and special characters GO TO Stetion 2 HMPI witl be the responsibeentiry for Trensmission Asscts
anly owned by HMPL

BREC wilt be the responsible endty for Generating Assets only at 1MPL

CI0071 R533 Cach password shall be changed at least annually or more frequenUy besed on risk GO TO 5tation 2 HMPL wiil be the responsible entity for Transmission Assets
only owned by FiMPL

Security Status MonioringTheResponsible Entity shall ensure that all Cyber Assets within BREC will be the responsible entity for Generating Assets only at HMPL

CIY R6 che leccronic Security Perimeter as technically feasible fmplement automated toals or Gfl TO Station 2 HMPL will be the responsible entity far Transmission Assets

organizational process contrals to monitor system events that ere related to cyber securty only owned by HMPL

fhe Responsible Cntity sha11 imptement end document the orgsnizational processes and BREC will be the responsible entity for Generating Assets only at HMPL

CIP0071 R61 technicaf end procedural mechenisms for monitoring for security events on al Cyber Assets 00 T 5tetibn 2 HMPI will be thersponsible entity Cor Transmission Assets

within the Elcctronic SecutyPerimeter anly ovmed byE1MPL

DREC wiH be the responsible entity fr C3enerating Asscts only at HMFl

CIP007I Ri2
rsecurity moniaring controls shall issu autometed or manuel alerls for detected

Tp Slafion 2 EMPL will be thersponsibl entity for Transmissiun Assets
Cyber Security incidents only owned by IMPL
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e Responsible Entity shall maintain logs of system events related to cyber security 31tLC will be lhe responsible entity for Genereting Assets only st IMPL
CIP007I R63 where technically feasible to support incident response as required in Standard CIP CO TO Station 2 HMPL will be tfle responsiblc entity for Transmission Assets

008 only owned by HMPL

fhe Responsible Entity shall retain all logs specified in Requiremeztt R6 for ninety calendar
REC will be the responsible entity for Generating Asset only at FIMPL

CIP007I R64
S

GO TO 5tation 2 HMPL will be the responsible entity forTransmission Assets
y uuly uwned by HMPL

lhe Responsible Entity shall review logs of system events related to cyber security and maintain
dCw be lhe respansible endty for Generating Assets only at HMPL

C10071 R65 GO TO Station 2 HMPI will be the responsible entity for Trnnsmission Assets
records dacumenting review of lop only owned by11PL

Disposal or RedeploymentTheResponsible Entity shall establish farmel methods EiRFC will be the responsible entity for Generating Assets only at HMYL
CIP0071 It7 processes and procedures for disposel or redeployment of Cyber Assets within the lecironic GO TO Station 2 HMPL will be the responsible entity for1ransmission Assets

Security Perimetersas identified and documented in StandardCPOQS only owned by F1MPL

Prior to the disposal of such assels the Responsible Entity shaU destroy or erase the dala storage
BREC will be the responsible endry for GeherlingAssets only at HMPI

CIPOQ71
media to prevent unauthorized retrieval of sensitive cyber security or reliability date

TO Station 2 IfMPL will be lhe responsible entity for Trensmission Assets
only awned by HMPL

Prior to redeplyment af such assels the Responsible Entity shell at a minimum erase the data
gC be the respon9ible entity for Generating Assets only at HMlL

Cl0071 RZ
torage media to prevent unauthorized reirleval oFsensitive cyber securily or reliebility data

T Station 2 HMPL will b the responsibte entity for Trensmission Asgets
anly owned by HMPL
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I

The Responsible Entity shall malntain recards that such assets were disposed ofor redeployed in
KrC will be the responsible entity for Generating Assels anly at HMYL

IP007I K3
accordance with documented procedures

GO TO Station 2 N1MPl wi11 be the responsible entity tar Transmision Assets
only awned by HMPL

Cyber Vutnerabiliry AssessmentIeResponsible Entity shall perfocm a cyber vulnerability BREC will be the responsible entity for Generating Assets only at HMPI
CP007 I R8 assessment nf all Cybar Assets within the Eleclronic Sccurily Perimeter at esst annually he C30 TO Station l2 HMPL will be the responsible entity for Transmission Assets

vulnerability assessment shall include at a minimum the following only owned by HM1l

BREC wilf be the responsible entity far Gencrating Assets oniy at HMPL
CIP0071 R8 I A dacument idenlifying lhe vulnerabifity assessment process GO TO Station 2 HMPL will be the responsibte entity far7ransmission ssets

anly owned by HMPL

A review to verify thet only ports end services required for vperation of the Cyber Assets within
BREC will be the responsible entity for Generating Assels only at HMPL

C1PQ071 RgZ
Electronic 5ecurity Perimeter are enabled

GO TO Station 2 HMP will be the responsible entity for Transmission Assets
only owned by HMPL

HRCCwill be the responsible entity for Genetating Assets anly et HMPI
CIP0071 It83 A review ofcartrols for defeult accounts end GO IO Station 12 HMPL will be thc responsibte entity for Trensmission Asses

only owtied by HMPL

Documentation of the resulls of the nssessment the actfon plan to remediete or mltigate
BREC wi11 be the respnnsible entity fo Geherting Assets only et HMIL

CIPQ071 R84
wnerabilities identified in he assessment end the execution status of thet action plan

T Stetion 2 HMPL will be the responsible entiry for Transmission Assets
only owned by HMPL
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Uocumentalion lteview and Maintenancx Thc Responsible Enttty shall review and upddte
pCwill be the responsible entity for Generating Assets only at HMPL

the dacumentation speciied in StandadCP007 et leest annually Changes resulting
C1POp7 K9

from mudifcations to the sysiems ur controls shell be dtrcumented within ninety celendar
TO Station I1MPL will be the responsible entity for Transmission Assets

days of thectange
anly owned by IMPL

Cyber Securiry Incident Re9ponse PlanIeResponsible Enlity shell develop end maintain a HRCwill be the respansible enity for GenertingAssets only at HMPL
CIP0081 RI CyherScurity Incident response plsn The Cyber Security Ihcident Response plan shell address GO O Station l2 HMPL will be the responsible entity far Transmission Assets

at a minimum the following only owned by HMPL

F31EC will be theresponsible entity for Generating Assets only atIIMPL
CIY0OS1 ktl Proccdures tu ohareterize and classify events es reportable Cyber Secunty lncldents CU TO Station 2 HMPL will be he responsible erttity for1rensmission Assets

only owned by HMPL

Response actions including roles and responsibilities of incident response teams incident
aRI be the responsible entity for Generating Assets only at HMPL

CIP008 R12
handling proredures and communication plan9

GO TO Station 12 HMPL w111 be lhe responsible eptity forTransmission Assets
only owned by FlMPL

Process for reporling Cybcr Security Incidenls to the lectricity Sector Information Shering and DICwlll be the responsible entity for Generating Assets only at HMPL
CIP0081 R13 Analysis Center S 13AC the Responsible Entity must ensure that all reportable Cyber GQ TO 5tation 2 WMPL will be the respbnsible enlity for Transmissian Assets

Securiiy Incidents ere reported to the ES ISAC elther directly or through an intermedisry anly owned by HIyIPL

rocess for updating the Cyber Securiry lncident response plen within ninetyclendar days of BRCwill be ihe responsible enUty for Generedng Assets only at HMPL
CPUUB1 t14

y changes
GO TO Stetion 2 1iMPL will be the responsible entity for Transmission Assets

only owned by HMPL
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REC will be the tesponsibte entlly for Generting Assets only et MMPL

C1P0081 R15 1rocess for nsuring tht the Cyber Securitynident response plan is reviewed at legst nnnually GO TO Station 2 HMPL wil bc the responsibie entity For Transmission Assets
only owned by1IMPL

Process foc ensuring the Cyber Security ineident response plan is tested et least annually A test BREC wiil be the responsible entity for Generating Assets only at HMPL

CIP0U81 RIb nf the incident responsc plan ean range from a peper drill te a full operational exercise to the Cj0 f0 Station f12 HMPL will be the responsible entity for Transmission Assets

response to an actual incidenl only owned byfIMFL

Cyber Security ncident Documentetion Ihe Responsible Entity shall keep relevant BREC will 6e the responsible ehtity for Generting Assets only at NMPL

CIP0081 R2 documentation related to Cyber Security Incidents reponable per Requirement RI1 for three GO TO Station 2 HMPI will be the responsible entity for Trensmission Assets

calendar years
only owned by1fMPl

Recovery Plans The Responsible Entity sha11 crcate and ennually review recovery plans for
gC be the responsible entity tor Generating Assets only at1IMPL

ClY0091 R
Crilical Cyber Assetsie recovery plans shall address at a minimum thc following

TD Station it2 HMPL will be the responsible entity Cor Trensmission Assets
only owned by 1MFL

DREC will be the responsible entity for Generating Assets only at FlMIL

CIP009I R
SPfY the required ections in response lo events or conditions of varying duretion and severity TO Station k2 HMPL will be the responsible entity for Transmission Assets
thal would activate the recovery plans only owned by HMPL

BRFC will hc thersponsible entily 1ar Genereting Assets only at HMPL

ClP0091 R 12 Define the roles end responsibilities of responders CA TO Stetion 2 1MPI will be the respunsible entiiy Cor Transmission Asset
only owned byIEMPL
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Exercises The recovcryplnsshall be exercised et lest annually An exercise of the DREC will be the responsible entity far Genereting Assets only at HMPL

C1P0091 tt2 recovery planscan range from e paper drili to a full operational exercise to recovery from arn GO TO Station 2 HMPL wip be thc responsibie entiry for Transmission Assets
ectual incident only owned by HMPL

Change Control Recovery plansshall be updated to retect any changes or lesans learned
BREC will be thc responsible entity for Generating Assets only at HMPL

CIP0091 R3
a result of an exercise or the recovery fram en actual incldenl Updates shal be Gp TO Station 2 I1MPL will be the responsible entity forfransmission Assets

communicatcdto persdnnel responsible fur the activation and implecnentetion of the recovery only owned by HMPL
planswlthin ninety calendar days otehe chenge

Backup end Restorehe recbvery plenssha11 include processes and pmcedures for the
3REC will be the responsible entiry for Qenerating Assets only at HMPL

CIP0091 R4
backup and storage of information required to successfully reslare Critical Cyber Assets For

T Station 2 HMPL will be the responsible entity Cor Transmission Assets
example backups may include spare eleclronic componenis or equipment written only owned by11MPL
documentation ofconfiguration settings tape backup ete

Teting Beckup Media lnformation essential to recovry that is stored on backup medis shall BitEC will be the responsible entity for Genereting Assets only at NMPL

C1P009I RS be tested at least annually to ensure thet the information is availeble Testing can be compteted G0 T Stalion 2 HMPL will be the responsible entity for Transmission Assets
oflsite only owned byIiMPL

The Gcneratar Owner or C3enerator Operalor shall provide documentation of the testrsults of
F3RFC will be the responsible entity far Generating Assets anly at HMPL

COPU090 R2 the startup and operation uf each blackstart gencralirig unit ta aegionel Reliabifity Station 2
Organizations and upon request to NERC

The Gencratur Qwner Transmissfon Owner Distribution rovider und LoadServing Entity BREC will be ihe responsiblc entily For Generating Assets only at HMPL
rAC0020 R

seking to integrete generation fecllities transmissian facilities and electricity enduser feailities
TO Station 2 1tMPL wiU be the responsible entity for Transmission Assets

shall each coordinete and cuoperate on its assessment5 with its Trensmission Plenner and
only owned by I IMPL

Planning Authority 71e sssessment shall include
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Gvaluation of the reliability irnpect af the new facilities and their connecUons on the
BRCC will be the responsible entity for Genetating Assets only at NMPL

IAC0020 R11
terconnected trensmission systems

GO TO Statian 2 MMPL will be the responsible cnlity forTransmission Assets
only owned by HMPL

Ensurance of complience with NERC Reliability Statidards and applicabeRegionel B1tEC will be the responsibte entity for Generating Assesonly at NMPL
IAC0020 R12 subregional Power Pool and individual system planning criteria and fecility connection GO TO Station 12 HMPL will be Ihe responsible entity forCransmission Assets

requirements only owncd by HMPL

Lvidence that the parties tnvolved in the assessment have coordinaled and cooperated on the
gCwill be the responsiblc entiry for Generating Assets only at HMYL

PAC0020 R13
a5mrnt of the reliability impacts of new facilities on the interconnecled Uransmission

p TO Station 2 HMPL will be the resporsible enliry for Transmission Assets
systems While these studies may be performed independently e results shall be jointly only ovmed by HMPL
evaluated and cnordinsted by the entities involved

BRC wi111 the responsible entity dr Genereting Asets only et HMPL
rAC002U RI4

videnethet the assessment includedseadystate shortclrcuit and dynamic studies es
Gp TO Station 2 fIMPL will be the responslble entity for Transmission Assets

necessary to evaluete system performance in accordence with ReliabilityStndardTPLQ010
only owned by HMPL

Uocumentation that the assessment included study assumptions system performance
BREC wilf be Ihe respansible entity for Generating Assets only at HMPL

IAC0420 R15
alternatives considertd and jointlycordinated recommndaions

C TO Stetian 2 HMPL wfl be ihe responsible entiry1orTransmission Assets
only owned by HMPL

The Planning Authorily Transmission Planner Generator Owner7ransmission wner Laad
Serving Ertity atd bistribution Provider shall each retein its documentatlon of its evaluation af

BRCC will he thercponsihle ehtiry fnrCenerating AsSets only at HMPL
the reliability impact of the new facililies and their wnnectioas on the 9nterconnected

FAC0020
mission systems for tlree yeers and shall provide the documentation to the kegional

GO TO Station 12 HMPL will be the respansible entity far Transmission Assets

keliebility OrganizationsRegitnal Reliability Organizationsand NERC on request within
only owned by HMPI

30 calendrdays
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7he Transmission Owner and Generalor Owner shall eaah dacument its current methadology LItEC will be the responslble entity for Genereling Assevonly at HMPL

IAC It 1 used far devefopingFciiity Retings Facility Ratings Methodblogy of its solely and jointly GO TO Station 2 i1Mllwill be the respoosible entity for Transmission Assets

owned Facitities The methodology shell inciude ell Qf the following only owned by lMYI

DREC will be lhe tcsponsible entity for GeneraUng Assels ony al HMPL

CAC0081 R11
A statement that a Facility Rating shall equal the most limiting applicable Equipment Rating of

Q Station N2 IIMPL will be die responsible endty for Transmission Assets
the individuel equipment that comprises that Facility only owncd by HMPL

13RCwill be the responsible entity for Generating Assets only at HMPL

FAC008I R2
e method by which the Rating ofmajor BES equipment that comprises a Facility is

Gp TO Station 2 IMLwill be tlie responsible entity ibr Transmission Assets
determined only owned by HMPL

1he scope of eyuipment addressed sha11 include but not be limited to generetors transmission DtEC will be the responsible entity forGeterating Assts only at HMPL

AC0081 R121 conductors transformers relay protective devices terminal equipment and serles and shunt GO TO Stetion 2 HMPL will be the responsible entity for Transmission Assets

compensation devices only ownd by FIMPL

L3REC will be the responsible entity for Generating Assels ony at HMPL

FAC008f R22
escope of Ratings addressed shall includa es a minimum both Nartnal and Emergency Td Station 2 1MPL will be the responsible entity for Transmissioh Assets
Ratings only ovmcd by HMPL

BRCC will be th responslble entity for Gencrating Assets only at1MPL

IACOUBI R13 Consideration of the following GO TO Station 2 HMPI will be therrspansible entity for1ransmissian Assets
anly owned by HMPI
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BREC will be lhe responsible entity tnrGbnrattng Assets only at11MPL

TACU081 R131 Itatinsprovided by equipment manufaGturers GO TU Stadon 2 1lMPL wiI be the responsible entity for Transmission Assets
only owned by1fMPI

BREC will be thc responsible entity for Generating Assets only t HMPL
Design critetie eg including applicable teferences to industry Rating practices such es

Cp TO Station 2 IIMPL will be the responsible entity tor Transmission Assets
FAC0081 Rl32 manufacwrerswarranry ICEANIor olher standards only owned by HMPL

IIREC will be the responsible entity for Generaling Assets only at WMPL

FAC0081 It133 Ambient conditions
GO T 5wtion HMPL will be the responsible entity forTransmission Assets

anly owned by HMPL

BREC will be the responsible entity ror Generating Assets only at HMPI

AC0081 R134 perating lirriitacions GO TO Station 2 HMPL wil be the responsible entity for Transmission Assets
only owned by lMPL

HRFC will be the responsible entily for Genereting Assets only atIIMPL

1ACOOBI R135 Other assumptions GO TO Stetion tt2 HMPL will be the responsible pntity forItansmission Assets
anly owned by NMPL

TheCrensmission Owner and Generator Owner shall each mre its racility Ratings
Methodology available fur inspeetion end tcchnical review by those Retiability Coordinators DREC will be the respnsible eniity fnr Generating Assets only at MPL

LACD081 R2 Transmission OperatorsTansmission Planne and Platuung Authorilies that have GO TU Siatian 2 HMPL wili be the responsible entity for ransmission Assets

responsibility for the area in which lhe essociated Facilities are loceted within 15 business days only owned by HMPL

of receipt of a request
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If a Reliabilily CoordihatorIrnsmission Operator Transmission Plaruer orPlnning
Authority provides writlen comments on its technicel rcview of a Trensmission Ownersor
Geterator Ownersracility Ratinga Methodology lhe1ransmission Owner or Generator Owner E3REC will be the responsible entity for Generating Assets only at IaMPL

fAC0081 R3 shalt provide a written response to thet commettingentity within 45 calendar days of receipt ot GO T Station 12 F11vIPL will be the responsible enlity for Trensmission Assets

those comments The response shaq indiGate whether a chsnge w311 be made to the Facility only owned by FIMiL

Ratings Methodology and ifno change wiil be made to that Fecility RatingsMethodology ttie
reasan why

BREC will be ihc respansible entity for Generating Assets only at HMP1

FAC009I R
The Transmission Owncr end Generator Owner shall each cstablish acility Rstings for its solely O Stafion 2 HMPL wili be the responsible entity for Transmissian Assels
and juintly awned facilitics that nre consistent with the essociated Facility Ratings Methodology onaN byIMlL

The7ransmission Qwner and Generator Owner shaU each provide Faciliry Ratings for its solely
and jointly owned Facilities that are existing facilities new Fecilitiesmciit7cations to exisdng DREC will be the responsible entity for Generaling Assets only ac HMPL

fAC009I R2 Facilities andreratings of existing facilities to its associated Reliability Caordinators GO TO 5lation It2 HMPL will be the responsible entity for Transmission Assets

planning AuthorityiesTninsmission Planrtersand Transmission Operatorses scheduled by only owned by HMPI

such requesting entities

achIransnission Operatorlalencing Authority Cransmission Owner Generalor Owner
Generetor Operatar and LoadServing ntity in the Reliabiliry Cootdinato Area shall provide
information nequired for system swdies such as critica Facility status Load generetion Gp TO LS

gCill be responsible for the Generator Owner Transmissfon Owner
IROOD41 K4

opating ceserve projections and known Interchange Trensactions This informtion shell be and Load Servin ntity functions

available by 1200 Centrl Standard Time for the Eastern lntercannectfon and 1200 Pacific
Standard Time for the Western Intetconnection

The1ransmission Owners7ransmission Planners Oenerator Owners end Resource Planners
specified in tfie data requirements and reporting procedures ofMD0110RIshall provide BREC will be the resportible enlity for Qenereling Assets only at1IMPL

MOD0100 R apFroprigte equipment characteristics system data and exisling nd future Interchsnge Tfl 5tation 2 HMPL will be the responsibfe entity for7ransmission Assets
Schedules in compliance with its respective lnterconnecdon Regianal 9teadystate modeling and

only owned byIMPI
simulation datarquirements and reporling procedures es defined in Reliability Stattdard MOD
O110 R 1

The Transmission Owers Transmission Planners Generator Owners and Resource Planners
specified in the data requiremensand reporiing procedures ofMOD0110R1shall provide BRCC will tie the responsible entity forGenereting Assets only et HMPL

MODO100 R2 this steadystate modeling and simutetion deta to the Regional lteliabiliry Organizations NERC CO TO 5tation N2 WMPL wil be the responsible entlly forfransmission Assets

and those entities specified withfn Reltability Standard MOD011QR1 Ifno schedule exists bnly owned by HMPL
then thes entities shell proide the data on request 30 calendar days
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Ite ItegionalRtiability Organizations within an Intercottnection in conjunction with lhe
7rstsmission OwnersIransmission Planners Generator Owners and Resource Planners shall
develop comprehensive steadystate detg requirements end reporting procedures needed d model

gCwill be the responsible entity for GeneratingAets only at HMLcnd analyze the steadystate conditions for each of the NERC Interconnections Eagtern
MUD01l0 Rl ern gnd ERCOT Within an lntercannection the Regionut keliability Organirtinns shail GO TO Stauon 2 IlMPL wiil be the responsible entity forTiansmission Assets

ointly coordinate the development of the data requirements and reporting procedures for ihat only ownCd by HMPL

Interconnectian The lnterconnectinnwiderequirements shall include the following steadystte
data requirements

Thn Trsnsmission Owners Transmissian Planners Generaror Owners and Resource Planners
specified in the datd requirements end reporiing procedures oFMOD0130R1shall provida BRkC will be tha respnsible entity for Genetatin Assets only at HMIL

MOD020 Rl appropriate equipment charecteristies and syslem data in compliance with the respective CO TU 5tntion N2 IiMPL will be the responsible entity for Transmissinn AsaeLg
Interconnection Regional dynamics system mndeling end simultion data requirements and only owned by HMPL

rcporting procedures as defind in Reliebility Standard MODOl30 RI

he1ransmission Owners Transmission Plenners Generator Owners end Resource Plenners
specified in the data requirements and rewrting procxdures ofMODOl30R4shall provide ggC will be the responsible entity for Generating Assets only et HMPI
dynamics system modeliog and simulatlon data tv is Regional Iteliability Organizations T 5tation 2 HMPL will be the res nsible entit for Transmissian AssetsMDU120 R2 P Y
NCKC end thase entities specified within the applicable reporting procedures identified in

only owned by HMPL
Reliability StandrdMOD0130R1 If no schedule exists then these entities shall provide
data on request 30 calendar days

fhe Kegional Reliability Orgenization in coordination with its Transmission Owners
Transmission Planners Cenerator Owners and Resotuce Planters shall develap comprehensive
dynamics date requirements and reporting procedures needed to model and analyre the dynami BRCC will be the responsible entity for Generating Assets only at1
behavior or response of each of the NERC ntercannections Castem Westem and ERCOTMOD013I R
ynan lnterconnection the Regional lteliability Organization5 shall jointly coordinate on the

T Station I12 HMPL will be the responsible entity for Trensmission Assets
only owned by HMPL

develdprnent of the data requirments and reporling procedures for ihat Interconnection Each
set of Inlerconnectionwidedynemics date requirements shll include the following dyntnics

MOD0170 R13 Monthly peak hour forecest demands in MW end Net Energy for Load in GWh fbr the next two BREC wi11 be the respansible entity for forccesting demands for HMPL
ye load

Annual Peak hour forcast demands summer and winter in MW and ennual NetCnergy for BREC will be the responsibl entity for forecasting demands for HMPt
MODU170 KI4

pad in GWh for at lest five years end up to ten years into the fulure as requested loed

MOD0180 Rll
dcgte whether che demand dsta ofnonmember enlities wlthin an area or Regiunal Reliability LS BRTC will be responsiblc for report of farecast demand data
Orgnizetion are included and

MODOl80 k12
ddress assumptions methads and thc manner in which uncertainties are treated in the

E BREC will be responsible for repon of farecast demend data
forecasts of aggregated peak demands and Net Energ for Load
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MOD018Q R13
emsMOD0180R11end MOD0160R12shall be eddressed as described in the

LSE BREC will be responsible for repon of forecast demand deta

I

reponing procedurea developed for Standard MOb0160R 1

The LoadServing Entity Planning Authority Transmission Planner and Resource Planner shall
edch repod data associated with Reliebiliry Stendard MOD0180R1 to NERC the Regicnal pREC witl be res onsible for re on af forecast demand dataMOD0180
Reliability Organi7ationloadSeNingLntity Planning Autlority end Resource Planner on

p p

requesl within 30 calendar days

MODU241
T nerator Owner shall follow its Regional Reliabitity Organizationsprocedures for BREC will be the responsible entity for Generating Assets only atlMPL
verifying and repoRing is gross and nct Rea1 Power gencrating capability per Rl Station 2

MOD0251 R3
e Generator Qwner shall follow its Regional Reliebility rganizationsprvicedures 1br BREC will be the respansiblc entity for Geherating Assets only atiIMPi
verifying snd reporting its gross enJ net Reactive Power generating capability per R1 Statian 2

7e Nuclear Plant Gcneretor Operator shell provide the proposed NPIRs in writing to the
CWII be 1he rrsponsible entity far Generating Assets only el HMPI

NUC0011 RI
pbleTransmission Gntities and shell verify receipt

TO 5tation 2 HMPL will be the responsible entity fnr Trartsmission Assets
only owned by HMFL

fhe Nuclear Plant Generator Operator and Ihe applicable Transmission Entities shall have in
gC will be the responsible entity or Generating Asset only at HMPL

effect one or more Agreemenlsl thet include muwally egreed to NPIEts and document how he
NUC0011

Nuclear PlantGemeratar Operator gnd the applicable Transmission ntities ahall eddress end
TO Station 2 IIMPL will be the responsible etttiry for Transmission Assets

implement these NP1Rs
only owned by11ML

Ier the Agreements developed in accardance with lhis standerd the applicable1ransmission BREC will be the responsible cntity for Generuting Asscts only at1IMPL
NUC R3 Entities shall incorporate the NPlits into their plaruing enelyses of the electric system nd shall GO TQ Siation 2 FiMPL will be thetesponsible entity far Transrnission Assets

communicate lhe results oF lhese analyses to the Nucicar nlant Generatar Qperator only owned byIIMPI
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1er the Agreements developed in accordance with this standard the applicsble Transmission
l3REC will be he respansible enlity for Genereting Assets only et HMPL

NUCOUI1 R4
Lntities shall

GO TO Station 2 HMPL wil be the responsible entity forTransmissinn Assets
only owned by HMPL

l3REC will be the responsible entity for Cenerating Asset only at11MPL
NUC0011 It4l Incorporace the NP1Rs into their operating analyse of the electric system GO TO Stetion 2 HMPL will be the responsible entfry for1ransmission Assrts

anly owned by HMPL

DREC will be the respoosible entity for Genereting Assets only at HMIL

NUC0011 R42 Operate lhe elecUic system to meet the NPIRs Ci0 TO Station 12 HMPL will be the responsible entity for Tmnsmission Assets
only owned by HMPL

Inforrtt the Nuclear Plant Generator Operetar when the abillty to assess the operation of the
AREC will be the responsibleetity for Qenerating Assets only at1IMPL

NUC001 1 R43
eectric system affecting NPIRs is last

G TO Slation 2 HMPL will be the respansible entity for Transmission Assets
only owned by HMYL

1er the Agreemetits developed in eccordance with this standard the ppliceble7ransmissfon BK13C will be the re9ponsible entiry for Generating Assets anly at HMY1

NUC0011 RG Entities and the Nuclear Piant Generator shell coondinate outages and maintenence GO TO Station 2 HMPL will be the responsible entityIor1rensmission Assets
activlties whlch gffect th NYIRs only owoed by HMPI

Per the Agreements developed in accordance with this standard the Nuclear Plent Genentor
KCib responsible entity for Genernting AsSets only atI1M1I

NUC001I R7 Operator shall iniorm the applicable Transmission Lntities of actuel or proposed changes to
Siation 2 HMPL wil be the responsible enlity fur Transmission Assets

nuclear plnt design contiguration operatians limics protection systems or cape6ilittes ihat
only awned by HMPI

may impact the ability of the electric system to meet the NPRs
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Per the Agreements developed in eccordance with this standard the applicable Transmission
gK II be the responsible entity for Generating Assels only at HMPL

Entilies shall infotm the Nuclear Plant Generelor Operetar of actual or proposeJ chartges to
TO Station 12 HNPL witl be the res onsibfeentit forIransmission AssetsNUC0011 R8 P Y

eleclric system design configuration operations limits protection systems ar capabilidsthet
only owned by HMPL

may impact the abiliry of the electrie system to inel the NPIRs

1he Nuctear Plant Genergtor Operetor and the applicable TransmissonEntities shell includc as
RCwill be the responsible enlily for Generating Assecs only at HMPL

NUC0011 K
minimum the following elements within Qieageementsidentificd in It2

TO Station 2 HMPL will b the responsible entiy tor Transmission Assets
only owned by HMPI

3RC will be the responsible entity for Geriergting Assets only at HMPI
NUC001I R91 Administrative elements GO TO Station 2 HMPL will be the responsible entity ar Transmission Assct

anly owned by HMPL

BRC will be the responsible entity for Genereting Assets only et HMPL
NUC001I It911 Definitions of key terms used in theagement tO TO Statlon 2 HMPL will be the responslblc entity lor Trsnsmission Asset

only owned by HMPL

Names of the responsible entities organizetional relationships and
BRCC will be the responsible entity for Generating Assets only at HMPI

NUC001I K41Z
responsibllities related to Ihe NPIRs

GO TO Station 2 HMPL wil be he responsibeentily forTCat19t17i59ion ASSel5
only owned by HMPL

BRCC wilf be the respansible entity for Generating Assets only atIIMPI
NUC0011 R913 A requirement to review the agreementsat least every three years GO TO Stetion 2 HMPL wi11 bc the responible entity for Trensmission Assets

onfy awned hy IMPL
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DREC wil be the iesponsible entity for Generating Assets only at HMPL
NUC0011 R914 A disputersolution mechanism GO TO Stetion 2 HMPL will be the responsible entiy forfransmissidn Assets

only awned by HMAL

DREC will be lhe responsible entity for Generating Asset only at HMPI
NUC0011 R92 1echnice requirements gnd analysis GO TO Station 12 1IMPL will be the responsible entity for Transmisslon Assets

only owned by HMPL

ldentiticaionofparameters limils configurations anci opereting scenarios included in the DItEC wil be ttie responsible entity for C3enerating Asset unly et lMPL
NUCOOl1 R921 NPIRs and as applicable procedures far pmveding any specilic data not pravided withlrt the GO TO Station 2 HMPL wiU be the responsible entity for Transmission Assets

agreement only owned by HIvtPL

ldentificetion of fscilities components and configuration restrictions
f3REC wil be the responsible entity for Generating Assets anly at HMPL

NUC001I R922
thgt are essential for meeting the NP1Rs

T 5tation 2 IiMPL will be he responsible entity farIransmission Assets
only ovmed by HMPL

1ypes ofplenning and operational analyaes performed specifically to l3RCwill be the responsible entity Por Generating Assesonly et1IMPL
NUC0011 R923 support the NPIRs including the frequency of studies nd types of GO TO Station t2 FiMPL wilf be the responsible entity for Transmission Assets

Contingencies and scenarios required only ovmed by HMPL

BkLCwill be the responsiblc entity for Generating Asstsanly at IiMPL
NUC0011 R93 Operations and maintenance coordinallon GQ TO Stetion 112 HMPL will be the responsible entity forfnansmission Assets

only owned by HMPL
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Designtion af ownership of electrical facilities at the interface
HREC will be the responsible entity for Generating Assets only at NMtL

NUCOOII k93l
een the electric system and the nuclear plant and responsibilities p TO Stetiun 2 1IMPL will be the respansible entity forTransmission Assls
far operetional control coordination and maintenance of these

only owned by HMPL
facilities

ldentfCatinn af tuty maintenance requirements fo equipment nol REC will be the responsible emity for Genernting Assets only at Hiv1PL
NUCo01I It432 owned or controlled by the Nucleer Plsnt Generator Operator that ere G TO Station 2 HMPL wlll be the responsible entity for Transmission Assctv

necessary to meei the NPIRs only owned by HMPL

Coordinetion oCtesting calibration end maintenence ofonsite and
I3REC will be the responsible entity for Generating Assets only atI1MN1

NUC0011 R933
oFfsite power supply sysiems and related components

GO CO Statian 2 HMPL will be the responsible entity furIrnsmssionAsets
only owned by HMPL

Provisions to sddress mitigatifig actions needed to avoid violsting
NPIRs and to address periods when responsible Trensmissidn Fsntity BREC will be the responsible entily for Qenerating Assets only atfIMPL

NUCOdl1 R934 loses the abiltty to assess the capability of the efectric system fo meet GO 7 Station N2 HMPL will be the responsibfe entity far Transmission Assels
the NPtlts Riese provisions shell include responsibiliry t4 notify the only ovmed by HMPL
Nuclear Flant Generelor Opeator within a specified time frame

Provision to cansider nucfear plant coping times required by lhe NPLRs and iheir relation to the BREC will be the responsible entity for Genersting Assets only at HMP
NUCOOII It935 coordination of grid and nuclesr plant restoration following a nuclear ptant loss ofOffsite G4 TO Station lJ2 HMPL will be tle responsfble entity for Trensmission Assets

Power only owned by HMPL

ry

Coordtnation of physicel and cyber security protection oCthe l3ulk Eleclric Systati et the nuclear flRC will be the responsible entity for ienernting Assets only t HMPL
NUC0011 R936

pant interfacc to ensure each asset is covered under at least one entitysplan
TD Station 2 HMPL will be the responsibfe entity far Transmission Assets

only owned by HMEL
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Coordination oFthe NPIRs with transmission system 3pecialirotectian Systems and
BRCC will be the msponsible entity for Generating Asscts only at HMPL

NUC001 R93
UnderGequency and undervoltage load shedding progrems

TO Station 2 IMPL will be the responsible entity for1ransmissian Assets
only owned by IMPL

IRLiC will be the responsibeentity for Genereting Assets only at IiMPL
NUC0011 It9 Communications end training GO T Stetion 2 tIMPL will be the responsible entiry tortrnnsmission Assets

only ownedbyHMYL

rovisions for communications between the Nuclear Plant Generator Operator end Tramsmission BREC wlll be the re9ponsible entity for Genrating Assets anly at HMPI

NUC0011 R941 ntities including communicatlons protocols notification Ume requirements anddfinitions of GO T Station 2 HMPL wilf be the responsible entity forIransmission Assets

terms only owned by HMPL

Provisions for coordination during anoffnormsl or emergency event effecting the NPIRs iREC will be the respnnsible entity for Cenerating Assets only et1IMpL
NUC00I1 R942 including the need to provid timely informadon expleining the event an estimate ofwhen the GO TO Station 2 HMPL will be the responsible entity for Cransmission Assets

system will be returned to a norrnal state and the ectual time the system is returned to normal only owned by HMPL

1rovisians for coordinating investigadons of oauses of unplenned events eftecting the NP1Rs
RREC will be the responsible entity Tor Generat9n Assets anly at HMlL

NUC001I R943
developing soludons to minimize Future risk of such events

GO TO Station 2 1INfPL will be the responsible entityPvrfransmission Assets
only owned byiIMPL

Nrovisions for supplying information necessary ta reporl to
NREC wil be the responsible eniity Cor Generating Assets only etIIMPL

NUC001t R944
govemment gencies as related to NP1Rs

GO TO Station 2 HMPL will be the responsible entity for Transmission Assets
only owrted by HMPL
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F3REC wil be the responsible entity far Generating Assets only et HMPL
NUC0011 R945 Provisions for personnel training es related to NPlRs GO f0 Station 2 HMPL will be the responsible entity for1ransmission Assets

only owned by HMPL

The Qenetator Owner shall analyze its generator Protection System Misoptrations end sheil

PRC0041
develop and implement e Corrective Actinn Ylan to gvoid future Misuperedons of a similar 13RCwili be the responsible entity for Generating Assets only nt HMPL
nature according to the Regional Reliability Organizationsprocedures developed for PRC003 Slalion 12

R1

I1eTransmission Owner any DistribUtion Provider t1et owns a iransmission Protection System gaC will be the responsible entity for Generating Assets only at HMPL
PRC004I R3

end the Generetor Ovmer shal each provide to its Regionel Reliability Organization QO TO Station 2 HMPL will be the responsible entity fvr Transmission Assets
documentation of its Misoperalions enalyses end Correetive Acton Plans eccording to the

only awned by HMPL
Regionel Reliability Organizationsprocedures developed for PRC00 Rl

Cach Transmission Owner and ny Distribution Provider that owns a transmission Protectinn
pC will be the responsible entity tor Generating Assets only et HMPL

PRC005I Rl
System and each Generator Owner that owns a generation Protecton System s1ta1 have a

Cp TO Stetion 2 FIMPL will be the responsible entity for Trnnsmission Assets
Pmcection System maintenence and testin program For Protection Systems that affect the

only owned by HMPL
reliability of the BES Tle program shell include

3IEC will be the responsible entity fdr Generating Assets only at HMPL
YRC005 I R 1 I Maintenance and testing intervals and lheir basis GO TO Station 2 HMPL willbe the responsibfe entity forfransmission Assets

only owned by HMPL

3REC will be the responsible entity for QenerNtngAssels only at HMPL
YRCOUSI R12 Summary of maintenance and testing proeedures GO TO 5tation 2 NMPL will be Ihe responsible entity for Trensmision Assets

nnly dwned by HMPL
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Each Transmission Owner and any DislributioiProvider that owns a Uansmission ProtecGon
System and each Generator Ownrthat owns a generation Protection System shal provide BRCCwil be lhe responsible entity for Cenerating Assets only a IMPL

PRC0051 k2 documentetion of its Prottction System meintenance end testing program end thc GO TO 5tation 2 F1MPL will be the responsiblc enlity or Transmission Assets
lmptementation oPthat progrento its RegtonalIeliebility Organization on request within 30 only ownd by HMPL
calendar days The documentelion of the program implementation shall inaludc

REC will be the respbnsible entity for Generating Assets only atIIMPL
PRC005 l RZ L Evidence Protecdon System devices wete maintained and tested within lhe defined intervels GO TO Station Z MM1LwiN be the responsible entity forTransmission Assets

only owned by 1MPL

BREC will be the responsible entlty or Generating Assets unly t HMP
PRC4USI K22 Dete each Protection System dcvice was lest lestedmalntained GO TO Station N2 NMPL will be lhe responsible entity for1tensmission Assels

cnly owned byfiMPL

The Transmisston Owner Generator Owner end Distribution Provider that owns an SPS shall BREC will be the responsible entity for Gencreting Assets only gt HMPI
RC015o R I maintaln a list of and provide data for xisting and proposed SPSS as specified in Reliability GO TO Stetion Z IiMPL will be the responsible entity for7ransmission Assets

Standard PRC0130 R l only owned by HMPL

7heTrensmission Owner Getteratur Owner nd Distribution Provider that owns an SPS shell
pRCwill be the responsible entity for Genereting Asyets anly at HMFl

have evidence it reviewed new or functionally modified SPSs in accordence with the Regionl
PRCOl50

Reliability Organizationsprocedures as defind ln Reliebility Standard PRC0120 Rl prior to
TO Station N2 HMPL wil be the responsible entiry forCransmission Assets

being placed In service
only owned by HMPL

The Transmission Owner Generslor Owner and Distribution Provider that uwrs en SPS shll
provide documentation of PS data and the results ofstudies that show compliance of new or HREC will be thc responsible enlity for Geneating Assets only nt IMPL

PRC0150 it3 functionally modified SYSs with NERC Reliability Standatds and Regional Reliability GO TO Station l2 HMPL will be lhe responsible entity for1ransmission Assets
Organization criteria to affected Regional Reliability Organizations and NCRC on request only owncd by HMPL
within 30 calendar days
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The Trartsmission Owner Generator Owner and Dislribution Pravider that owns an SPS shall BRCC wtll be the respanstble entity for Generating Assecs anly at IiMPL
PRC0160 RI anelyze its SPS aperations and maintain a record vf ell misoperatibns in accordance with the GO O Station 12 EMPL will be the responsible entity forTransmission Assets

Rcgiona SPS review procedure speciRed in Reliabtlity Stendard PRC0120Rl only ovmed by HMPL

The Transmission Owner Generator Owner end Distribution Providcr that owns sn SPS shall
EC will be the responsible entity for Generating Aasets only at HMPI

PRCOIfO ke corrective aclions to avoid futur misoperations
GU TO Stetion N2 HMPL will be the responsible entity forPransmission Assets

only owned by11MPL

7he Transmission Ovmer Generator Owner and Distribution Provider that ovms an SPS shall LREC will be the responsible enuty for Generating Assets only ut HMpL
PRC0160 R3 provide documentation of the misoperation analyses and the cotrective aclion plans to its GO TO Station 2 HMPL will be the responsible entity for Transmission Assels

Regionel Refiability Orgenization and NERC an request within 90 catendar days only owned by HMPL

The Trarlsmission Owner Generetor Ovmer end Distribution Provider that owns an SPS shal
dRC will be lhe responsible entity for aenerating Assets only at HM PL

IRC4170 R1
have e system maincenance and testing programsin placeRaprogramsshall include

G l0 Slation 2 HMPL will be the responsibl entity farfrnsmision Assets
only owned by HMPL

BREC will be the responsible entity for Generating Assets only at1IMPL
PRCU170 R1 I SPS identificetian shall include buE is not limited io GO TO Station 2 IMPL will be the responsible entity for Transmission AsseEs

only ovmed by HMPL

RREC will be the responsible entity for Generating Assets only at N1MPL
IRC0170 R1ll Refys GO TO Station t2 WMPL wil be tle responsible entity forransmission Assets

only ovmed by HMPL
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BREC vill be the responsible entty for Generating Assets only at HMPL
PRC0170 R 1l2 lnstrumenl transformers GO TO 5tation 2 HMPL will be the responsible entity for1ransmission Assets

only owned by HMPL

BREC wilk be the responsiblc entity for Genetating Assets only at NMPL
PRC0170 R 1l3 Communirations 9ystems whereappinpriate GO TO Station 2 HMPL will be lhe esponsible entily for7ransmission Assets

only ovmed by HMPL

BREC will be the responsible endty for Generating Assets only et NMPL

PKCU170 K Il4 l3atteries GO TO Station Z FiMPL will be the responsible entity for Transmission Assets
only owned by HMPL

BREC will be the respunsible entity for Gencrating Assets only at NMPL
1RC017U 1t 12 Uocumentation ofmaintenance and testing Intervals and their basis GO 7O Stadon l2 tIMPL will be the respansible entity frTransmission Asset

only owned by HMPI

BREC will be the respansible entity for Generating Assets only at HMPL
PRCU170 R13 Summary of testing procedure CO TO Ststian 2 lMPL will be lhe respohsible entity forTransmission Asst

only owned by HMPL

BRfiC will be the respohsiblc ntity for Genereting Assets only at HMPL
fRC0170 Rl 4 Schedule for system testing GO TO Station 2 HMP will be ihe responsible entity for Transmission Assets

only owned by NMPL
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BRCwil be ihe responsible entity for Genetating Assels only aE HMPL
PRCU170 R15 Schedute for system maintenance GO T6 Stalion 2 FiMPL wifi be the responsible entity for Transmission Assets

only owned by WMPL

BKECwill be the responsiblc entiry for Genereting Assets only gt f1MPL
PRC017U R16 Date lest lestedmaintained GO TO Station 2 HMPL will be the responsible entity for Transmission Assets

only owned by HMPL

7heTcansmission Owner Generator Owner and DisG Provider that owns an SPS shall DREC will be the respoasible entity for Generating Assets only at HMPL
PRCOl70 R2 provide dacumentelion af the program and its implementetion to ihe appropriateFegional GO TO Station IZ FIMPL will be the responsible endty for Trettsmissian Assets

Reliabiliry Organizations and NCItC on request wlthin 30 celendar days only ovmed by HMPI

Gch1ransmission Owner and Generator Owner requicEd ta instell DMEs by ils Regional BREC will be the respodsiblc entity for Generating Assets only at HMPL
PRG0181 R1 Reliabillty Organization refiability standard PRC002 Requirements 13 shell have DMEs GO f0 Stifon 2 1iMPL w1 be the responsible entity for Trsnsmissiort Assets

installed tht meet lhe following requirementsc only owned by1fMnL

Intemal Clacicsz in DMEdvlces shal be synclvonized to within 2 milliseconds or less of
BCwil be the responsible entity for Genereting Assets only at HMPL

PEtCOI 8 R1
Universal Coordineted Time scale U7C

GO 7O Slation 2 11MPL will be the responsible entty for Transmission Assets
only awned by HMPL

BREC will be the responsible entity for Oenerating Assets only at IMPL
kRCOl8I R2 Recorded date from each Disturbance shall bc tetrievable for ten calendar days GC TO 5tatinn f12 1IMPI will be the responsible entity for Transmission AssetS

only owned by HMPL
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lle Transmission vmer and Generator Owner shell each install DMEs in accordance with its BREC will be the responsible entiry for enerating Assets only et HMPL
PRCOlS I R2 Regional Reliebility Organizationsinstalletion requirementsrliability standard PRC002 CA TO Station l2 HMPL will he tlie responsible enlity for Transmission Assets

Requirernents 1 through 3 only owned by HMPL

The Ttansmission wner artd Generator Ovmer shall each meintain and report to its Regional HRCC wil be the responsible entity for Cenerating Asset only et EIMPL

PRC0181 K3 Reliabiliry Organizatian on request llie following date on the DMEs 9nstalled to meet that GO TO Station 2 HMPL will be the responsible enlity forfransmission Assets

regionsinstallation requirements reliability standard PRC002 Requirementsll21 and 31 only ovmed by HMPL

BftCC wiI be the responsible entity for Cencrating Assesonly t HMPL

PRC0181 R31 Type af DME sequenc of event recorder fault recorder or dynamic disturbanCe recorder CO TO Staton 2 HMPL will be the responsible entity forIrnsmission Assets
only owned by HMPL

Ei1Cwill be the respansible entity fr Generating Assets only at HMPL

PRC018I R32 Make end model of equipment GO TO Station 2 HMPL wlI be the responsible entiry forTransmissian Assets
only owned by HMPI

BREC will be the responsibfe entity for GenersingAsets only at HMPL
PRC0181 R33 Instellation location GO TO Stetion 2 HMPL will be the responsible enlity for Transmission Assets

only owrted byiMPL

I3REC will be the responsibl enuly for Genereting Assets only at HMPL
RC0181 K34 Operatianel stetus GO TO Station t2 HMPL will be he responsible enlfty for Transmission Assets

only owned by H1SPL
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HREC wili be the responsible entity Tor Generating Assets only at HMPL

YRC0181 R35 Date last tested GO TO Station IZ HMPL will be the responsible entity tor1ransnission Assets
only owned by HMPL

BREC will be the responsible entity for Geneating Assets only at HMPL
PRC0181 R36 Monitored elements such as transmission circuit bus section etc GO TO Station 12 EIMPL will be the respvnsible entiiy for Transmission Assets

only owned by HMPL

BREC will be the responsibte entity for Generating Assets only at WMPL

PRCOl81 R37 Monitored devices such as circuit breaker disconnect status a1am9 ete GO TO Stetion Z HMPL will be thereponsible entiiy for1rensmission Assets
only ovmed by HMPL

BREC will b he responsible entity for Generating Assels only at HMPL

YRC0181 R38 Monitored electrical quantities such as voltage cument etc GO TO Station 2 HMPL will be the responsible entity for Transmission Assels
only owned by HMPL

fhc Transmission Owner and Generator dwner shall each provide Disturbence datarcorded BREC will be ihecesponsible entiry for Generating Assets only at HMPL
PRCOl81 R4 by DMEs in aecordance with its Regionalleliability Organizlionsrequirements rei0bility GO TO Station l2 HMPL wi be the responsible entity for1ransmissian Assets

standarct PRC002 Requirement 4 only ovmed by HMP

DREC will be the responsible entity far Generating Assets only at1lMPL
1RC018I KS

c Transmission Owner andCenerator Owner shal each erchve all dete recordetl by DMEs
O Slation 2 HMPL will be the responsible enlity for Transmission Assets

for Regianal Reliability OrganizationidentiFed events for a1 least three years only owned by HMPL
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Each1ransinission Owner end Ocneator wner that is required by is Regional Reliability BREC will be the responsible entity for GeneratingAsets only at HMPL

PKC018I R6 Organitation to have DMEs shall have a maintenance and testing progrem for those UMEs that GO TQ Stadnn 2 HMPL wili be the resporisible entity for Transmission Assets

incfudes only owned by HMpL

BRfiC wi be the responsible entity Por Generating Assets only at HMPL
PKC0181 R61 Maintenance and testing intervals end thelr besis GO TO Station IU HMPL will be the responsible eneiy for Trunsmission Assets

only owned by HMPL

REC wtll be the responsible entity for Generating Asscts only at HMPL

PRC0tf R6 Summary of maintenence and lesting procedures GO CO Station 2 HMPL will be tle responsible enU1y 1or Tratismission Assels
only owned byIIMIL

CnchloadServing Entity and Generator Operator shsll coordinat where confidentiality
agreements allow its currentday nextdey and seasonal operatiorts with its Host Baiancing

TOP0822 R3 Autharity and Transmission Service Provider Each Balancing Authority and Transmission LS BREC will be responsible for theload 5erving Enlity function
Service Provider shall coordlnale its cutrentdaynextdey end seasonal operations with its
Transmissian Operator

VAR0021 K4
The Qenerator Ovmer shall provide the following to its essniated Transmission Operator end BREC will be the responsible entity for Generating Assets only at HMPL
Transmissian Plaruerwithin 30 calendar days of s tequest Stetion 2

VAROU21 R41
FOr generator stepup transfotmers and auxiliary transformcrs with prlmary volteges equal to ur

GQ
BRCwill be the responsiblc cntity for Gcnernting Assets nnly atllMPL

greater than the generator terminal voltage Station 2
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E3REC will be the responsible entity for Generating Assets only at HMPL
VARUO2I R411 Txp settings Station 2

VAR0021 R4I2 Available fixed tap ranges
G

BREC wlll be the responslble entity far enecating A9sets only at HMPL
Station 2

i3iZEC will be the responsible entity for Generating Assets only at HMPL
VAR0021 R413 Impedance date Station 2

BREC wiH be theresponsible entity for Gencating Assets anly at 1MPl
VAR002 t R414 The voltage range with stepchange in for loadtap changing transfotmers 3tation 2

ARer consullation with the Transmission Operetor regarding necessary stepuptratsfarmer tap

VAR0021 Rg
changes the Generator Owner shall ensure thot transfocmer tap positians are changed according RREC will be the responsible entity for encroting Assets only at HMPI
to the specicetions provided by the Transmission Operator unless such actlon would violate Slation 2

safety an equipmnt rating a regulatory requirement or a statutory requirement
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