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Windstream Kentucky East, LLC ("Windstream East") and Windstream Kentucky West,
LLC ("Windstream West") (collectively, “Windstream™) submit the following Initial Brief in
support of their opposition to the Formal Complaint and Motion for Emergency Hearing
("Complaint") filed by Insight Phone of Kentucky, LLC (“Insight Phone”) on August 13, 2008."
L INTRODUCTION

On August 13, 2008, Insight Phone filed its Complaint requesting emergency relief based
on what it described as Windstream’s failure to provide account numbers to Insight Phone and
Windstream’s refusal to provide account freeze information. (Insight Phone August 13, 2008
Letter.) Insight Phone erroneously asserts that Windstream’s actions violate federal law and will
prevent customers from switching telephone providers. Insight Phone’s arguments are not borne
out by the facts, the law, or sound public policy. Most notably, Windstream’s validation policy

that is at the center of this proceeding has shown to result in no unreasonable delay or

! Big River Telephone Company ("Big River") also filed a Motion for Full Intervention on September 4, 2008, and
for purposes of this Initial Brief, Windstream East and Windstream West intend their arguments addressed to Insight
Phone to also address the issues raised by Big River.



obstruction to Insight Phone’s port requests. Further, the facts support that Windstream’s policy
is particularly prudent given Insight Phone’s failure to maintain customer authorization practices
in compliance with applicable Federal Communications Commission (“FCC”) regulations.

Insight Phone has the burden of proof in this matter,” and it has failed to meet that
burden. Further, it should be noted that both provisions of law on which Insight Phone bases its
Complaint (KRS 278.54611 and 278.530) provide no sufficient jurisdiction over the matters
raised therein. Specifically, the first provision addresses cellular providers and the other
addresses compelling connections with telephone lines; neither of these is at issue in this
proceeding. Insight Phone’s Complaint raises issues only as to Windstream’s validation process
on port requests and requests to access CPNI. Indeed, the fact that Insight Phone may not be
obtaining the required verified customer authorizations before it submits port requests to
Windstream casts doubt about whether Insight Phone should be permitted at all to complain
about Windstream’s validation process which was established to help ensure that requesting
carriers like Insight Phone do not access Windstream’s customer account information without
proper customer authorization.

Insight Phone’s Complaint requested that the Commission compel Windstream East and
Windstream West to forego their customer protection policy, make freeze information available,
take action to prevent a breach of the parties’ interconnection agreements, and award damages
including attorney’s fees and costs. In the case of discontinuance of Windstream’s customer
protection policy, neither the law nor sound public policy dictates such a result. With respect to
freeze information, no such relief is warranted as Windstream’s system already makes freeze

information available. Additionally, the facts demonstrate that neither Windstream East nor

2 See Personnel Bd. v. Heck, 725 S.W.2d 13, 17 (Ky. App. 1986) (“In administrative proceedings, the general rule is
that an applicant for relief, benefits, or a privilege has the burden of proof.”).



Windstream West has acted in violation of its interconnection agreement, although the facts
show that, because Insight Phone has failed to comply with applicable FCC rules regarding
verified customer authorizations, its actions are in breach of the parties’ interconnection
agreements which require in Section 17.1 compliance with “applicable state or federal laws and
regulations in obtaining [customer] authorization...” Finally, the Commission is arguably without
jurisdiction to award money damages, despite that Insight Phone otherwise has failed to prove
the existence of any viable claim for money damages. Very simply, Insight Phone has wholly
failed to satisfy its burden of proof in this matter, and its relief should be denied.
II. STATEMENT OF THE CASE AND FACTS

On January 4, 2010, Insight Phone, Windstream East, and Windstream West filed a set of
stipulated facts on which briefs in this matter would be supported. Consistent with the parties’
stipulated facts, Windstream East and Windstream West serve territories in common with some
of those served by Insight Phone. (Stipulated Facts §18.) Accordingly, Insight Phone has an
interconnection agreement with each Windstream East and Windstream West. (Stipulated Facts
93.) Because Insight Phone provides service to customers in overlapping territories with
Windstream East and Windstream West and maintains interconnection agreements with the
Windstream companies, Insight Phone submits porting requests to Windstream FEast and
Windstream West to change the customers’ service to Insight Phone’s service. (Stipulated Facts
95.) Insight Phone may also desire to access certain Windstream customer account information in
order to submit port requests or to market its service to Windstream customers.

In order to process such porting and account information requests, Windstream East and
Windstream West maintain an interface called “Windstream Express” which is used by

Windstream affiliates across sixteen states, including Windstream East and Windstream West in



Kentucky. (Stipulated Facts §5 and 17.) One purpose of Windstream Express is to allow
requesting carriers to submit orders to change the customers’ service provider or to access some
of the Windstream customers' Customer Proprietary Network Information (“CPNI”) needed to
complete the service provider change requests. (Stipulated Facts 95.)

Prior to August 1, 2008, carriers attempting to access Windstream Express provided only
the customer's telephone number and checked a box verifying that they had previously obtained
a valid customer authorization. (Stipulated Facts 923.) However, Windstream affiliates
recognized that telephone numbers may be available through a variety of public sources
including association directories, business cards, websites, and phonebooks. (Stipulated Facts
924.) They further recognized that carriers accessing Windstream Express may not have obtained
proper customer authorization or in other cases may use agents, some of whom may not be
telecommunications carriers, to perform ordering functions through Windstream Express
including submission of orders both for CPNI access and for service provider changes. (See, e.g.,
Stipulated Facts 19 regarding Insight Phone’s agency relationship.) In the case of Insight Phone,
it uses an ordering agent called, "Accenture" which acts as an agent for other carriers in the
industry and which also maintains some of its operations outside of the United States. (Stipulated
Facts 19, 20, and 22.) Neither Windstream West nor Windstream East has an interconnection
agreement with Accenture. (Stipulated Facts 421.)

In recognizing their obligation to better protect their customers' account information
including their CPNI and to help guard against unauthorized carrier changes, Windstream
prudently implemented the account number and passcode requirements that are the primary focus
of Insight Phone's Complaint in this proceeding. Windstream’s validation policy was

implemented by Windstream affiliates throughout all states where Windstream Express is used.



(Stipulated Facts §25.) Consequently, carriers using Windstream Express such as Insight Phone
and Big River were notified that beginning August 1, 2008, they would be required to provide
account numbers for all port requests, and on November 2, 2008, the policy was more fully
implemented to require provision of account numbers for requests to access CPNI. (Stipulated
Facts 999 and 13) Thereafter, Windstream’s validation policy was fully implemented to require
requesting carriers to validate any orders they or their ordering agents submit through
Windstream Express by providing an account number and passcode to access a Windstream
customer's CPNI or to make changes on the customer's account. (Stipulated Facts 95 and 7.)

In opposing the implementation of the Windstream Express account number/passcode
policy, Insight Phone requested that Windstream Express make the account numbers available to
requesting carriers. (Stipulated Facts §11.) Windstream East and Windstream West declined to
make the validation fields available and explained that doing so would provide none of the
intended protections against unauthorized account changes. (Stipulated Facts 912.) Further,
Windstream notes that Windstream Express does not provide a requesting carrier with access to
all of a customer’s CPNI or account information and that one of the purposes of Windstream
Express merely is to allow requesting carriers to access some of a customer's information needed
to complete a service provider change request. (Stipulated Facts 95.) Windstream Express does
not provide requesting carriers with a customer’s account number or passcode for the reason that
these two pieces of customer information are used to validate port requests and requests to access
customers’ CPNI, and such requests are rejected if they do not include the accurate validation

information. (Stipulated Facts 995 and 6.)*

3 Although not one of Insight Phone's primary contentions in this proceeding, it has also alleged that Windstream
East and Windstream West have "refus[ed] to provide account freeze information." (Insight August 13, 2008 letter)
Inight Phone's assertion is in error. Windstream Express does provide requesting carriers with information regarding
a preferred carrier freeze on a customer's account. (Stipulated Facts §6) More accurately, Insight Phone's complaint



Insight Phone opposes Windstream’s ordering validation process arguing that it is
incapable of slamming customers and that Windstream’s account number/passcode policy
unreasonably hinders porting activity. (Complaint 921 and 24.) The facts do not support either
of Insight Phone's contentions.

First, regardless of whether Insight Phone sends a representative to a customer's home to
install service (Stipulated Facts §27), the question remains whether Insight Phone has obtained
valid customer authorization prior to the time that Insight Phone has accessed the customer's
account or CPNI through Windstream Express. If a requesting carrier has not obtained valid
customer authorization before it accesses a customer's CPNI or submits a request to change a
customer's service provider, then the requesting carrier has slammed the customer and is
considered by the FCC to be an unauthorized carrier. Insight Phone is indeed capable of
slamming customers and submitting unauthorized port requests. Windstream states that Insight
Phone submitted port requests for two Lexington, Kentucky customers who subsequently
contacted Windstream East to state that they either had not authorized or did not understand that
they were authorizing Insight Phone to change their service provider. (Stipulated Facts 430.) For
the reasons explained herein, Windstream East and Windstream West believe that had their
validation process been in place, it would have helped prevent against this result.

Second, the facts do not support that Windstream’s validation process unreasonably
hinders port activity. For instance, prior to the policy’s implementation, Windstream asserts that
approximately 24% of Insight Phone’s total port orders were rejected during the period of May

28, 2008 through August 28, 2008. (Stipulated Facts 915.) Thus, a certain number of Insight

on this issue seems to be one of timing in that Windstream Express provides the information regarding an account
freeze after the time that a requesting carrier such as Insight Phone accesses Windstream Express and submits a
request to make a change on the customer's account. (/d.)



Phone port orders were rejected anyway due to reasons unassociated with Windstream’s
validation policy which was subsequently implemented. By way of comparison, Windstream
notes that its records reflect that for the week of August 29, 2008, Insight Phone submitted 229
port requests to Windstream of which 11% were rejected for the reason that they lacked a valid
account number. (Stipulated Facts §16.) Further, Windstream’s records reflect that of the 53 port
requests submitted by Big River for the same week, 11% were rejected for the same reason. (Id.)
Additionally, Windstream states that its affiliates across sixteen states rejected 10% of all orders
submitted during the same one-week time period for the reason that the orders did not contain
valid account numbers. (/d.) Finally, Windstream states that during the period from October 1,
2008 through December 31, 2008, Insight Phone submitted 3,587 port requests to Windstream
Express, of which only 85 were rejected either for no account number, a typographical error with
the account number, or an incorrect account number. (Stipulated Facts 926.) Accordingly, the
actual percentage rejection rate for reasons directly associated with Windstream’s account
number policy was 2.4%. (Id.)

Such a negligible rejection rate hardly supports Insight Phone’s contention that
Windstream’s validation policy creates unreasonable delays or obstructions in the porting
process. To the contrary, the facts that the vast majority of Insight Phone’s port requests have
been shown to have been processed under Windstream’s validation process as well as the facts
surrounding Windstream’s asserted prior experiences with unauthorized account changes (see,
Stipulated Facts 430), support that the Windstream Express account number/passcode validation
process strikes an appropriate balance between customer privacy protections and the need for
reasonable porting processes.

III. LEGAL ARGUMENT



Windstream’s account number/passcode validation process about which Insight Phone
complains is consistent across sixteen states, and the facts demonstrate that the overwhelming
majority of port requests between the Windstream companies and Insight Phone are processed
without any delay or obstruction as a result of Windstream’s process. As demonstrated herein,
the "four fields" validation process used by Windstream East and Windstream West is reasonable
and lawful and strikes the appropriate balance between the need to safeguard customer
information and at the same time provide requesting carriers with access to reasonable porting
processes.

A. Background

Prior to August 1, 2008, a requesting carrier such as Big River or Insight Phone needed to
provide a telephone number to access Windstream Express and check a box verifying that it had
previously obtained a valid customer authorization. (Stipulated Facts 423.) Since August 1, 2008,
Windstream has increased the protection of its customers’ account information by implementing
the “four fields” validation process at issue in this proceeding. (Stipulated Facts 95, 9, and 13.)
Under this process, requesting carriers are required to provide a valid customer account number
and passcode in addition to the telephone number assigned to that customer’s account in order to
process requests through Windstream Express. (/d. 95.)

Windstream East and Windstream West believe their “four fields” validation process is
particularly prudent given increasing reports in the marketplace of identity theft and privacy
infractions. The Windstream companies have a responsibility to improve the security and
protection of their customers’ information. (See, §222(a) of the Act imposing a general duty on
telecommunications carriers to protect the confidentiality of their customers’ proprietary

information.) Without proper validation processes, Windstream believes that a requesting carrier



(or its agent or possibly an overzealous sales representative) could misrepresent that the
requesting carrier had obtained a valid customer authorization and still gain unauthorized access
to a Windstream customer’s account just on the basis of entering a telephone number into
Windstream Express. Telephone numbers are generally publicly available through sources such
as association directories, business cards, websites, or phone books and may be obtained without
any direct communication with a prospective customer. (Stipulated Facts §24.) The use of public
information like telephone numbers to gain unauthorized access to Windstream customer
information is particularly concerning considering that some requesting carriers may use third-
party vendors, which are neither telecommunications carriers nor which may operate in a manner
consistent with United States privacy laws, to submit orders on the carriers’ behalf to
Windstream Express.

In seeking to improve the security of their customers' accounts, Windstream relied on the
FCC’s declaratory ruling regarding simple ports (FCC 07-188), which addressed the FCC's
desire to balance "consumer concerns about slamming with competitors' interest in ensuring that
LNP may not be used in anticompetitive manner to inhibit consumer choice." (/d. at Y48) In its
declaratory ruling, the FCC found that the "four fields" (telephone number, account number, ZIP
code, and passcode) that actually had been proposed by competitive carriers provided sufficient
information on which to process simple ports and would "sufficiently protect consumers from
slamming" while also helping to "decrease the validation error rate" with port requests. (/d. at
149.)

Consistent with the FCC’s order, Windstream determined that requiring these same four
fields for use in validating all orders submitted to Windstream Express is competitively

reasonable and offers increased protection to customers against unauthorized access to their



accounts. Consequently, on August 1, 2008, Windstream implemented the policy about which
Insight and Big River now complain. (Stipulated Facts 9 - 10.) Windstream’s policy merely
implemented a process requiring requesting carriers to provide an account number and passcode
(instead of just a publicly-obtained telephone number) on all port requests and requests to access
customer CPNI. (Stipulated Facts {5 and 23.)

As explained below, Windstream’s policy better safeguards customer information by
requiring carriers and their agents accessing Windstream Express to supply information that is
indicative of express customer authorization as opposed to information like a telephone number,
which may be readily obtained from public sources. Windstream's policy is not only advisable
and entirely consistent with the FCC's order but also helps ensure direct communication with and
proper authorization from a prospective customer have occurred and been obtained prior to a
requesting carrier accessing any account information through Windstream Express. Most
significantly, Windstream's policy results in no unreasonable delay or obstruction to the porting
process.

B. Issues to be Addressed

As part of their filing on January 4, 2010, the parties determined that the three issues to
be addressed in this matter include the following: (a) whether Windstream may require account
numbers and/or passcodes for access to CPNI, and other material account information, and to
request changes in service providers (e.g., port requests); (b) whether Windstream must provide
Insight Phone with customer account numbers and/or passcodes when Insight Phone represents
that the customer has authorized Insight Phone to access his or her CPNI; and (¢) whether
Windstream must provide Insight Phone with customer freeze information when Insight Phone

represents that the customer has authorized Insight Phone to access his or her CPNIL
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With respect to (a), Windstream’s use of account numbers and passcodes is expressly
supported by the FCC’s “four fields” order and otherwise advisable given, for example, the
failure of Insight Phone to maintain processes obtaining verified customer authorization in
compliance with FCC regulations. Additionally, Windstream should not be required to provide
requesting carriers with the very information being used to validate their orders; to the extent that
this issue is currently being addressed by the FCC, the Kentucky Commission should not risk a
ruling with an inconsistent result and instead should defer to the outcome of the FCC’s decision.
Finally, the issue in (c) is moot as the facts demonstrate that Windstream Express does provide
requesting carriers with information regarding whether a customer has placed a preferred carrier
freeze on his service.

1. Windstream may require account numbers and passcodes for access to CPNI

and other material account information and to request changes in service
providers (e.g., port requests).

The crux of Insight Phone's Complaint is its incorrect assertion that Windstream’s "four
fields" validation process is a violation of Section 251 of the Federal Telecommunications Act of
1996 ("the Act") which Insight Phone states requires "that providers not unreasonably obstruct or
delay the porting process.” (Complaint 94.) Insight Phone has failed to demonstrate that
Windstream’s process presents any unreasonable obstruction to the porting process. In fact, after
implementation of Windstream’s policy, Windstream states that during the period from October
1, 2008 through December 31, 2008, Insight Phone submitted a total of 3,587 port requests to
Windstream Express, of which only 2.4% were rejected for reasons directly associated with an
account number error on the order. (Stipulated Facts 926.) Admittedly, Insight Phone readily
acknowledges that “[t]housands of Windstream customers have chosen to switch their telephone

service to Insight.” (Insight Phone July 31, 2008 letter attached to its Emergency Request.)
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Given its boasted success and that it has continued to submit thousands of port request orders to
Windstream, Insight Phone’s claims regarding the suppressive effect of Windstream’s policy is
dubious.

Contrary to Insight Phone’s assertions, Windstream’s policy is fully supported by the
FCC’s “four fields” order as discussed previously, which alone provides the legal basis to
conclude that Windstream may require account numbers and/or passcodes for access to CPNI
and for port requests. Further, the facts demonstrate that carriers like Insight Phone are capable
of submitting unauthorized requests and also may not maintain FCC-compliant customer
authorization practices. Therefore, the Commission should conclude further that not only may
Windstream require the use of account numbers and/or passcodes but also that Windstream
should require carriers like Insight Phone to validate their orders to ensure that they are accessing
customer accounts in an authorized manner.

Pursuant to the FCC’s regulations, Insight Phone may only submit a port request to
Windstream to change a customer's local, intra-LATA, and/or inter-LATA service provider after

Insight Phone has obtained the customer’s express authorization in a manner and form that

comply with federal regulations. (47 C.F.R. §§ 64.1120, 64.1130.)* Insight Phone violates the

FCC’s slamming rules if it fails to obtain an affirmative customer authorization verified in
compliance with the FCC’s regulations prier to submitting the change request to Windstream or
at all.

The FCC expressly provides that requesting carriers must obtain proper individual

customer authorization prior to the time that they submit a request to the customer's existing

% Although the issues herein focus on port requests, sometimes called “Local Service Requests” or “LSRs,” Section
222(c)(2) of the Act requires that CPNI only be disclosed upon “affirmative written request by the customer.”
Therefore, the statutory requirement for accessing CPNI is even more stringent than the requirements set forth in
§64.1120 of the FCC’s rules for verifying port requests.

12



service provider. In 47 CFR §64.1100(c), for example, the FCC defines "authorized carrier" as a
telecommunications carrier that submits a change in service provider, on behalf of a customer,

"with the subscriber's authorization verified in accordance with the procedures specified in this

part." (Emphasis supplied) Similarly, an "unauthorized carrier" is one that submits a change but
"fails to obtain the subscriber's authorization" verified in accordance with the FCC's rules. (47
CFR §64.1100(d).)’

Section 64.1120 of the FCC's rules sets forth, in part, the verification procedures to be
used by requesting carriers. Subsection (a) of §64.1120 requires explicitly that no
telecommunications carrier shall submit a change on the behalf of a customer except in
accordance with the procedures prescribed in that subpart. Specifically, §64.1120(a)(1) provides
in pertinent part as follows:

(1)  No submitting carrier shall submit a change on the behalf of a subscriber

in the subscriber's selection of a provider of telecommunications service

prior to obtaining:

)] Authorization from the subscriber; and

(i)  Verification of that authorization in accordance with the
procedures prescribed in this section...

Therefore, Insight Phone’s contention in its Complaint and Big River’s contention in its
Intervention that each is incapable of slamming customers is wholly without merit. (Complaint
921, Big River Intervention p.2.) In particular, Insight Phone asserts that a carrier like itself who

physically goes to a customer’s home to install wiring and equipment cannot slam a customer

because the service installation cannot occur without the customer’s consent. (/d.) Yet, Insight

% Thus, the contention by Insight Phone and Big River that slamming is not an issue for them due to the nature of
their services and because they must activate services at the customers’ locations is misguided and ignores the
FCC’s express requirements. Insight Phone and Big River are unauthorized carriers and slam customers when they
submit port requests to Windstream (something that occurs well prior to the time that they activate or install service
at the customers’ locations) without having obtained the customer verified authorization in advance. (47 CFR
§64.1120.) Further, Windstream submits that given the positions of Insight Phone and Big River on this issue
regarding port requests also may indicate that they similarly are not obtaining the required written customer
authorization prior to accessing a Windstream customer’s CPNI. (§222(c)(2) of the Act.)
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Phone’s assertion ignores the fundamental requirement as set forth by the FCC that a requesting
carrier like Insight Phone must necessarily have obtained the customer’s verified authorization to
change his service provider prior to the time that the requesting carrier submits the port request
to the customer’s current service provider. In this instance, that means that where Insight Phone
or Big River submits a request on Windstream Express to change a customer’s service but does
not obtain the customer’s verified authorization until such time as Insight Phone or Big River
subsequently visits the customer’s home to install service, it has acted unlawfully under the
FCC’s rules and submitted an unauthorized carrier change request to Windstream.

The FCC’s rules set forth a required process which Insight Phone is capable violating,
and the facts support that Insight Phone is capable of slamming customers. For instance,
Windstream East’s records reflect that Insight Phone submitted port requests to Windstream
Express for two Lexington, Kentucky customers who subsequently contacted Windstream East
to state that they either had not authorized or did not understand that they were authorizing
Insight Phone to change their service provider. (Stipulated Facts 930.) In one of the cases,
Windstream East’s records reflect that Insight Phone attempted to port one customer three times:
(1) The customer contacted Windstream East to cancel his port to Insight Phone on February 13,
2008, and Insight Phone resubmitted a port request to Windstream East for this customer on
February 14, 2008; (2) Windstream East canceled the port request on February 29, 2008 per the
customer’s request; and (3) Insight Phone resubmitted a port request for the customer on April
10, 2008, and the customer requested that Windstream cancel the port request on April 30, 2008.
(1d.)

Windstream’s validation process is intended to prevent this type of customer confusion

by ensuring that requesting carriers like Insight Phone are not submitting unauthorized orders to
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Windstream. By requiring requesting carriers to validate their orders by providing the customer’s
account number and passcode (information which must be obtained directly from customers and
are not readily available from public sources), Windstream’s process helps ensure that requesting
carriers are communicating with customers in advance and not accessing customers’ accounts or
CPNI under false pretenses.

Significantly, even assuming that Insight Phone were obtaining customer authorizations
prior to the time it submits orders to Windstream, the facts show that Insight Phone’s written
authorization forms are not in compliance with the FCC’s rules and may result in unauthorized
port requests.’ For example, Insight Phone attached to the Complaint its purported individual
customer authorization form called "Letter of Agency for Insight Phone 2.0 Service." Even if
Insight Phone were obtaining this form from each customer in advance of processing a carrier
change on behalf of that customer, Insight Phone's purported form does not comply with the
FCC rules. Specifically, Section 64.1130(b) of the FCC’s Rules requires that a verified customer

authorization cannot include language other than that expressly specified as language required to

S While customer authorizations sometimes may be called letters of agency or letters of authorizations and
abbreviated as “LOAs,” they should not be confused (as Insight does - see, 7 of the Complaint) with Insight
Phone’s blanket “letter of agency” intended to refer only to a general agency agreement between Insight Phone and
its third-party vendor, Accenture. For instance, Insight Phone asserts in Paragraph 7 of its Complaint its belief that it
has been authorized to access Windstream customers’ CPNI by virtue of a “signed blanket LOA” since January 2,
2008. Again in Paragraph 12 of its Complaint, Insight Phone incorrectly likens its blanket agency letter with
Accenture to the type of individual verified customer authorizations required by the FCC and §222 of the Act for
port requests and access to CPNI, respectively. While the terms may be confusing and both may be referred to as
“LOAs,” the concepts to which they refer are distinct, and the distinction is critical to understanding the error in
Insight Phone's arguments. For example, the blanket letter of agency between Insight Phone and Accenture only
serves to authorize Accenture to submit orders to Windstream Express on Insight Phone’s behalf. It is in no way,
however, a lawful substitute for the individual verified customer authorizations required under §64.1120 of the
FCC’s rules or §222 of the Act. Rather, it is purely a creation of the parties’ interconnection agreements, and
without the blanket agency letter, Windstream Express would not recognize orders submitted by Accenture because
it is not a telecommunications carrier interconnected with Windstream West or Windstream East. (Stipulated Facts
921.) However, in contrast to the blanket letter of agency with Accenture, the second “LOA” concept refers to the
individual customer authorizations required by the FCC in §64.1120 to be obtained from every customer for whom
Insight Phone submits a port request to Windstream Express or by §222(c)(2) of the Act for every request Insight
Phone submits to access a Windstream customer’s CPNI. In short, despite statements in the Complaint to the
contrary, the blanket agency letter between Accenture and Insight Phone in no way absolves Insight Phone from
satisfying its lawful obligation to obtain customer authorizations from individual customers before accessing their
CPNI or submitting port requests to change their service provider.
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fulfill the “sole purpose” of authorizing a carrier to initiate a preferred carrier change.” Language
in Insight’s customer authorization form — such as text authorizing fees for switching service and
text binding the customer to specified Insight Phone terms and conditions — falls outside of this
sole purpose.8 Therefore, Insight Phone’s invalid authorization form not only raises questions
about whether Insight Phone is authorized to submit any port requests to Windstream Express,
Insight Phone’s noncompliance further raises questions regarding Insight Phone’s ability to
complain about Windstream’s order validation process which is designed solely to help ensure
that requesting carriers like Insight Phone have obtained valid customer authorizations prior to
submitting orders on Windstream Express.

In summary, Windstream’s account number/passcode validation process relies directly on
the FCC’s “four fields” order which declares it reasonable to require requesting carriers to
provide the four fields of customer telephone number, account number, zip code, and passcode in
order to process simple ports. The FCC recognized that the “four fields” approach balances
customer protections with carrier porting efficiencies. This balance is evidenced in this
proceeding through the fact that the impact of Windstream’s validation policy on Insight Phone’s
order rejection rate in Windstream Express has been negligible. Additionally, this proceeding has

raised questions regarding whether Insight Phone and Big River obtain the verified customer

" 47 C.FR. §64.1130(b) (“The letter of agency shall ... contain[] only the authorizing language described in
paragraph (e) of this section having the sole purpose of authorizing a telecommunications carrier to initiate a
preferred carrier change”). Section 64.1130(e) of the FCC’s rules states that the Customer LOA must contain
language confirming: “(1) The subscriber’s billing name and address and each telephone number to be covered by
the preferred carrier change order; (2) The decision to change the preferred carrier from the current
telecommunications carrier to the soliciting telecommunications carrier; (3) That the subscriber designates [insert
the name of the submitting carrier] to act as the subscriber’s agent for the preferred carrier change; (4) That the
subscriber understands that only one telecommunications carrier may be designated as the subscriber’s interstate or
interLATA preferred interexchange carrier for any one telephone number. .. ; and (5) That the subscriber may

consult with the carrier as to whether a fee will apply to the change in the subscriber’s preferred carrier.”
Id.at § 64.1130(e).

8 See § 64.1130(e) (failing to include these items in the list of permissible authorizing language).
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authorizations required by law to access customers’ CPNI or submit port requests on their behalf.
Accordingly, the law and the facts support that Windstream not only may, but should, enforce its
validation policy to ensure that the orders these carriers are submitting to Windstream Express

for individual customer accounts have been authorized, in fact, by those individual customers.
2. Insight Phone should not be provided the "answers to the test,’ and Windstream
should not provide Insight Phone with the customers’ account numbers and

passcodes even if Insicht Phone has represented that the customers have
authorized Insight Phone to access their CPNI.

Insight Phone suggests that Windstream Express simply should make available the
account number and passcode information used to validate the orders submitted by Insight
Phone. As an initial matter, Insight Phone suggests that doing so is appropriate where it has
represented to Windstream that the customers have authorized Insight Phone to access their
CPNI. Section 222(c)(2) of the Act requires that a customer’s CPNI be disclosed only upon
affirmative written request by the customer. Yet, in the preceding section, Windstream addressed
its concerns with respect to the manner in which Insight Phone may not be obtaining proper
customer authorizations.

Insight Phone argues further that the account numbers and passcodes should be made
available to it both under Section 17.5 of the parties’ interconnection agreements and §222(c)(2)
of the Act. (Complaint 4 6 and 13.) Insight Phone’s arguments are premised on its erroneous
assertion that account numbers and passcodes are CPNI. Insight Phone is incorrect in its
assumption that account numbers and passcodes are CPNI under §222(h)(1)(B) which it defines
as information contained in the bills pertaining to telephone exchange service or toll service
received. CPNI relates to the type and amount of service(s) ordered by the customer. Account
numbers and passcodes, however, relate to neither and are not CPNI. Account numbers, for

example, are merely numeric identifiers used by Windstream’s systems and assigned to
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customers. It should also be noted that the FCC defines “account information” separately from
CPNI. (47 CFR §64.2003(a).) Further, passcodes are not CPNI and instead may be considered
personally identifiable information (“PII”), which the FCC has determined is entitled to the
maximum level of safeguarding and protection from disclosure.” Simply put, account numbers
and passcodes are not CPNI. They are fields of account information used by Windstream to
protect a customer’s CPNI from being disclosed in unauthorized manner and, in the particular
case of passcodes, are PII which should not be released to requesting carriers.

Insight Phone further asserts that it should be provided the account numbers and passcode
validation information for the reason that carriers cannot demand information beyond what is
required to validate port requests and accomplish the ports. (Complaint §16.) Interestingly, the
very validation fields Windstream is requesting that Insight Phone provide — account numbers
and passcodes — are fields specifically allowed by the FCC for submission of simple ports.
(Supra.)

Insight Phone and Big River also suggest that they should be provided the information for
the reason that Windstream’s validation process “frustrates” customers’ ability to choose a
telephone provider (Complaint 924) and otherwise is ill-advised since account numbers typically
are not committed to a customer’s memory (Big River Intervention p. 2). Neither argument has
merit, First, customers have account numbers readily available through monthly billing
statements, online banking records, and Windstream customer service. (Stipulated Facts §7.)
Similarly with respect to passcodes, they are the same as those assigned to Windstream

customers to initiate online billing, and customers were provided clear notice regarding the

? See, e.g., Implementation of the Telecommunications Act of 1996: Telecommunications Carriers’ Use of Customer
Proprietary Network Information and Other Customer Information; IP-Enabled Services, CC Docket No. 96-115;
WC Docket No. 04-36, Report and Order and Further Notice of Proposed Rulemaking, 22 FCC Red 6927 9 30 & n.
99 (2007).
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passcodes in their April 2009 invoice as demonstrated in the notice attached hereto as Exhibit 1.
(Id) Given the volume of thousands of Insight Phone orders being processed through
Windstream Express, Insight Phone’s suggestion that customers’ port requests are thwarted by
Windstream’s process simply does not hold true. Second, as to Big River’s contention that such
information is not typically committed to a customer’s memory, Windstream is unaware of any
legal authority establishing that customers must be able to recall all necessary information from
memory prior to authorizing a carrier to change their service or access their CPNI.

Making the account number and passcode information available on Windstream Express
would nullify the intent of Windstream's policy to use these fields to validate orders to guard
against unauthorized access to customer accounts. The suggestion by Big River and Insight
Phone that they essentially should be provided the answers to the test, so to speak, defeats the
entire purpose of Windstream’s validation process. This issue, nevertheless, is currently pending
before the FCC as part of its consideration of the NANC recommendation in WC Docket No. 07-
244, As set forth in the Comments of CenturyLink, lowa Telecommunications, and Windstream
attached hereto as Exhibit 2, making such information available to requesting carriers, or agents
of those carriers (some of whom not telecommunication carriers and are located overseas),
creates an alarming scenario whereby wholesale orders may be processed with virtually no
validation or assurance that the customers have in fact authorized the orders. Moreover, such a
result would be directly in conflict with the FCC’s current requirements for simple ports
allowing the four fields including account numbers and passcodes to be used to validate simple
ports. To the extent that the issue is being considered by the FCC, the Kentucky Commission
should not risk an inconsistent decision and should defer to the FCC’s decision on the NANC

recommendation,
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Consistent with the FCC’s “four fields” order, requiring an account number and passcode
to validate wholesale orders without also providing that information to the requesting carriers is
reasonable. While telephone numbers are readily available to both customers and third parties
through a variety of sources, account numbers and passcodes are more likely to be available only
to customers. As such, account numbers and passcodes offer greater protection against an
unauthorized third-party accessing a customer’s account information. The fact that Insight Phone
and Big River merely assert without that these consumer protection practices present an
inconvenience for their operations does not justify them being provided with the applicable fields
of information in order to circumvent the validation process.

3. Windstream already provides Insight with customer freeze information.

The issue in this proceeding is whether Windstream is required to provide Insight Phone
with customer freeze information. Although it reserves the right to address this issue further in
reply briefs, Windstream believes that this issue is moot as Windstream Express already provides
Insight Phone and other requesting carriers with customer freeze information on a customer’s
account. (Stipulate Facts §6.)

IV. CONCLUSION

Windstream’s validation process is supported by the FCC’s “four fields” order and FCC
regulations and results in no unreasonable delay or obstruction to the porting process. Consistent
with federal requirements which are based on sound public policy, Windstream’s process helps
ensure that requesting carriers have obtained the necessary authorizations from customers prior
to the time that the carriers submit orders on Windstream Express to change the customers’
service or to access their CPNI. Windstream’s validation policy is particularly reasonable given

the questions raised with respect to Insight Phone’s authorization practices. If a requesting carrier
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is obtaining customers’ verified authorization, as required by the FCC, then obtaining the
account number and passcode from the customers to validate their orders is consistent with the
FCC requirements and not overly burdensome. For the forgoing reasons, Insight Phone’s
Complaint and Big River’s Intervention should be denied.

Respectfully Submitted,

421West Main Street

P.O. Box 634

Frankfort, Kentucky 40602-0634
(502) 223-3477

COUNSEL FOR WINDSTREAM KENTUCKY EAST,
LLC AND WINDSTREAM KENTUCKY WEST, LLC

CERTIFICATE OF SERVICE

I hereby certify that a copy of the foregoing was served by United States First Class Mail,
postage prepaid, and e-mail transmission on this 19th day of February, 2010 upon:

Lawrence J. Zielke Douglas F. Brent

Janice M. Theriot Stoll, Keenon & Ogden PLLC
Zielke Law Firm, PLLC 2000 PNC Plaza

1250 Meidinger Tower 500 West Jefferson Street

462 South Fourth Street Louisville, Kentucky 40202

Louisville, Kentucky 40202-3465
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windstream

ATTIE SUPPORT SERV(CES
1720 G/\LLER! A BLV
LOTTE, NC 25270

ADDRESa SERVICE REQUESTED

U T R BTG I

(12690 01 AV 0,324 0043

Page 1 of 4
APRIL 21, 2009

Mail Date:
Billing Number
Account Number:

Thankyou forselecting
Windstream -

as your conununications.
partner!

Top local billing inquiries \WINDSTREAM SERV]CE AT-A-GLANCE

please call

Previous Blll 5 38.1
1-800-347-1991 . Payments/Adjustments thru 04/16 g 38. 170R
JOHDAY THROUGH FRIDAY 7:00 AM. TG 75 wem @n - AmOUn-ProVIOUSly-Dug- mrmt o e e e »00-— . w
SATURDAY B:30 AM. YO 5:00 .M, (EST) SUMMARY OF CURRENT CHARGES
Sou puge 3 for your sevive providers.
If'you aru paviug for - =
mulilple Wi fuulr/l eant $ 88.25 =
acconnts with one - =
chack, please melude =
‘the reniittauce st [1 for ==
each accout aid nolu ==
the account numboers ==
on the meme Iine ==
of your check, e
Thank you. =
Windshean providis a)/lma bitlling at
vt windsreant,conl aind @
Customer Account Protection Plan (C:
Yonr PIN is: & CURRENT CHARGES DUE MAY 11, 2008 5 38,25 B
= w
....““—"‘%
TOTAL AMOUNT DUE 5 38,25 T
15
Please detach here and return with remittance SEND
{Male chocks payable lo: WINDSTREAM KENTUCKY EAST, LLC )
@A /
. &’ ‘%\) Account Number
Wlndstre aim. Q’? Billing Number o R
’ Malled Date APRIL 21, 2009
Total Amount Due 38,25
Due Dale MAY 11, 2009

LEXINGTON KY 40508~1008

nniN N

]
Amuount Pald $

219 859-266-3294 012573 222 160679491 6 16

check haore for atdress change or comments,
Please wiile on reverse side,

A b gl eyl el p o
Wmdstream

P O BOX 9001
LOUISVILLE, KY 40290-1908

7000R22200000003L0L7I49230904LL0000000362573
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GENERAL INFORMATION EXPLANATION OF GALL

Paymﬁn}s that you h’aval hmEdE but dLo r%?t appc;al{ on lhlr;l bli} r?s ;ladcu[adu should be deducted from lhle “w]\a! l\mo?nt CODES
Due" belore you male the payment. The remitlanca slip should always accompany your paymenl. When paying
In person, pI)G’HSE bring yogr );g]mlllance slip, The "Am%unl Due" date on thls bl r\éfersp(o the current month's Long Dislinge Class of Csl

P = Parson {o Persan
S = Slallon lo Slatlon

charges and does not extend any previous billing due dates oa fpa{\ment amengements, An explanallon of the
y
Long Distanco Rala Perlods

varlous charges, rale s‘t[:ﬁedules, and Instrucllans on how to verify the accuracy of thls bill can be ablalned al &
local Windstream rstall Tocatlon orby caliing Windslream Guslomer Service toll-free at the numbar on the front page

of this bill, All feders!, ﬁféle ‘and local faxes are computed In accordancs with the appropriate lax laws, D = Duy
Bliling or service guesltons or complalpls should be referred o Windslream Customer Servico, Discrepancles ‘5 :E]\{glr:‘lnﬂ
ghould be reported wilhin 20 days of the date of the bill to allow necessary adjusiments lo be made before the next

DM = Day Mulllrale

EM = Evonlng Mulllrale

NI = Night Multirale

IC = Inlomallonal Coll Rate Parfud

bilf cycle, Il @ {mrﬂon of your' bllf Is Incorrect or dispuled, that amount only may be deducled from your
payment, Afl ofher chargss mus! ba pald lo avold Interruption of your service. Please call Windsiream Cuslomer
Service loll-free o report the error,

It your amount due Is less than $2.01, you may nol recelve v billing slatement,

A "Lale Payment Charge" may applx lo each customer bill when the previous montivs bill has not been pald In [ul, leaving an unpald balance carrled
forward, The charge Is applied {o the total smount carrled forward and 1s Included In the amount due on the gurrent blll, “Service and equipment are
billed one monih In advance, Windstream will not prorale cherges or ‘gnmv!de cradlt for any partlal pariods If you change, add or lerminale your service on
e date prlor to the ast day of your billing cycle. 'This only applles to Windslream services and may hol apply to servioes provided by other parlles. The
minlmumn servise perlod 15 30 days. "GR next lo a charge, denotes & cradit, If "CR" appears next lo the “Tolal Amount Due”, do nol pay.

eCheck aulhorization: 40509 By entering Ihis 5-dlglt code when paying by phone, | hereby suthorize Windstream and the financlal institutlon deslgnated
by me lo charge the account’] have specified for payment of my Windstream sepvices. | understand Ihal a fee will be charged lo my Windstream
account for each request relurned unpald, If two requests are reliined unpald, | will be_excluded from ihls oplion.  In addition, | understand that
Windslream and the financlal nstliution reserve the right lo terminale this payment oplion. This authorlzation can be revoked by nolifying Windstream
at the cuslomer setrvice number listed on my bili prior te 4:00 P.M, C5T on my spectiied payment dale,

o
TAXES, SURCHARGES AND FEES
g-1-1 Service: Thls foo recovers Windslream's  cosls  assocloled  wilh - Federnl USF Fee: The Federl Universal Sevica Fund (USF) was eelablished by
- gonslruclion;-malnlenange-and upgrados-of-214-sevices-ond-relaled-(aclifles.— . thu.ECC.lo.ensure.lhallolocommunications. servicas, are. oifordoble for euslomars_ |
This [eo also recovars he costs of local goverpment providing 811 sopvices In - with low Incomes and customars ving In rural areas whoty the cos! of providing
sinles fhal have enscled a 911 surcliarge, In which cace the nmount ol the feo Is sevioe [s blgh, Tho Tund also provides discounted lolecommunisation survices lo
ol I uccordance with slale law, sehools, librarlas and rured heoltheere providars, Through ihis Tee, Windslreum
. recavers the vost of lis mandaled conlribulion lo lha FUSF us parmiited by the
Access Charge per FOC Order/CLEC Networl Access: This  chargo, blso FCC,
known ag the Fedor) Subserlbor Ling Ghiarge (SL.C), Is an FGG rogulaled (oo
thai enables local felephone companles lo recovor o porlien of he cosls of
gonnoeling cuslomars' homos of businesses I the felaphone nalwork, so lhose
ouslomaors may rocaiva and/lor Inillale Inforslale calla,

Stote USF Fee: Soma slales hove inrf_plcmunled 8 Slala Univorse] Service Fund
(5USF) similar to the federal USF, In lhosu sloles, lelecommunicallons
companles mus! conlribule g p ge of bifled r lo the SUSF. The
sloleg, In fum, sllow telscommunicallons sompanles 1o rocovor Thelr mandalory
conlribulion to SUSF fram tholr vuclomuors,

Federal Tox: A federul exclsa fox pold to thu Fodaeral Govarnment, which ls

applied lo all wirsling cuslomers,
Relgy Service Surchorge: The Amerdcans with Dissbiliies Aol requlres ol

State Tox: A ciafe tox laviad on sl wireline ouslomaors, The tax usually opplles
only {o looal monlhly sovivo charges nnd usually iokes the form of o saley lax,
Tha applicallon of this tax may vary by siale,

County Tax: A counly lux leviad onhll whallne ouslomers, The lax usualy
aprllcu unj{ fo locol monthly sovies chiorges und usuolly takes the form of o
solos iy, Tho eppliealion of this lax may vary by counly,

Clty Tax: A clly lux loviad on s wioline cuslomers, Tho {ax usually upplles
only 1o ineal monthly survivo charges and arn be a solos [ox, a fanchie foe tax,
or both, The applicallon of this lax may vasy by clly.

intrastale Toll Tox  Equallzation Surcharge: A usgpe-based {ox levied by
somo Individual sialos on h;ng dislencn coils made in the stele,

companles olfering volco wonvico o provids sconss lo & Telecommunicatlons
Relay Sorvice (TRS) ond fo conlribule 1o o sharad fund lo suppont this savice,
This” sevice ensbles on Individual who Is homing or spoooh Impalred lo
communicate with olhors tirough access 1o a Telalypowrllor (TTY) endor
Talasommunicstions Device for the Deel (TOD),

Loeal Number Porabllity {LNP) Fea: NP allows customers lo koap thelr
curront local Ialerhunu number when changlng telephona suvice providers, The
FCO has delermined lhal the looo! {alephone compeny may recovar ceraln cosls
for providing LNP.

Interstale Service Feet Tho Inferslale Soivico Foo  helps recover  cosls
assoglaled with providing Inlersisle long distance Including, for oxample, Interslole
and [plemallonal connecilon charges, This foe 15 nol a lax or charge required by

the governmant,
Groxss Recelpts TaxSurcharge: This charge recovers for o lax thal Is Imposed
oliher un Windslream or on cuslomers dirsclly by vatlous slates fof the pravision
of communlcelions swvices. I lhe case of gross recalpls surohurges, they are
no! governmenl mandaled charges,

Deregulated Administration Feer The Deregulalod Adminisirslion Fee recovars
coala ossoclaled with the adminlsiralion of providing many products and sorvices,
such as mainlenanva and anledalmnont ofiorings, This foc Is nol a lax or charg
raquired by ihe governmenl,

Ghange of Address Effective Date 1 [ T TS
Name | [ LT LT T T T T T T T I PT T
Agention [ | T T 1T T T I TP I T PElrTI]]
NewAddress [ | | T [ T [ | [ [ T 1 T T T |aptssuitett | | | | | | |
Gty [ [ [ LT T T T T L[ Istatel | | 2p | [ [ [ ]| [ []]
BusinessPhone | | | [ | | [ | | | |HomePhone| | | | P LT !

Comments
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Page 3 of 4

Mall Date: APRIL 21, 2004
Bifiing Number :

Account Number:

SERVICE PROVIDER(S)

Your InterLATA {ong distance cartler{s) are™:
ATET

Your InlralLATA fong distance carrier(s) are*:

1-800-222.0300

WINDSTREAM
SUMMARY OF CURRENT GHARGES

TOTAL DEREGULATED
TOTAL WINDSTREAM CHARGES

8,78
39,28

DETAIL OF LOGAL SERVICE CHARGES

AT&T 1-800-222.0300
The followlng doiall Remlzee your cunent blliing as sequlred
. by your olalo 1ogulstory ageasy. Thove charges ars rolieclud on your
Your Local carrier [s™; wpular mcnlhl?lgbm. Tuxes and proralod monthly charges ure not inciuded,
Windstream 1-800-347-1881
* i you have mutlple lolophune numbers, fuither information concomlng long Quanity Service Dogcrlption Munthly Ghorges
distanca carler assignments for thase addillanal ines sre on meoid with REGULATED
your local business olfice. 2 CALLING CARD UNRESTRICTED 0o
L] ACCESS CHARGE PER FCC ORDER 6,50
1 RESIDENTIAL LINE 19.65
SUMMARY OF PAYMENTS AND ADJUSTMENTE 1 USAGE SENSIIVE-3 WAY BLOCK .00
PAYMENTS 30,17CR DEREGULATED
TOTAL PAYMENTS AND ADJUSTMENTS a0.47CR T INGIDE WIRE MAINTENANCE 4.80
SUMMARY OF GURRENT GHARGES WINDSTREAM CUSTOMER MESSAGE
REGULATED
WINDSTREAM 31.4% .
WINDSTREAM COMMUNICATIONS Q0 Importnnt Information for Cusioners Poyling by Chock
TOTAL 31.45 Wingsireont may convarl your poymenis by check {o on sleclrenle Aulonatod
DEREGULATED Cluoringhouse {ACH) dobil transuclion, Yhe debit tronsociion wili
WINDSTREAM 8,70 wppusr on your bonk slotessnl, ol lhough your chuck will nul be preseniod
to your !lnonciol Instiiution or relurned lo you, Thiy AD{ debll
TOTAL 6.78 Irongactlon will not enroll you In ony Windsiresm oulomlic debfl process
CURRENT CHARGES DUE 05114/09 38,26 and will only seeur aoch tlow o chock 1o recelved, Any rosubmissions

Nonpa
dl?:.:g 3{mr:t!cm [

ces Inc
{o collection actions.

uding bas

ment of the TOTAL af Regulatud amoupts shown above could result
lhase servj | PcToc:xI ser\x/]!c?: z;ndumay be r.u{:'}ec(

gcnpuymunl ol the TOTAL of De%crgjéxla(ud amounts shown above could rc%l&l n

[scon eclltf{\lorlhose senviees

will not result In disconnection of basle service,

a}r be subfect to collection uctions,
ocal

far{ul pald on time, a late ggngmmny of 2.0% will apply to any unpald

ance over $25,00 aftar /0D,

WINDSTREAM
SUMMARY OF CURRENT CHARGES

Sewvice from 16109 lo 03/15/09,
Toll charge inquiles call 1.800347.1001

REGULATED
SERVICES AND PRODUCTS 18,905
911 SERVICE f 2.10
ACCESS CHARGE PER FCC ORDER 4,50
FEDERAL TAX W05
STATE TAX 1.14
SCHOQL TAX .67
KY GROSS RECEIPTS SURCHARGE A5
TREITAR SURCHARGE .08
FEDERAL UNIVERSAL SERVICE FEE J3
KENTUCKY LIFELINE SUPPORT .00
TOTAL REGULATED

DEREGULATED
PROTECTION FLUS PLAN 4.88
STATE TAX .08
SCHOOL TAX .05
KY GROSS RECEIFTS SURCHARGE A1
DEREGULATED ADMINISTRATICH FEE 1.85

31,46

dug to Insufllchent funds roy oloe oceur olectronicolyy,

Plogke be ewara (hot ail chocklng lransoc{ions wit] romoin socure, wnd
poyneni by check consiitutes sceoptlance ol thesa lerms,

tio voiue your business ond spprecioie you aelecling Rindairosm as your
Telecommuntealions provider.

Tha notienwidu swlich to dipilot leluvision Yrondcasting will be cominto on
June {2, 2009, bul sone of your local folevision slotlons may wwilch soonur,
Afler the swilch, onplogeonly felevislon sels lhot rocelve TV progresming
through un onlenno w1l ncud o tenverler box lo contlnue lo recolve
over«the-sly TV, ¥alch your locol slplions lo fiad oui when they will turn
off their onolog wlpno! wnd seilch to digitoleonly broodessiing,

Anulog-only TVp should confinve lo work os boforo lo rucelve fow power,

Cluss A or tronsislor tojovision cintlens, Anolog.only Vs oleo should
conltnue to work oo belore wlih sotet)ile ond voble services, gaminp consolos,
VR, tVD ployers ond stal lar producis.

Sloy Connecied Wil th DISH Halwork
.

Sinee nnalog TVE recelving fotol chennelc (rom DI do not require ooy
selion durlng thig digltal tronsiilon, 1’5 tho purlfuc! opporfunity to sign
up Tor DIEH Hatwork. You'l) anjoy uli of your luverlio chonnels ol o preaf
volue, Call Windstreum o) the nusbor fisled on your Bl or visl!

wia windotroom, com tor nere jnforralion,

Informatlon sboul the DIV transiton fv ovelloble (rom your fecol {slsvision
stollons, ww DIV.guv, or 1-HBB-CALL.FCC {TTY 1-808-TELL-FCC), ond from
w2009, gov or 1.888-DTV-2008 {TTY 1-B77.530-2634) for Infornation susul
subsldlznd coupony tor diplilel-{p-onuteg convarler boxes,

Thunk you for baing o volued filndstroom cuslomer, Vie oppreciole your businoss,
INFCIAT 1O REGARDHSG YOUR B CAPP PASSCEOE

Good Nows| Effective April 2008, Nindsiroom 15 luunching o new Cusiomer
Account Protectlon Plon (CAPP) fo provide Incrogsed sucerily lo you. CAPP
will help protect you ogolnsl vnoulhorlzed changon or vccess lo your wceount
by requlring o specific posscode {ar o third pariy to chongy your service
provider ur uccysy yeur scoounfd Informotion, A CAPP pusscode hos been
gsglgned 1o your wecounl ond wppwors only on this bilt, If you hove nol yel
slgnud up for onllne billiag, the CAPP passcody Is the ennw posscodo hel

|

il

4

]

IR

- 6606


http://w&v.ON.gov

WINDSTREAM CUSTOMER MESSAGE
you uge to regleler for online bll1ing, Plouse keep this poyscode for luture

referenco.

Your npina-dig!l CAPP pasceodn 15 printed an the Cirsl pops of your blll ond
¥f11 be reguired for uny aceoun! wetoks or wervice changeo roquodied by o
thled porly on your behalf, Thiv helps oensure thel your sogount Inlormatlon
s socure ond you ure profuclod os o fiadsireom cuctomer.

Plouse refein v copy ol this bill so lhat you con rofor (o thie leportond

CAPP Infornollon. You may olso toll the nusber flsfed oo your b1V 11 you

xlah to chonge ur rolrieye your posscode al any tine,

Thank you for being o volued cusioper, fie opprocista your husiness.
Notleo ul Yolecommuniealfons Reloy Servico {TRS) &urcharge Decranse

Goud News? Effoctive June 1, 2008, (he TRS surchurge of $0,09 por uccess

tine witl be reducod lo unly $0.04 par uccess {ine. Thilg surchorge funds the
fual Pardy Relay Syslem, witch nllows a deaf or hesring-ispalred person to

connunicule with ofher such persons or wilh heorlng persons vie the lelophone.

To hoip Us Eorve you (Bsi6r, pleose GFIRg your ehiTea 601 sy s oTemnl -
i th you whon puying in person ol one of our poynent center localions,

Wall Date;
Billlng Number
Acecount Number;

Page 4 of 4
APRIL 21, 2008




Before the
FEDERAL COMMUNICATIONS COMMISSION
Washington, DC 20554

In the Matter of )
)
Local Number Portability Porting Interval and ) WC Docket No. 07-244
Validation Requirements )
)
To:  The Commission
COMMENTS OF

CENTURYLINK, IOWA TELECOMMUNICATIONS, AND WINDSTREAM

David C. Bartlett Edward B. Krachmer Eric N. Einhorn

Jeffrey S. Lanning Iowa Telecommunications Jennie B. Chandra
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Before the
FEDERAL COMMUNICATIONS COMMISSION
Washington, DC 20554
In the Matter of

)
)
Local Number Portability Porting Interval and ) WC Docket No. 07-244
Validation Requirements )

)

To: The Commission

COMMENTS OF

CENTURYLINK, IOWA TELECOMMUNICATIONS, AND WINDSTREAM

CenturyLink, Iowa Telecommunications Services, Inc., and Windstream
Communications, Inc. (collectively, the “mid-sized ILECs”), submit the following comments in
response to the Commission’s Public Notice' seeking comment on the North American
Numbering Council’s (“NANC”) Recommended Plan for Implementation of FCC Order 09-41.°
These comments address significant, substantive issues raised by CenturyLink and Windstream

in the NANC process leading to the adoption of the NANC Recommendation.’

' Comment Sought on Proposals for Standardized Data Fields Sor Simple Port Requests, WC
Docket No. 07-244, Public Notice, DA 09-2569 (rel. Dec. 8, 2009) (the “Public Notice™).

? Letter from Betty Ann Kane, Chairman, North American Numbering Council, to Sharon E.
Gillett, Chief, Wireline Competition Bureaun, Federal Communications Commission, WC Docket
07-244, Attach. 4 (filed Nov. 2, 2009); Letter from Betty Ann Kane, Chairman, North American
Numbering Council, to Sharon E. Gillett, Chief, Wireline Competition Bureau, Federal
Communications Commission, WC Docket 07-244 (filed Dec. 2, 2009) (the “NANC

Recommendation”).

3 The mid-sized ILECs’ concerns were dismissed, however, by several members of the Local
Number Portability — Work Group and the NANC at large. Instead of addressing our concerns in
the recommendation, the NANC simply included a letter from Windstream as a “minority view”
attached to the Recommendation. NANC Recommendation at Attachment 3. The letter evinces

(continued on next page)



Specifically the mid-sized ILECs’ comments focus on portions of the NANC
Recommendation that would (1) require a carrier to disclose customer service records without
any validation that the customers at issue have granted permission for another carrier to access
their records and (2) undermine Commission-approved safeguards that ensure the validity of port
requests. While technical issues were dutifully considered, these portions of the NANC
Recommendation failed to balance the need for expediency in processing legitimate port requests
against the need to provide protections for sensitive customer data and the need to guard against
invalid ports. The NANC Recommendation’s proposals are contrary to existing law and
Commission precedent that recognize the importance of protecting customer data and ensuring
valid ports and, therefore, cannot be allowed to stand. At a minimum, a carrier must be able to
require validation data permitted by the Commission’s Four Fields Order* (i.., a customer’s 10-
digit telephone number, account number, 5-digit ZIP Code, and any pass code) before disclosing
a customer service record and porting out a customer’s telephone number.

To remedy deficiencies, the vast majority of the NANC Recommendation would »nof need
to be altered. The Commission, instead, only would need to address portions of Sections 3.2 and

3.5.2 of the Recommendation’ and the porting fields proposals before the Commission.® We

that the mid-sized ILECs’ concerns were fully explained during the NANC process. See
Attachment B.

* Telephone Number Requirements for IP-Enabled Service Providers, Local Number Portability
Porting Interval and Validation Requirements, et al., WC Docket Nos. 07-243, 07-244, et al.,
Report and Order, Declaratory Ruling, Order on Remand, and Notice of Proposed Rulemaking,
22 FCC Red 19531, 19554 9 48 (2007) (“Four Fields Order™).

> NANC Recommendation at 17-18, §3.2;id at 25, § 3.5.2.

% Non-Consensus Recommendation at 2, Attachment 4-B. See generally Alternative Proposal.



have attached this text to our comments and have recommended redlines that would help protect

sensitive customer data and guard against invalid ports.’

I. THE NANC RECOMMENDATION CONTRADICTS EXISTING LAW
AND COMMISSION PRECEDENT THAT REQUIRE CARRIERS TO
PROTECT SENSITIVE CUSTOMER DATA

The NANC Recommendation overlooks the very real problem that unscrupulous carriers
may attempt to use customer service records requests to fish for customer data. Customer
service records generally contain customer names, addresses, telephone numbers, as well as
other sensitive and personally identifiable data, such as complete information about services and
features to which the customer subscribes and the identities of other carriers (like preferred
interexchange carriers (“PICs”)) that provide services to the customer.® But pursuant to
Sections 3.2 and 3.5.2 of the NANC Recommendation, a carrier would be required to disclose
customer service records without any validation that the customers at issue have granted
permission for another carrier to access their records.” The NANC Recommendation’s
requirement that carriers release customer service records is unequivocal, and contains no
concomitant requirement that assures that customer authorization has been provided or that

requesting carriers will use data only for legitimate purposes.'® This regime lacks concrete

7 See Attachment A.

¥ Under the NANC Recommendation, a customer service record must contain any and all data
required to complete the fields used to validate an outbound number port. NANC
Recommendation at 18, § 3.2; id. at 25, § 3.5.2.

® NANC Recommendation at 17-18, §3.2;id at 25, 8§ 3.5.2.

' NANC Recommendation at 17-18, § 3.2; id. at 25, § 3.5.2.



safeguards to protect sensitive customer information, and therefore invites abuse by
unscrupulous carriers that can use customer service record requests to fish for customer data.

This concern is not merely theoretical. On multiple occasions, commenters have received
very large numbers of customer service record requests from particular carriers, very few of
which were followed by actual port requests (local service requests or “LSRs”). It is highly
unlikely that such a large number of customers requested that these carriers commence the
porting process, and then suddenly changed their minds before the LSRs were submitted.
Instead, it appears these carriers were abusing the ability to request customer service records in
order to fish for customer data or for other improper purposes unrelated to preparing number
ports — a practice that the NANC Recommendation will enable to occur more often and without
constraint in the future.

Because customer service records contain sensitive and protected personally identifiable
information, carriers must be able to deploy reasonable safeguards to protect the data. Such
safeguards must include, at a minimum, the ability to require a requesting carrier to complete the
four fields for a simple port (i.e., produce the customer’s 10-digit telephone number, account
number, 5-digit ZIP Code, and any pass code) before a customer service record is disclosed."’
Requiring completion of these four fields is a reasonable measure to validate that a requesting

carrier has received a customer’s authorization to access sensitive data.

" See Four Fields Order, 22 FCC Red at 19554 9 48. In most cases, carriers also should be able
to require customers’ affirmative written request for disclosure of customer service records that
include CPNI. See 47 U.S.C. 222(c)(2) (“A telecommunications carrier shall disclose customer
proprietary network information, upon affirmative written request by the customer, to any person
designated by the customer.”).



The NANC Recommendation’s failure to permit this reasonable step contradicts existing
law and Commission precedent that recognize the need to protect sensitive customer data. By
not considering sensitivity of customer service records, the NANC Recommendation can lead to
violations of section 222 of the Act, which protects consumers’ privacy interests and affords
special protection to Customer Proprietary Network Information (“CPNI”) in particular.'? As the
Commission has noted, section 222(a) “imposes a general duty on telecommunications carriers
to protect the confidentiality of proprietary information — a duty owed to ... customers.”"
Section 222(c) and the Commission’s implementing Rules further impose explicit restrictions on
disclosure of CPNI, given CPNI “includes some highly-sensitive personal information.”'* In the

porting context in particular, the Commission has “reject[ed] . . . various requests for disclosure

of CPNI by former carriers, without customer approval, to new carriers to enable the new carriers

"2 See 47 U.S.C. § 222.

P See 47 U.S.C.§222(a) (“Every telecommunications carrier has a duty to protect the
confidentiality of proprietary information of, and relating to,... customers....”);
Implementation of the Telecommunications Act of 1996. Telecommunications Carriers’ Use of
Customer Proprietary Network Information and Other Customer Information; IP-Enabled
Services, CC Docket No. 96-115; WC Docket No. 04-36, Report and Order and Further Notice
of Proposed Rulemaking, 22 FCC Red 6927 at n.6 (2007) (same) (“2007 CPNI Order™).

' See 47 U.S.C. § 222(c); 47 C.F.R. Part 64 Subpart U; 2007 CPNI Order at q5.



to initiate service.”'® Carriers, accordingly, must be allowed to enact reasonable safeguards to
protect CPNI — and, indeed, the Commission’s Rules obligate carriers to do s0.'6

Such CPNI and other privacy concerns are directly implicated by the NANC
Recommendation’s requirement for disclosure of customer service records. As noted above,
customer service records generally contain customer names, addresses, and telephone numbers —
all of which are proprietary information if the number is unlisted.'” Customer service records
also generally include CPNI, such as complete information about the services and features to
which the customer subscribes and the identities of other carriers providing services on the line

(such as PICs).'® Thus, the provision of a customer service record as required by the NANC

'S Implementation of the Telecommunications Act of 1996; Telecommunications Carriers’ Use of
Customer Proprietary Network Information and Other Customer Information; Implementation of
the Non-Accounting Safeguards of Sections 271 and 272 of the Communications Act of 1934, As
Amended, CC Docket Nos. 96-115 and 96-149, Order on Reconsideration and Petitions for
Forbearance, 14 FCC Rcd 14409, 14454 9 87 (1999) (“CPNI Recon Order”) (emphasis in

original).

16 See 47 C.F.R. § 64.2010(a) (requiring that carriers “take reasonable measures to discover and
protect against attempts to gain unauthorized access to CPNI”).

" While directory listing information is not CPNI, the Commission nonetheless treats it as
proprietary if the number is unlisted. See 47 C.F.R. § 51.217(c)(3) (excluding unlisted numbers
from LECs’ directory assistance obligations); Implementation of the Telecommunications Act of
1996: Telecommunications Carriers’ Use of Customer Proprietary Network Information and
Other Customer Information; Implementation of the Local Competition Provisions of the
Telecommunications Act of 1996, Provision of Directory Listing Information under the
Telecommunications Act of 1934, As Amended, CC Docket No. 96-115; CC Docket No. 96-98;
CC Docket No. 99-273, Third Report and Order, 14 FCC Red 15550, 15575 §41 (1999) (“[W]e
conclude that section 222(e) does not require carriers to provide the names or addresses of
subscribers with unlisted or unpublished numbers to independent publishers.”).

18 See 47 US.C. § 222(h) (defining CPNI as “information that relates to the ... technical
configuration [and] type . . . of a telecommunications service subscribed to by any customer of a
telecommunications carrier, and that is made available to the carrier by the customer solely by
virtue of the carrier-customer relationship”).



Recommendation in some cases will represent an unauthorized “disclosure” of CPNI, contrary to
the protections established by Section 222 and Commission precedent.

Traditionally the Commission has been reluctant to require carriers to disclose CPNI to
other carriers. The Communications Act expressly requires this disclosure only when a

1 .
19 and the Commission

requesting carrier produces “affirmative written request by the customer,
has been hesitant to compromise protections afforded by the statute.® Long-standing
Commission precedent, which has addressed disclosure of CPNI with increasing caution,? runs
contrary to the NANC Recommendation — which would require frequent disclosure of CPNI,

effectively in response to any and all carrier requests for the customer service record associated

with a customer’s telephone number. It makes little sense for the NANC Recommendation to

947 U.S.C. § 222(c)(2).

2% In the porting context, the Commission requires that a carrier disclose CPNI to another carrier
without a customer’s prior written approval only in very limited circumstances: (1) the disclosure
requirement only pertains to ports implicated in the provision of unbundled or resold local
services, (2) the Commission still requires a customer’s prior oral approval for disclosure, and
(3) the Commission supersedes section 222(c)(2)’s written approval requirement only to the
extent necessary for an ILEC to meet its section 251(c)(3) and (4) duties. See Implementation of
the Telecommunications Act of 1996; Telecommunications Carriers’ Use of Customer
Proprietary Network Information and Other Customer Information; Implementation of the Non-
Accounting Safeguards of Sections 271 and 272 of the Communications Act of 1934, as
Amended, Second Report and Order and Further Notice of Proposed Rulemaking, 13 FCC Red
8061, 8126 9 84 (1998). In that 1998 decision, the Commission apparently concluded, without
explanation, that access to an ILEC’s operational support systems might necessitate disclosure of
CPNI. See id. at 9 84 n.315 (citing to Implementation of the Local Competition Provisions in the
Telecommunications Act of 1996, First Report and Order, 11 FCC Red 15499, 15763-64, 15766-
67 99518, 521-23 (1996) (subsequent history omitted)).

' In its 2007 CPNI Order imposing significant nondisclosure duties on carriers, the Commission
explained that “[t]he rules we are adopting are designed to curtail a// forms of unauthorized
disclosure of CPNI” and “[u]nauthorized disclosure of CPNI by any method invades the privacy
of unsuspecting consumers and increases the risk of identity theft, harassment, stalking, and
other threats to personal safety.” See 2007 CPNI Order at § 46 (emphasis in original).



allow wholesale entities (or their agents, some of which reside outside of the United States and
may not be telecommunications carriers in their own right) to access customer service records
without at least the same level of authentication as that required for the customers themselves.*
Indeed, the Commission has cautioned that even where CPNI may be disclosed without prior
customer approval, “carriers must take steps to safeguard such information,”* given “the
original carrier retains all of the obligations imposed by section 222 for such information, no

2 N .
2 1t would be anomalous for the Commission

matter where the CPNI . . . ultimately ‘resides.
here to prohibit carriers from adopting meaningful CPNI safeguards when prior customer
approval is required by section 222(c) and the Rules.

To help ensure sensitive customer data are not placed at risk, the Commission need only

35 We have attached

address portions of Sections 3.2 and 3.5.2 of the NANC Recommendation.
this text to our comments and have recommended redlines accordingly.”® The vast majority of

the NANC Recommendation and porting fields proposals would not need to be altered.

*? Even with respect to non-call detail CPNI, a carrier is obligated to “properly authenticate” a
customer requesting such information. See 47 C.F.R. § 64.2010(a). And in any event, a carrier’s
overarching obligation to “take reasonable measures to discover and protect against attempts to
gain unauthorized access to CPNI” does not distinguish between purported requests from
customers and purported requests from other carriers. See id. In either case, there is a risk of
unauthorized CPNI disclosure.

3 CPNI Recon Order, 14 FCC Red at 14495 9 167.
* Id. at 14495 9 166.
> NANC Recommendation at 17-18, §3.2;id at25,8§3.5.2.

26 See Attachment A.



II. THE NANC RECOMMENDATION UNDERMINES COMMISSION-
APPROVED PROTECTIONS THAT ENSURE THE VALIDITY OF PORT
REQUESTS

The NANC Recommendation’s requirements are also contrary to the Commission’s Four
Fields Order.”’ In recognition of carriers’ need to guard against invalid ports, the Commission
specified “four fields” — a customer’s 10-digit telephone number, account number, 5-digit ZIP
Code, and any pass code — that constitute the “minimum but reasonable amount of information to

228

validate a customer request and perform a port. The Commission here expressly

acknowledged that it must ensure that the data fields used to validate port requests are sufficient

? In selecting the four fields, the Commission stated that the information

to protect consumers.”
submitted must be “‘sufficient to allow ... customer verification to be established.””*
According to the Commission, “unless validation is performed correctly to assure that numbers
being ‘ported out’ are in fact those for which requests have been submitted to the current
provider, there is a significant risk that the incorrect customer’s number may be ported, resulting

. . . . 331
in inadvertent disconnection of that subscriber.”

*7 See Four Fields Order, 22 FCC Red at 19554 9 48.
 Id. at 19554 9 42.
* Id. at 19557-58 9 49.

0 Id at 19554 9 43, quoting Telephone Number Portability; CTIA Petitions for Declaratory
Ruling on Wireline-Wireless Porting Issues, CC Docket No. 96-116, Memorandum Opinion and
Order and Further Notice of Proposed Rulemaking, 18 FCC Rcd 23697, 23711 9 34 (2003).

3! Local Number Portability Porting Interval and Validation Requirements, Telephone Number
Portability, Embarq Petition for Waiver of Deadline, WC Docket No. 07-244, CC Docket No.
95-116, Order, 23 FCC Red 2425, 2427 9 7 (2008).



The NANC Recommendation, however, vitiates the protection established by the Four
Fields Order. Under the NANC Recommendation, a customer service record must contain any
and all data required to complete the fields used to validate an outbound number port.*> Thus,
the NANC Recommendation effectively would give a requesting carrier “the answers to the
test,” réther than require the requesting carrier to “do its homework” with end users.

The purported need offered in support of this NANC Recommendation provision was that
some validation processes may cause an increase in the delay and complexity of porting for end
users who want to change providers. The mid-sized ILECs’ collective experience, however,
stands in stark contrast to such claims. Rather, it is our experience that such validation processes
help curb attempts by parties to circumvent customer authorization processes without causing
any discernable negative impact to the porting success rates of requesting carriers. In fact, it has
been our experience that requesting carriers’ use of poorly trained agents — and, in the case of
one particular company, agents of agents — to perform the port ordering functions is often the
cause of negative impacts to their porting success rates. These facts reinforce the need for such
validation procedures, particularly where agents (or agents of those agents) may not be
telecommunications carriers themselves and/or may be located overseas.

Posing further problems, the NANC Recommendation and both of the porting fields
proposals before the Commission would expressly prohibit the use of “carrier-initiated”

passwords or personal identification numbers (“PINs™) to protect customer data in the CSR.*?

32 NANC Recommendation at 18, § 3.2; id. at 25, § 3.5.2.

3% See NANC Recommendation at 18, § 3.2; id. at 25, § 3.5.2; Non-Consensus Recommendation
at 2 (only allowing carriers to treat the “Personal Identifier (PID) field” as mandatory “when
such password is requested and assigned by the end user”). See generally Alternative Proposal
(failing to recognize a pass code field at all).

10



(And, in fact, the Alternative Proposal would not recognize any pass code field, customer-
initiated or otherwise.)®® Such measures unduly undercut the protections and convenience
offered by carriers that automatically generate pass codes for customers, but provide those
customers with notice of and ready ability to obtain or change their pass codes at any time.
Neither the NANC nor the individual proponents of the porting fields proposals have explained
how this restriction is consistent with the Commission’s identification of pass codes as a
validation field in the Four Fields Order, which makes no distinction between carrier-assigned
and customer-assigned pass codes. To maintain consistency with the Four Fields Order, the
Commission should take steps to ensure that no part of the NANC Recommendation unduly
curtails carriers’ reasonable use of pass codes for securing sensitive customer data.

The Commission need only address portions of Sections 3.2 and 3.5.2 of the
Recommendation and the porting fields proposals to protect against invalid ports. Legitimacy of
a port request can be confirmed by requiring requesting carriers to go to end users, rather than
carriers, to collect the data needed to complete the validation fields approved by the Four Fields
Order. To ensure this important safeguard is not undermined, Attachment A proposes redlines
that modify the NANC Recommendations and porting fields proposals.

CONCLUSION

Portions of the NANC Recommendation and porting fields proposals conflict with
existing law and policy that recognize the importance of protecting sensitive customer data and
guarding against invalid ports. The Commission cannot impose the NANC’s technical

recommendation on carriers without addressing these legal and policy issues. In particular, the

3 See generally Alternative Proposal.
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Commission should ensure that, at a minimum, carriers can continue to require requesting

carriers to produce four fields data before a customer service record is disclosed and a number is

ported — a measure that provides at least some assurance that customers have authorized

disclosure of their customer service records and porting of their telephone numbers.

David C. Bartlett

Jeffrey S. Lanning
CenturyLink

701 Pennsylvania Ave., NW
Suite §20

Washington, DC 20004

February 16, 2010

Respectfully submitted,

Edward B. Krachmer

TIowa Telecommunications
Services, Inc.

403 W. 4" St. N.

Newton, IA 50208
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Windstream
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Attachment A: Suggested Revisions to the NANC
Recommendation and Porting Fields Proposals

(1) NANC Recommendation

(Attachment 1 to the NANC Letter, filed 12/02/09)

3.2. Recommended Revised NANC LNP Provisioning Flows

Key recommendations contained in this flow include:
The Old Local Service Provider cannot require a physical copy of the end user

authorization to be provided before processing the Customer-Service-Reecord{ESR)-or
the-port request.

The Old Service Provider shall not require the New SP to have previously obtained a
CSR before they will accept an LSR from the New Service Provider. For those New
Service Providers that choose not to obtain a CSR, they understand that there is
heightened risk that their LSR may not be complete and accurate. This is not intended to
preclude those providers who provide an ordering Graphical User Interface (GUI) from
including a step involving a real-time CSR pull within that process, as long as an
alternate ordering process is available that does not require a CSR being pulled.

CSRs, if requested and available, must be returned within 24 clock hours, unless
otherwise negotiated between Service Providers, excluding weekends and Old Service
Provider holidays.

—Any-of the- End-Uservalidationfieldsrequired-by-the Old-Serviece Provider-on-an
ineoming-LSR-must be-available-on-the-CSR;-exeluding End Userrequested-and
assisned-password/PHN:

Only-pEach of the validation fields permitted by the Commission’s Four Fields
Order (i.e., a customer’s 10- digit telephone number, account number, 5-digit zip code,
and, if applicable, Passwords/PINs requested-and-assigned by either the End User or
the Service Provider) may be utilized as an End User validation field on an incoming
CSR or LSR by the Old Network Service Provider/Old Local Service Provider.-Any

WW&WWM&MWW

3.5.2. Recommended Customer Service Record (CSR) Requirements

e The Old Local Service Provider cannot require a physical copy of the end user
authorization to be provided before processing the Custemer-Service-Reecord

(ESR)-er-theport request.



e The Old Service Provider shall not require the New SP to have previously
obtained a CSR before they will accept an LSR from the New Service Provider.
For those New Service Providers that choose not to obtain a CSR, they understand
that there is heightened risk that their LSR may not be complete and accurate.
This is not intended to preclude those providers who provide an ordering
Graphical User Interface (GUI) from including a step involving a real-time CSR
pull within that process, as long as an alternate ordering process is available that
does not require a CSR being pulled.

e CSRs, if requested and available, must be returned within 24 clock hours, unless
otherwise negotiated between Service Providers, excluding weekends and Old
Service Provider holidays.

o  Ouly-pEach of the validation fields permitted by the Commission’s Four Fields
Order (i.e., a customer’s 10- digit telephone number, account number, 5-digit
zip code, and, if applicable, Passwords/PINs requested-and-assigned by either
the End User or the Service Provider) may be utilized as an End User validation
field on an incoming CSR or LSR by the Old Network Service Provider/Old
Local Service Provider.-Any-Service-Provider-assigned-password/PIN-may-not
| lized . . ) béaina CSR.

(2) NANC Non-Consensus Recommendation
(Attachment 4 to the NANC Letter, filed 12/02/09)

3.5.1 Standard Local Service Request (LSR) Data Fields

Fields identified in the L.SOG as “Optional” may be utilized by the New Service Provider
to provide additional information relative to a port;-hewevers-they-maynot-be
“Reguired-under-apv-circumstances—texcludine the-Personal Identifier(P




Attachment 4-B

The NANC Non-Consensus Recommendation matrix should be modified as follows:

o A new row should be added for “Pass Code” (regardless of whether the pass code is
assigned by the Service Provider or end user).

o The cell that defines the Standard Data Set for the Pass Code should be populated
with an “O7 (to clarify that this field is Optional for the Old Service Provider, but
required for a New Service Provider if the Old Service Provider opts to use it).

o The cell that defines the Application Form for the Pass Code should be populated
with “LSR Form.”

o The final cell for the Pass Code should be populated with “V” (to indicate that the
data are used to help ensure the request is Validated).

(3) Alternative Proposal
(NCTA, Comcast, and Cox Letter, filed 11/19/09)

If revised pursuant to the Alternative Proposal, Attachment 4-B of the NANC Non-
Consensus Recommendation should be further modified as proposed above.
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Windstream Communications, Inc Tana Henson
202 Graham Street Staft Manager — Service Center

Hawison. AR 72601

windstream.
October 14, 2009

By Electronic Mail (BAKane@psc.dc.gov)
Honorable Betty Ann Kane

Chair, North American Numbering Council

Public Service Commission of the District of Columbia
1333 H Street, N.W., West Tower 7" Floor
Washington, DC 20005

Re:  Recommended Plan for Implementation of FCC Order 09-41

Dear Chair Kane,

By order, the Federal Communications Commission ("FCC") charged this industry group with
the tasks of addressing how a business day should be construed for purposes of the porting
interval and generally defining a simple port. The proposed recommendation, while
acceptable in most of its provisions, exceeds the FCC's instructions in several respects and
includes additional provisions that conflict with existing law and/or practice and that
otherwise circumvent reasonable customer protections. [ participated in the Working Group
and made it clear in discussions at that level that Windstream does not support the specific
aspects of the recommendation that I describe below. We have contacted the Chair of the
Working Group regarding our concerns about the portions of the recommendation discussed
in this letter and also are requesting that a copy of this letter be included in the
recommendation provided to the FCC on these matters. As I will address, the Council should
not endorse or adopt the recommendation in its entirety as proposed by the LNP Working
Group and must make several changes to several portions of the recommendation to ensure
that the recommendation is consistent with law and sound public policy.

First, under Section 3.2, the recommendation includes a provision that the old local service
provider cannot require a physical copy of the end user's authorization to be provided before
processing a customer service record. This part of the recommendation directly contradicts
Section 222 of the Act. Section 222 and the Commission’s rules expressly prohibit the
disclosure of CPNI except in limited circumstances. Of course, consumers may request the
disclosure of such information, but Section 222(c)(2) expressly requires an_“affirmative
written request by the customer.” Although Section 64.1120(a)(2) of the Commission’s rules
provides that actual submission of the customer’s authorization is not required prior to a port
request, there is no similar provision in the law for access to CPNI itself. It has been
Windstream's experience that some requesting providers attempt to avoid obtaining verified
authorization from end users until the time that service is installed and well after the time that



they have submitted port requests or attempted to access customers' CPNI through
Windstream's system. Specifically, local service providers must be allowed to enact
reasonable safeguards to protect CPNI as required by law and to ensure that requesting
carriers have obtained the written authorization of a customer prior to accessing that
customer’s CPNI, as required under Section 222 of the Act. Service providers have an
affirmative duty to safeguard CPNI, and Section 3.2 of the recommendation as drafted is
counter to that goal.

Second, also under Section 3.2, the recommendation includes language stating that all
information required to be provided by new service providers for an LSR must be made
available by the old service provider on the CSR with the exception of any end user requested
passcodes. This recommendation should be rejected. It is inconsistent with the FCC's rules
and LNP Four Fields Ruling and also establishes bad policy that precludes reasonable
validation of customer information. For example, this portion of the recommendation would
have the effect of requiring an old service provider to simply give the requesting provider the
customer's account number and any company-assigned passcode in order for the requesting
provider to fill out an LSR. In the particular case of an account number, that term is defined
by the FCC in Section 64.2003(a) separately from CPNI and does not constitute CPNI. While
an old service provider is required under Section 222 of the Act to make CPNI available to a
requesting service provider when the requesting provider obtaining written authorization from
the end user, there is no provision in the law requiring the old service provider to make all of
an end user's account information, including the account number or company-assigned
passcode, available to the requesting provider without written authorization. Indeed, such a
requirement is wholly inconsistent with the validation processes outlined in the FCC's Four
Fields Ruling which spoke to the affirmative benefits of using account numbers and passcodes
to validate LSRs. In that ruling, the FCC agreed with competitive providers that four fields of
information were necessary to validate simple ports. Those four fields are account number,
passcodes, telephone numbers, and zip codes, and the FCC made no distinction between
company assigned or customer requested passcodes. The recommendation being proposed
here, however, renders that FCC ruling and any reasonable validation process virtually
meaningless by seeking to require old service providers merely to "give away the answers to
the test" without requesting providers having to “do their homework” with end users.

Third, in Section 3.2, the recommendation includes language proposing that no company-
assigned passcode may be used to validate either an LSR or a CSR. For the reasons [
explained above, this recommendation is contrary to the validation processes proposed by the
FCC in its Four Fields Order and also the customer authorization safeguards in Section 222 of
the Act. While Windstream recognizes that the FCC's Four Fields Order applies on its face to
fields required for validating simple ports, those fields were deemed reasonable by the FCC
(and the competitive carriers that suggested them) and are reasonable fields for validating that
a requesting carrier has obtained the required customer authorization for accessing CPNIL

Fourth, similar language is set forth in Section 3.5.3 of the recommendation. The same
language in that section should be rejected for the same reasons 1 have just discussed
pertaining to Section 3.2.



Windstream understands that the purported need offered in support of the provisions
set out above was that such validation processes caused an increase in the delay and
complexity of porting for end users who want to change providers. Despite such assertions
that such validation processes hinder the porting process, Windstream's data provide no
support for such claims. Rather, Windstream's experience is that such validation processes
help curb attempts by parties to circumvent customer authorization processes without causing
any discernable negative impact to the porting success rates of requesting carriers. In fact,
what has been shown to negatively impact porting success rates is a company's use of agents -
and in the case of one particular company, agents of agents - to perform the port ordering
functions. Windstream believes these facts reinforce the need for such validation procedures,
particularly where the agents may not be telecommunications carriers themselves.

The recommendation as currently drafted includes portions in Sections 3.2 and 3.5.3
that seek to undermine legitimate and reasonable validation processes. In this respect, not all
portions of the recommendation are consistent with the law or established practice as |
explained. Those portions of the recommendation could enable wholesale entities (or their
agents, who in many cases are outside the United States) to access accounts and CPNI without
the same level of scrutiny as required for the end users themselves to access their own
accounts and CPNI in the retail context. Before these portions of the recommendation are
endorsed by the NANC and submitted to the FCC, they should be referred back to the
Working Group for further consideration or deleted altogether.

Windstream appreciates the Council's consideration of these matters.

Sincerely,
—Joma. Al

Tana Henson

cc: Marilyn Jones (Marilyn.Jones(@fcc.gov)

Deborah Blue (Deborah,Blue@fec.gov)




	SENSITIVE CUSTOMER DATA
	REQUESTS
	CONCLUSION

