Internal Controls

The comments made by the presenter
represent the presenter’s opinions only;
these comments and opinions do not
necessarily represent those of the Kentucky
Public Service Commission.


Presenter
Presentation Notes
Financial Audit Branch
Part of Financial Analysis Division
Conduct financial examinations of small utilities that do not have audits performed by independent certified public accountants
Conduct limited examinations of accounting procedures and compliance with statutes & regulations related to financial operations
Provide technical assistance as needed or requested


Internal Controls are defined as

 aprocess designed to provide reasonable
assurance about the achievements of an entity’s:

1) objectives with regard to the reliability of
financial reporting,

2) effectiveness and efficiency of operations, and

3) compliance with applicable laws and
regulations.



Internal Controls are:

e Procedures adopted to:
— Safeguard assets

— Check the accuracy and reliability of
accounting data

— Promote operational efficiency
— Encourage adherence to managerial policies



Procedures To Minimize Control
Weaknesses

* No one person handle all aspects of a
financial transaction. Segregation of
duties makes it more difficult for theft
and errors to go undetected. More than
one employee Is needed to accomplish
segregation of duties.


Presenter
Presentation Notes
Internal controls are basically a system of checks and balances.  Having different people responsible for different aspects of the receipts and payments process is one of the most effective types of internal controls. This is referred to as segregation of duties.
Personnel should be competent and trustworthy with clearly established lines of authority and responsibility.
No individual should have responsibility for more than one the the three transaction components:  authorization, custody, and recordkeeping.  When the work of one person is checked by someone else, and when responsibility for custody of assets, such as cash, is separate from the responsibility for maintaining records related to the assets, there is appropriate segregation of duties.
This helps detect errors and deter improper activities.  However, the system should be designed to be efficient and to allow for effective communications.
If there is only one employee, there may be little opportunity for segregation depending on how involved commissioners or directors can be in the day-to-day activities of the system


Control Cash Receipts

* Have someone other than bookkeeper open
malil and list all cash receipts

» Have all checks endorsed “for deposit only”
with a company stamp when mail is opened

» Keep cash handling and recordkeeping
separate



Presenter
Presentation Notes
It is best to allow only specific designated individuals to handle cash.  This would include payments of checks received in the mail and check and cash payments received from  walk-ins.  There should be a procedure for listing the payments received with bill stubs or pre-numbered cash receipt forms as further documentation of what was received and from whom.
The person that has the responsibility for bookkeeping should not handle cash at all.



Control Cash Receipts

(continued)
o Compare listing of cash receipts with the
cash receipts journal and deposit slips
* Deposit cash receipts daily

 Post cash recelipts to accounts receivable
ledgers promptly
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Make deposits intact with no amounts withdrawn to pay expenses.  If possible make deposits daily to reduce the risk of loss from break-ins.
The person that prepares the bank reconciliation should be different from the person that handles cash.  Ideally, the person that makes the deposit should be different from the person that prepares the bank reconciliation and the person that handles the cash. 
The listing of cash receipts should be compared to the checks and cash to be deposited by the person that will be making the deposit.  The bookkeeper should also compare the cash receipt listing to the deposit slip.



Control Cash Disbursements

Make all disbursements by check (other
than petty cash)

Prohibit checks payable to cash

Make sure all checks are prenumbered and
accounted for

Require adequate documentation before
signing checks

Never sign blank checks
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Make sure every disbursement is related to a paper document, such as a voucher, to ensure that a paper trail exists for all disbursements.
The bookkeeper should never be an authorized check signer.
Mail checks independently of the accounts payable function, in other words it is best if checks are not returned to the check preparer after signing.
All disbursements should be made by check except for petty cash transactions and checks payable to cash should be prohibited except for replenishing the petty cash fund.
Procedures for approving proposed disbursements and disbursing funds for water districts are outlined in the statutes, KRS 74.050.  Need to either follow the procedures specified in the statute or develop other control procedures to substitute.


Control Cash Disbursements
(continued)

Prepare monthly bank reconciliations

Person preparing bank reconciliation should be
different than one handling cash

Chairman or secretary should receive unopened
bank statements and review prior to submitting
to utility

Keep blank checks locked up
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Ideally, bank statements should be mailed directly to the treasurer and reviewed prior to passing them along to the utility. 
Bank reconciliations should be prepared on a timely basis each month for all accounts.
Again, it is preferable if someone other than the bookkeeper can prepare bank reconciliations.


Simple Example for
Small Utility
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Ideally, segregation of duties for control over cash transactions would require at least four people to be involved in the process.  This isn’t the only way to establish internal control but it is an example of how to begin setting up some basic controls.


Segregation of Duties for Money
Recelved

e Person 1 - receives money (mail and walk-
In) and records who payment was from,
what it was for, and whether cash or check.

e Person 2 - gets money and list from person
1, makes sure money and list match,
prepares deposit slip and takes it to the
bank.
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One person opens the mail and lists all receipts.  The same person would accept all payments from walk-ins and add them to the list of receipts noting how much is cash and how much was received in checks.
The cash and checks collected and the list of receipts is given to person two who checks to make sure the receipts and the list match.  This person prepares the deposit slip and takes the deposit to the bank.  This would not necessarily have to be an office employee.  


Segregation of Duties for Money
Recelved

e Person 3 - records the money Into the
accounting system and verifies that deposit
matches payment information

* Person 4 - receives the bank statement and
prepares reconciliation, matching bank
deposits actually made with what was
supposed to have been made.

11


Presenter
Presentation Notes
The third person handles the bookkeeping, recording the receipts into the accounting system and verifying that the deposit slip matches the payment information from the receipt list.
A fourth person would receive the bank statement and prepare the bank reconciliation, matching the bank deposit as recorded on the bank statement with what was supposed to have been made.  This person would not have to be an employee.  It could be the chairman or secretary or the utility’s CPA.


Segregation of Duties for Money
Spent

e Person 1 - purchases/orders items needed to
operate and maintain the system (the person
that spends the money)

* Person 2 - writes the check, making sure
funds are available and invoice approval
procedures have been followed.
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To control cash disbursements, again it is best to have at least four people involved in the process.   Some of the four that were involved in the cash receipt process can also have duties in the cash disbursement process.
The first person would be the one that does most of the purchasing or ordering for the utility.  This would probably be the general manager, he or she could also be the one that makes the bank deposits.
The second person would be the one making out the check.  This would probably be person with bookkeeping responsibilities.  As a reminder, this person should not be the check signer.



Segregation of Duties for Money
Spent

» Person 3 - signs the checks, double-
checking to be sure money is available and
that disbursement approval procedures have

neen followed.

* Person 4 - recelves the bank statement and
prepares reconciliation, checking signatures
and comparing statement with information
In accounting system.
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Person three would sign the checks.  For water districts this would probably be the treasurer.
Person four would be the one receiving the bank statement and preparing the bank reconciliation.  As I said earlier, this could be the chairman or the secretary of the board of commissioners.


Other Internal Controls

Prescreen employee applicants, thorough
background checks

Educate employees
Make sure employees take regular vacations
Rotate job duties occasionally
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There are things other than segregation of duties the utility can do to effectively manage its office and finances.  
It is a good idea to check with prior employers for any job applicants.  If possible doing a credit check may also be a good idea.
Treating employees fairly is not only good for the employees but also good for the utility.  Employees that feel they are treated fairly are more inclined to have a protective attitude toward the utility.
It is also a good idea to rotate job duties occasionally.  This can be beneficial on several levels.  If an employee leaves the utility unexpectedly, you will have someone else familiar with their job if you have other employees cross-trained for at least the most important aspects of their job. 


Other Internal Controls

Give employees a way to report fraud
Provide active oversight
Have a written code of ethics

Obtain fidelity bonding, governed by KRS 65.067
for water districts which requires that the bond
amount be based on the maximum amount of
public funds the individual handles at any given
time during a fiscal year cycle. Amount of bond
left up to Commissioners?
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There should be open communications so that employees feel comfortable reporting any problems or discrepancies they may see.  
Commissioners or directors should be actively involved in providing oversight of the financial activities.  Because of the nature of the organization, there is no one person that has an ongoing ownership interest in the utility so the commissioners and directors have to provide the oversight that an owner would normally provide in a small business.
It is a good idea, if possible, to obtain fidelity bonds on employees in positions of trust.  For water districts, the commissioners are required by statute to be bonded. 


Office Procedure Manual

* Document recordkeeping procedures for
handling receipts, processing Invoices, etc.

e Document procedures such as processing
applications for service, discontinuance of
service, disconnection procedures, etc.
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Developing an office procedure manual is a good way of documenting your internal control procedures.
It is very helpful when you get new office personnel and can serve as a training manual.
If you have an office procedure manual, you need to review it periodically to make sure it is still up-to-date and to make sure everyone is doing what they are supposed to do.



Personnel Issues

* Develop job descriptions, get help from
CPA to develop proper segregation of
duties.

« Conduct annual performance evaluations
e Maintain employee handbook
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The utility should have an organizational chart and should develop job descriptions for each position.
Conducting annual performance evaluations helps employees to know what is expected of them and gives them important feedback on how well they are performing their job duties.  It can improve communication and provide an avenue for employees to have input about their job.
Also a good idea to have an employee handbook.  This would include items such as hours of operation, vacation policy, sick leave policy, information on benefits, etc.
If you have an employee handbook, you need to be sure that it is updated periodically. 


Oversight - Things to Review
During Monthly Meetings

Receipts and disbursements for the preceding
period

Monthly bank reconciliation for each account
Aged accounts receivable listing
Adjustments to customers’ accounts

Cash disbursement pre-approval documents
should be reconciled with each entry to the cash
disbursement journal, KRS 74.050
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During the monthly meetings, in addition to discussing the business of the utility, the commissioners or board should also be reviewing financial information.  Examples of the types of information that should be reviewed are:
Receipts and disbursements for the preceding period
Here you should be looking at the amount of money deposited into the various accounts of the utility and consider the source of those funds.  In other words, how much money was collected from  customers.  Also look at the checks written during the preceding period.  The Commissioners/Directors should understand revenue and expense streams so they will recognize unusual trends.
Monthly bank reconciliations
Aged accounts receivable listing
It should be divided into categories indicating how long the balances have been outstanding.
Non-Cash Adjustments to customers’ accounts
These should be identified with the reason for the adjustment, for example whether it is a misread, a leak adjustment, or any other non-cash adjustment to the account.



More Things to Review Each Month

Uncollectible accounts to be written off as bad debts. For
an annual period, a water utility’s bad debts when using
the allowance method should be between .5 to 1 percent of
retail water sales revenue if employing effective customer
deposit and shut-off policies.

Gallons of water purchased/produced and gallons of water
sold

Manager’s expenses
Unpaid invoices to approve for payment
Compare monthly budget to actual
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During the monthly meetings, the commissioners or board members should also be reviewing:
Uncollectible accounts to be written off as bad debts.
Comparison of the gallons of water purchased or produced to the gallons of water sold (Need to make sure that the utility is keeping water loss under control).
Manager’s expenses (Manager in turn is responsible for reviewing employees’ expenses).
As I mentioned earlier; for water districts, proposed disbursements should be reviewed by the chairman and secretary and approved for payment, the review should be noted by initialing and dating the invoices or list of proposed disbursements.
Monthly budget variance reports should be reviewed during the Commissions’ meetings.  I will talk about these reports in greater detail in a few minutes.


Annual Oversight Tasks

e Conduct annual performance evaluation of general
manager

* Prepare budget.

« Meet with external auditors prior to start of audit
and after audit report is prepared
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There are also certain oversight tasks that commissioners should perform on an annual basis
Conduct annual performance evaluation of the general manager
General manager can conduct performance evaluation of other employees
Performance evaluation helps ensure that everyone knows what is expected of them
An operating budget should be prepared and approved on an annual basis
Meet with auditors prior to start of audit - discuss any concerns and make sure your expectations of the audit are consistent with the auditor’s planned procedures.  Discuss any new accounting standards that will affect the utility.
Meet with auditors when audit is completed to discuss the utility’s financial position and any recommendations auditors may have for changes or improvements in utility’s procedures


Annual Oversight Tasks

* Review year-end financial statements including
audit and annual report

 Evaluate financial position and consider whether
any changes are required
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Very important that commissioners thoroughly review the financial statements including audit and annual report
Be sure financial statements make sense based on  what you know about what happened to the utility during the year
At least on an annual basis consider the utility’s financial position and evaluate whether any changes are needed
Determine whether any change in rates will be needed to continue to operate in a fiscally sound and responsible manner



Internal Control Limitations

o System design - No such thing as a
perfect control system

e Implementation - Human error,
misunderstandings, fatigue and stress

» Things change - Need to re-evaluate
procedures periodically

22


Presenter
Presentation Notes
Limitations inherent in all internal control systems
Judgements in decision-making can be faulty
Breakdowns in process can occur due to simple error or mistake
Controls can be circumvented by collusion of two or more people
Management has ability to override system
Design of system is affected by resource constraints
Have to consider cost/benefit considerations in designing system
Systems change over time.  The way controls are applied may evolve. Due to personnel changes, time and resource constraints,  other changes in conditions, need to determine whether controls are operating as intended and whether they continue to be relevant.
However, if you have basic controls in place you will be doing your best to protect the employees, yourself, and the utility.


Kentucky Public Service Commission
211 Sower Blvd.
Frankfort, Kentucky 40602
(502) 564-3940
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Thank you for your attention.
If you have any questions or if the Financial Audit Branch can be of any assistance to you, please feel free to contact me.
I would be happy to address any questions you may have at this time.
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