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March 19,2013 

Mr. Jack Conway, Attorney General 

1024 Capital Center Drive, Suite 200 

Frankfort, KY 40601-8204 

i 

RE: Case No. 2012-00428/Consideration of the Implementation of Smart Grid and Smart Meter 
Technologies 

Dear Mr. Conway, 

Please find attached the original and fourteen (14) copies of the responses to the Attorney General’s 
Initial Request for information to the Companies in the above referenced case. 

If you have any questions, please feel free to contact our office. 
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and 
I 

of Big Sandy Rural 
sworn, states that the responses to the 

Attorney General's Initial Data Requests in Case No. 2012-00428 dated February 27,2013, 
herein are true to the best of my knowledge and belief formed after reasonable inquiry. 

Dated: IC$  Jo/3 

Subscribed, sworn to, and acknowledged before me by Jeff Prater and Adam Ferguson on 
behalf of said Corporation this @day of in the year of 2013. 

Notary Public: 6 -/Lp..(j MY Commission Expir4: / 

A Touchstone Energy' Coopeiative 
c- 



Request 1 

Witness: Big Sandy: J E F F  PRATER 
Page 1 of ____ 1 

Request 1: 

Standards of the Eizer-gy Independence aizcl Security Act of 2007, Administrative Case No. 2008- 

00408, has the company changed its position regarding Sinart Grid? If so, how? 

Since the Commission initiated Consideration of the New Fecleral 

RESPONSE 1: Big Sandy RECC references the response to AG Request 1 submitted by EICPC 

and adopts that response as its own. 



Request 2 
Page of 1 
Witness: Big Sandy: JEFF PRATER 

Request 2: 

definitely lulown and proven? 

Are the technologies pertaining to the iiiipleinentation of Smai-t Giid 

a. If yes, explain in detail every aspect fi-om the use of each 

technology fi-om tlie company to tlie end-user. 

b. If not, explain in detail what teclinologies are already 

advaiiciiig/iinproviiig as well as those that are envisioned on the immediate time horizon. 

RESPONSE 2: Yes, in our situation tlie technologies iiiiplernented by Big Sandy are known 

and proven. Big Sandy RECC has a hl ly  implemented AMI meteiing system. Big Sandy 

RECC’s does have very liniited exposure, but our power line carrier has been a benefit to both 

the coop and our consumers. The system has done away with the outdated techniques of our 

consuniers reading their own meters. 



Request 3 
Page 1 of 1 
Witness: Big Sandy: JEFF PRATER 

Request 3: 

exaniple, the various ice stoiiiis, tornadoes, and strong winds), which electric coinpaiiies 

have experienced, and for which the company may ultimately have sought regulatory assets, ' 

can the company affiiinatively state that its basic infrastructure, including all of its 

generation, transmission and distribution facilities, have proven to be reliable 24 hours a 

day, seven days a week, 365 days a week? If not, for each and every stonn that it affected 

the utility in excess of two days, please provide the following: 

In light of resent catastrophic stoi-nis over the past ten years (for 

a. 

was restored for each stoim. 

b. 

ratepayer's outage lasted for each stonn. 

C. 

lmown. 

The number of days before the company's last ratepayer's electricity 

The average number of days, or hours if applicable, that the average 

The average financial loss for the average ratepayer for each stom, if 

RESPONSE 3: Although our reliability is near 1 OO%, it is beyond the design of any 

infrastructure to withstand a major stoi-ni. Therefore, it would be iinpossible for Big Sandy 

RECC to affirmatively state that its basic infrastructure, including all of its distribution facilities, 

have proven to be reliable 24 hours a day, seven days a week, 365 days a year. 

Big Sandy RECC just implemented an Outage Management System (OMS) in Januaiy 2012. 

Consequently, it is not practical to retrieve such data prior to this date. However, tlie information 

from the 20 12 tornado was captured on tlie OMS system and we are providing this data. 

a. It took 12 days for Big Sandy RECC to restore power to our last rate paying consumer 

after the 2012 tornado. 

b. The average number of hours that the average rate payer experienced was 7 hours during 

the 20 12 tomado. 

c. This amount is unknown, as our OMS does not track financial statistics. 



Request 4 
Page 1 of_l__ 
Witness: Big Sandy: JEFF  PRATER 

Request 4: 

iiot considered a luxury service but a necessary coiiiinodity of inodeni life? If not, why iiot? 

Does the company agree with the Attoiney General that electricity is 

RESPONSE 4: Big Sandy RECC references the response to AG Request 4 submitted by EIQC 

and adopts that response as its own. 
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Page 1 o f 1  
Witness: Big Sandy: JEFF PRATER 

Request 5: 

grid- i.e., the delivery of electricity to the end-user 24/7/365- is paraniowit to the end- 

user's ability to monitor and/or consellre h idhe r  demand or electricity consumption? If 

Does the company agree that the fundamental reliability of its electiic 

not, why not? 

RESPONSE 5: Big Sandy RECC references the response to AG Request 5 submitted by EKPC 

and adopts that response as its own. 
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Page 1 of 1 
Witness: Big Sandy: J E F F  PRATER 

Request 6: 

affecting the electric and gas industries that have either occurred in tlie United States or 

inteiiiationally. If the answer is in the affirmative, please explain tlie details of the breaches 

without exposing information that is not already in the public domain. 

Please state whether the company is aware of any cyber security breaches 

RESPONSE 6: Big Sandy is not aware of any cyber security breaches affecting the 

electric aiid gas industries that have either occurred in the TJiiited States or iiiteiiiationally. 



Request 7 
Page 1 of 1 
Witness: Big Sandy: J E F F  PRATER 

Request 7.: Please coiifiiin that tlie coinpaiiy is aware that the prior TJiiited States 

Secretary of Defense L,eon Panetta, in spealciiig on the vulnerability of the nation's electric 

grid with the consequential safety and secuiity conceiiis tliat ensue, wanied the Senate 

Appropriations Coininittee on Defense that the iislc to the United States could even be 

coiisidered tlie equivaleiit of a "digital Pearl Harbor". 

a. Is this concern of tlie vulnerability of the nation's electric grid 

shared by the company? If not, why not? 

SPONSE 7: Yes, Big Sandy RECC does share tlie concei-ri of the vulnerability of the 

nation's electric grid. Coiiceiiis about cybersecurity have actually grown with the deployment 

of smart grid technologies, which typically means using digital coininunicatioii devices with 

coininon technical standards and getting lid of some analog systems so that data can flow in 

large volumes and quiclcly. This could lead to a hodgepodge of legacy and niodei-n equipment 

in the transmission and distribution networks that don't work well together. That also maltes it 

difficult to implenient ides  and security technologies that have to perfoiiii effectively across 

tlie netwoi-Its. 



Request 8 
Page 2 of 1 
Witness: Big Sandy: ADAM FERGUSON 

Request 8: 

coiifirin that its system reliability is not vulnerable to a cybersecuiity attack? If not, what 

could be the consequences? Please explain in detail as mucli as possible for the following: 

With regard to cybersecuiity in general, can the company uiiequivocally 

a. the company, and 

b. the coinpaiiy's rate pay 

RESPONSE 8: 

lost is nanies and address up to SSN # and barilting accounts iiuiiibers of both eiiiployees and 

ratepayers. 

No, Big Sandy RECC isn't 100% reliable against cyber-attacks. What can be 



Request 9 
Page 1 of 2 
Witness: Big Sandy: - FERGUSON 

Please provide the names of the standards, protocols or policies which 

the company observes aiicUor impleineiits in its maintaining its system reliability fi-om 

cyber security tlu-eats. 

RESPONSE 9: Big Sandy has put in place and follows Red flag rules and lias put in 

place (IPS) Intrusion Prevention Service by Dell Secureworks wlio iiionitors outside of 

our firewall (Cisco 55 10 series). Along with anti-virus software that’s on all computers 

a i d  servers. 



Request 10 
Page of 1 
Witness: Big Sandy: ADAM FERGUSON ___ 

Request 10: 

coiiipaiiy obsei-ves and/or iinpleiiieiits in its inaiiitaiiiiiig its systeiii reliability fi-oil1 cyber 

security tlu-eats. 

Please provide copies of the standards, protocols or policies which the 

SPONSE 10: Big Saiidy RECC’s respoiise to request #10 is attached as Exhibit A. 



Request 11: 

uriequivocally coiifinn that its ratepayers' privacy of data cannot be coinproinised or 

otheiwise divulged to any individual or entity not associated with the company, or a 

qualified third-party which has issues ,a non-disclosure stateinelit or the ratepayers? If not, 

what could be the consequences? Please explain in detail as much as possible for the 

following: 

With regard to cybersecuiity in general, can the company 

a. the company, and 

b the company's ratepayers. 

REXPQNSE 11: Big Sandy RECC and third-party (SEDC) can only put in place standards and 

policies along with passwords to help prevent loss of ratepayer's privacy of data and company 

data. Consequences can be is names and address up to SSN # and banking accounts numbers of 

both employees and ratepayers. 



Request 1 2  
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Witness: Big Sandy: ADAM FERGUSON 

Request 12: If a qualified third-party that has agreed to a noli-disclosure stateiiieiit 

and obtains ratepayers' private iiiforinatioii, what guarantees exist that the inforination will 

not be disclosed, whether iiiteiitioiially or uiiintentionally? 

RESPONSE 12: There is 110 guarantee with third-party (SEDC). There are oiily Standards 

protocols aiid policies put in place by SEDC that oiily helps prevent loss of data. 
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Witness: Big Sandy: ADAM FERGUSON 

Request 13: 

the coinpaiiy observes and/or iinpleineiits in its maintaining its ratepayers’ privacy data 

fi-om cyber security threats. 

Please provide the names of the standards, protocols or policies which 

RESPONSE 13: We have put in place and follow Red flag ndes  aiid have also put in 

place (IPS) Intrusion Preveiitioii Service by Dell Securewoi-lts who inoiiitors outside of 

our fii-ewall (Cisco 55 10 series). Along with anti-virus software that’s on all coinputers 

and servers. 
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Witness: Big Sandy: ADAM FERGUSON 

Request 14: 

coinpaiiy observes and/or iinpleirieiits in its maintaining its ratepayers' privacy data from 

cyber security tlweats. 

Please provide copies of the standards, protocols or policies which the 

RESPONSE 14: Big Sandy RECC has provided the documents as requested in #14 as 

Exhibits B, Cy D, E arid F attached to this document. 



Request 15 
Page 1 of 1 
Witness: Big Sandy: ADAM FERGUSON 

Request 15: 

what analog (non-digital) means tlie company will have in place to insure reliability, 

iiicludiiig but not limited to tlie inaiiiteiiaiice of legacy systems. 

Given tlie vulnerability of the electric grid to cyberattacks, describe 

RESPONSES 15: Don’t really understand the question. With our AMI (Aclara) system 

we only have in place digital commutations. 



Request 16  
Page 1 of 1 
Witness: Big Sandy: JEFF PRATER 

Request 16: 

iinpleineiit Sinart Grid? 

What are the coiiipaiiy's estimated costs to invest in order to hl ly  

a. Do any cost estimates include results of any inodeliiig that may 

show the degree of exposure to the following iislcs: (a) hacking; 

(b) electronic inagiletic pulses (EMPs, whether related to solar 

flares or otherwise); and/or (c) weather events? If so, provide a 

list of the inodeling software used to produce any estimates, the 

scenarios and sensitivities examined, aiid any and all such 

results. 

RESPONSE 16: Big Sandy RECC references the response to AG Request 16 submitted by 

EICPC and adopts that response as its own. 



Request 1 7  
Page 1 of 1 
Witness: Big Sandy: JEFF PRATER 

Request 17: 

Tatepayers to realize because of Sinai-t Grid? 

a. 

Please explain in detail what benefits, if any, the company expects its 

Does the company believe that societal benefits are to be 

considered in evaluating benefits? If so, detail those societal 

benefits and how they may be used in evaluations? If not, why 

not? 

RESPONSE 17: Big Sandy RECC references the response to AG Request 17 submitted by 

EKPC and adopts that response as its own. 



Request 18 
Page 1 of 1 
Witness: Big Sandy: JEFF PRATER 

Request 18: Would the company agree to strict limits and/or caps on ratepayer costs? If 

not, why not? 

RESPONSE 18: Big Sandy RECC references the response to AG Request 18 submitted by 

EIUPC and adopts that response as its own. 



Request 1 9  
Page 1 of 2 
Witness: Big Sandy: JEFF PRATER 

Request 19: 

ineter deployment? If not, why not? 

Would the coinpany agree to allow ratepayers to opt-out of smart 

RESPONSE 19: Big Sandy RECC references the response to AG Request 19 submitted by 

EKPC and adopts that response as its own. 



Request 2 0 
Page 1 of 1 
Witness: Big Sandy: JEFF PRATER 

Request 20: 

ratepayers will realize, including a nionetary quantification of net savings (if any) to 

Can tlie company quantify measureable and significant benefits that the 

ratepayers? 

RESPONSE 20: Big Sandy RECC references the response to AG Request 20 subniitted by 

EISPC and adopts that response as its own. 



Request 2 1 
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Request 21 : 

its ratepayers to realize because of Smart Giid? Include in the explanation both new costs as 

Please explain in detail what detriments, if any, the company expects 

well as stranded costs. 

SPONSE 21: Big Sandy RECC references the response to AG Request 21 submitted by 

EKPC and adopts that response as its own. 



Request 2 2 
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Witness: Big Sandy: JEFF PRATER 

Request 22: 

the ratepayers to realize? 

Wiat are the coinpaiiy's estimated costs which the company expects 

RESPONSE 22: Rig Sandy RECC refereiices the respoiise to AG Request 22 submitted by 

EIQC and adopts that response as its own. 



Request 23 
Page 1 of 1 
Witness: Big Sandy: JEFF PRATER 

Request 23: 

shareholders, if any, to realize? Include in the explanation both new costs as well as 

What are the company’s estimated costs which the company expects its 

stranded costs. 

RESPONSE 23: Big Sandy RECC references the response to AG Request 23 submitted by 

EKPC and adopts that response as its own. 



Request 2 4 
Page 11 of 1. 
Witness: Big Sandy: JEFF PRATER 

Request 24: 

Grid will be different tliari other utility companies? If not, why not? 

Does the company agree that its costs to invest and iiiipleirieiit Smart 

SPONSE 24: Big Sandy RECC references the response to AG Request 24 submitted by 

EKPC and adopts that response as its own. 



Request 25 
Page 2 of 1 
Witness: Big Sandy: JEFF PRATER 

Request 25: 

or othei-wise, may differ fioin one utility to another upon iinpleineiitatioii of any Smart 

Does the company agree that its ratepayers' benefits, whether financial 

Grid technology? If not, why not? 

FWSPQNSE 25: Big Sandy RECC references the response to AG Request 25 submitted by 

EKPC and adopts that response as its own. 



Request 2 6 
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Witness: Big Sandy: JEFF PRATER 

Request 26: 

interfere with the regulatory coinpact whereby the ratepayers will receive safe, adequate 

and reliable service at fair, just and reasonable costs? If not, why not? Explain in detail. 

Can the company guarantee that the deployiiient of Smart Grid will not 

RESPONSE 26: Big Sandy RECC references the response to AG Request 26 submitted by 

EKPC and adopts that response as its own. 



Request 2 7 
Page of 1 
Witness: Big Sandy: JEFF  PRATER 

Request 27: 

reasonable costs" as being economically feasible for the end-user. East Kentuclcy Power. 

Provide any cost-benefit analysis that the company has run or 

Answer tlie above question with tlie definition of "fair, just and 

a. 

will run to nialte the determination of economically feasible to the end-user. 

RESPONSE 27: Big Sandy RECC references the response to AG Request 27 submitted by 

EIQC and adopts that response as its own. 



28 Request 
Page of 1 
Witness: Big Sandy: JEFF  PRATER 

Request 28: 

income ratepayers will not be disproportionately affected inore than noii-low-iiicoine 

customers? If not, why not? (Provide in the answers in any studies, repoi-ts, analyses arid 

relevant data.) 

Regarding time of use (TOU) rates, can the company confirm that low- 

ONSE 28: Big Saiidy has not perfonned any studies or analyses on TOU. If a 

coiisuiner is low-income due to govenuneiit assistance, then they would have inore 

flexibility to regulate their time of usage because they would be home 24/7. 

Consequently, this could pose as a potential benefit to them. 



Request 2 9 
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Witness: Big Sandy: JEFF PRATER 

Request 29: 

with any such programs? If so, explain in detail with particular facts as to: 

With regard to TOU rates, does the company have any history 

a. 

b. 

c. 

d. 

the number of custoiiiers wlio participated; 

whether they remained on the program; 

whether they saved money on their bills; and 

whether the customers ultimately reduced their usage. 

RESPONSE 29: Big Sandy RECC has no history with regard to TOU rates. 



Request 3 0 
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Witness: Big Sandy: JEFF PRATER 

Request 30: 

iinpediineiits to tlie broad use of Smart Grid, iiicludiiig but not limited to the following: 

What proposals will tlie coinpany present to deal with technological 

a. low and fixed-income individuals who do riot have Inteiiiet 

resources at their home; 

b. multiple foiiiis of telecoiniiiuiiications techiiology used to access 

infonnatioii (i.e., analog, cellular, VOIP); aiid 

c. multiple and proprietary teclmology and software options in the 

market that may lead to issues of compatibility? 

RESPONSE 30: Big Sandy RECC has applied for pre pay iiietering system aiid is currently 

waiting upon approval fi-oin the Keiituclcy Public Service Commission. Many of these 

concerns were addressed during this process. It was Big Sandy RECC’s stand that internet 

service was not mandatory to participate in pre pay metering, Our modes of commuiiication 

were set as: einail, text, or autoiriated plioiie messages. 

Plus, Big Sandy RECC lias a fully implemented AMI metering system. However, our 

consumers are still provided with a hard copy of their billing each month. Thus, this 

implementation does not change our coinmunication fornis with our consuiners - it remains tlie 

same as pre implementation. 

These two situations are the only ones that Big Sandy RECC lias faced concerning the above 

mentioned issues. Furthermore, we do not for see any technological impediment in 

providing electric service with cui-reiit AMI System. 



Request 3 1 
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Request 31 : Assume: Full deployinelit of Smart Giid at the residential ratepayer 

level coiisistiiig of a household with only Energy Star appliances, an HVAC system with 

at least a 15 SEERS rating, etc. and any smai-t grid apparatuses/eqLiipirieiit for 

intei-coimectivity with the electricity provider (including generation, transiriission and 

distribution). East Kentucky Power 

a. Does the company agree that if full deployment of the 

inagiiitude described in the above question occurs, the average residential ratepayer 

could experience a significant capital outlay? 

b. 

c. 

If so, what are the projected costs? 

I f  no costs are anticipated by the electric provider, why not? 

RESPONSE 31: Big Sandy RECC references the response to AG Request 3 1 submitted by 

EICPC and adopts that response as its own. 



Request 3 2 

Request 32: 

Page 1 o f 1  
Witness: Big Sandy: JEFF PRATER 

In regard to appliances, such as refrigerators or lighting, does the 

company agree that in the long run, it is cheaper for the end-user liiiiiself/hei-self to make 

that capital outlay for the purchase of the appliance or lighting tlian have the company 

provide the appliance(s) and build tlie costs into the company's ratebase which would then 

include a profit coinpoileiit for the company on an on-going basis? 

RESPONSE 32: Big Sandy RECC references the response to AG Request 32 submitted by 

EIQC and adopts that response as its own. 



Request 33 
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Request 33: 

011 telephoiiy (whether landline, fiber optic, wireless or VOIP) at the end-user level for the 

end-user to participate in l i idher  altering his/her electricity usage patteiiis or behavior. 

Confirni that the Smai-t Grid depends, at least in pai-t, i f  not exclusively, 

ONSE 33: Please refer to Big Sandy RECC’s RESPONSE 30 above. 



Request 3 4 
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Request 34: 

liinited access or even complete absence of access to telephony will interfere with, if not 

prevent, the heployinent of tbe Smart Giid at the end-user level. 

If the answer to the above question is in the affirmative, confirm that 

RESPONSE 34: Big Sandy RECC’s would not be unable to answer this question at this 

time. As, we have no first-hand experience regarding this matter that pertains to the end-user 

level. 



Request 3 5 
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Request 35: If the company intends to install infrastructure/sofware allowing 

for the transmission of Smart Gridsmart Meter data over its distributiordtrarismission 

conductors arid networks, provide estimates, or actual numbers, for tlie costs of doing 

so. 

RESPONSE 35: Big Saiidy RECC fully iiiipleinented an AMI system in 2008. As 

this implementation took place close to 5 years ago, the retrieval of actual iiuinbers is 

not feasible. Therefore, Big Sandy RECC’s estimated costs for this project were 

$246.00 per metering point. 



Request 3 6 
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Request 36: 

deploy in its Smart Grid that will be interoperable regardless of the coininunications 

Is there a standard communications’ protocol that the company will 

provider? 

a. If not, explain how the company plans on addressing any problems that might 

arise. 

RESPONSE 36: Our communications’ protocol is established by Aclara. They offer a 

unique protocol that links the meter to the substation receiver. Any modem 

coininunications may be used including, but not limited to, broadband, internet, DSL, 

satellite DSL, traditional phone lines, etc. to connect with the substation receiver. 



Request 3 7 
Page of _11__ 
Witness: Big Sandy: JEFF PRATER 

Request 37: 

not be more cost-effective to invest in infrastructure hardening (for example, utilizing 

If improved reliability is the goal of Smart Grid/Smai-t Meter, would it 

protocols and standards developed and iinpleineiited by many utilities in liui-ricane-prone 

regions)? 

RESPONSE 37: Big Sandy RECC references the response to AG Request 37 submitted by 

EKPC and adopts that response as its own. 



Request 3 8 
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Weq ues t 38 : 

Ciid/Smart Meter iiifrastructure (both hardware and software) and any resulting in 

stranded costs. (This question and the subparts should be construed to relate to both tlie 

Smart Grid Iiivestineiit Standard as well as tlie Smart Grid Infoilnation Standard.) East 

Kentucky Power 

Desciibe the company's plans to avoid obsolescence of Smart 

a. Desciibe who would pay for stranded costs resulting from 

obsolescence. 

b. With regard to tlie recovery of any obsolete investment, 

explain the financial accounting that should be used (as in account entry, consideration of 

depreciation, time period involved, etc.). 

RESPONSE 38: Big Sandy RECC references the response to AG Request 38 submitted by 

EISF'C and adopts that response as its own. 
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Request 39: With regard to interoperability standards, does the company agree that 

Smai-t Grid equipment and technologies as they currently exist, and are cei-tain to evolve in 

the future, are not a one size fits all approach to the Commonwealth? 

RESPONSE 39: Big Sandy RECC references the response to AG Request 39 submitted by 

EICPC and adopts that response as its own. 



Request 40 
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Request 40: Is dynamic pricing strictly defined as TOU? East I<entucky Power 

a. 

b. 

If not, explain why not. 

Is the coiripany requesting that dynamic pricing be voluntaiy or 

involuntary, if at all? 

SPONSE 40: Big Sandy RECC references the response to AG Request 40 submitted by 

EISPC and adopts that response as its own. 
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Request 41: 

programs in place in Kentucky. 

Please explain in detail whetlier tlie company has any dynamic 

a. 

b. 

For each program, provide the nuiiiber of participants. 

For each program, state whether those participants on 

aggregate have saved costs on their bills. 

c. For each program, state whether those participants on 

aggregate have saved costs on their bills. 

d. For each program, state whetlier each participant has 

saved costs on liis/her/its bills. (The question is not intended to request any 

private identifier information.) 

RESPONSE 41: Big Sandy RECC has no dynamic piicing prograins. 



Request 4 2 
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Request 42: 

EISA 2007 Smart Grid Investment Standard? If not, why not? 

Does the company recommend the Commission to foiinally adopt the 

SPONSE 42: Big Sandy RECC references the response to AG Request 42 submitted by 

EKPC and adopts that response as its own. 



Request 43 
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Request 43: 

EISA 2007 Smai-t Grid Information Standard? If not, why not? 

Does the company recommend the Commission to formally adopt the 

RESPONSE 43: Rig Sandy RECC references the response to AG Request 43 submitted by 

EIQC and adopts that response as its own. 



Request 44 
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Request 44: Does the company recommend issuing an IRP Standard? 

a. If so, what concellis does the company have with a standard, 

including "priority resource," especially as it relates to cost-effectiveness? East Kentucky 

Power 

b. What concerns would the company have with a standard as it affects CPCN 

and rate applications? 

RESPONSE 44: Rig Sandy RECC references the response to AG Request 44 subiiiitted by 

EKPC and adopts that response as its own. 
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Request 45: 

iiifi-astiucture should be done before deploying TOU rates or dynamic piicing? If not, why 

not? 

Does the company agree that any iiivestineiit in grid inodeiiiizatioii 

RESPONSE 45: Big Sandy RECC references the response to AG Request 45 submitted by 

ETQC and adopts that response as its own. 



Request 46 
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Request 46: 

the coinpaiiy believe that it provides the fundamental basis for the Cominoiiwealth as a 

Regarding the Kentucky Smart Grid Roadniap Initiative (KSGRI), does 

whole to proceed with Smart Grid given its lack of incorporating all electric utilities such as 

iiiuiiicipalities and the TVA, along with its distribution companies? If yes, please explain 

why. If not, please explain why not. 

RESPONSE 46: Big Sandy RECC references the response to AG Request 46 submitted by 

EIWC and adopts that respoiise as its own. 
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Request 47: 

is, or will become, so interconnected that all electric entities in any way involved or 

associated with the generation, traiisinissioii aiid/or distribution of electiicity should be 

included and participate to some degree with S1nai-t Giid if it is to come to fruition? If yes, 

please explain why. If not, please explain why not. 

Does the company believe that the Coininonwealth's electric industry 

RESPONSE 47: Big Sandy W C C  references the response to AG Request 47 submitted by 

EIWC and adopts that response as its own. 



Request 4 8 
Page 1 of 1 
Witness: Big Sandy: JEFF PRATER 

Request 48: Does the company believe that any Smart Grid Iiivestineiit will bigger 

a CPCN case? If not, why not? 

RESPONSE 48: Big Sandy RECC references the response to AG Request 48 submitted by 

EIQC and adopts that response as its own. 



Request 4 9 

Witness: Big Sandy: JEFF PRATER 
Page 1 of ~ 1 

Request 49: 

economically feasible for the end-user and be supported by a cost- benefit analysis? 

Does the company believe that Dynamic Piicing should be 

RESPONSE 49: Big Sandy RECC references the response to AG Request 49 submitted by 

EKPC and adopts that response as its own. 



Request 50 
Page 1 of 1 
Witness: Big Sandy: JEFF PRATER 

Request 50: 

Smart Grid, please explain in detail if lcnowii or contemplated. 

If additional education is conteinplated with the deployinent of the 

RESPONSE 50: Big Sandy RECC references the response to AG Request SO submitted by 

EI<PC arid adopts that response as its own. 



TO: ALL SEDC MEMBERS 
FROM: RON CAMP 
SUBJECT: 
DATE: OCTOBER 10,2008 

INDENTITY THEFT AND RED FLAG RULES 

In the last month, we have received numerous inquiries on SEDC’s position on the Red 
Flag Regulations. As of late, emails have been circulating as to  how best to address these 
issues as a group. Due to this activity, I am writing to  explain our position on the Red 
Flag Regulations (referred t o  as rules) and how we can be of assistance to our members. 

As far as we can tell, SEDC is not really a part of the Red Flag guidelines. These 
regulations need to be addressed by each utility except for the requirement for 
“Oversight” of a third party service provider. For this reason, I am attaching an SEDC Red 
Flag Service Provider Oversight document along with relevant policy documents. These 
documents will be enforced with regard to  SEDC employee access to  the data of your 
members, whether access is through dial-in, request for databases, or information 
submitted by your employees in the form of printed material. It is SEDC’s intent for this 
documentation to satisfy your utility’s oversight requirement. 

From a practical point of view, however, we realize we must be part of any change you 
feel needs to  be made in the software that reflect your individual utility’s need to  
comply with the FTC ruling. Here in lies the problem faced by al l  software development 
companies regarding the FTC regulations. We are not aware of any specific software 
specifications of a regulatory nature that dictate required software changes of any kind. 
These regulations, in comparison to  the PCI requirements which, t o  the credit of the 
credit card companies, are very clear, the FTC’s Red Flag Rules are not clear or specific. 

Of course, we a t  SEDC want t o  be as helpful in making changes as we can, but as of this 
writing, we have over 200 separate groups deciding the interpretation of these rules 
and how t o  comply. In fact, a central theme of the Red Flag Rules is that each creditor- 
utility organization is to design and implement a program appropriate to their size and 
complexity as well as the nature of their operations. In short, there is no one size f i ts  all. 



For this reason, I ask that all requests for software changes on this matter be submitted 
to our advisory committee for Consideration. There needs to be a clearing house for 
these issues. In no way does SEDC want to appear to be the limiting factor in utilities 
achieving what they feel must be done; however, it needs to be understood that left 
unorganized the number and nature of these requests could create an unmanageable 
workload for SEDC that would not be necessary or in the best interest of all members. 

SEDC has already begun some logical changes, such as masking SSN numbers on screens, 
and we will continue to evaluate requested changes as to need and scope of effort. The 
utility would always have the option to have specific changes not recommended by the 
advisory committee done by contractors and incorporated into the code if they are of 
the mind that the issue is critical to their program. 

I hope this letter outlines what we all feel is necessary to address such an undefined 
task. Please be assured we will continue to  work with our members in every way 
possible. 

Si  nce re1 y, 

Ron Camp 
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Board of Directors 
Dell SecureWorks 

Scope 

We have examined Dell Secureworks’ accompanying Description of Dell SecureWorks’ 
Controls for the Counter Treat Platform (CTP) supporting Dell Secureworks Managed Security 
Services (MSS) system throughout the period May 1, 2012 to October 31, 2012 (Description) 
and the suitability of the design and operating effectiveness of controls described therein to 
achieve the related control objectives stated in the Description. The Description indicates that 
certain control objectives specified in the Description can be achieved only if complementary 
user entity controls contemplated in the design of Dell Secureworks’ controls are suitably 
designed and operating effectively, along with related controls at the service organization. We 
have not evaluated the suitability of the design or operating effectiveness of such 
complementary user entity controls. 

Dell Secureworks uses certain subservice organizations to provide certain services listed in 
Appendix A. The Description includes only the controls and related control objectives of Dell 
SecureWorks and excludes the control objectives, and related controls of the subservice 
organizations listed in Appendix A. Our examination did not extend to controls of the 
organizations listed in Appendix A. 

The information in the accompanying Other Information Provided by Dell Secureworks is 
presented by management of Dell Secureworks to provide additional information and is not part 
of Dell SecureWorks’ Description. Such information has not been subjected to the procedures 
applied in our examination and, accordingly we express no opinion on it. 

Dell Secure Works’ responsibilities 

Dell Secureworks has provided the accompanying assertion titled, Report of Management on 
Dell Secureworks, Inc. Counter Threat Platform Managed Security Services (Assertion) about 
the fairness of the presentation of the Description and suitability of the design and operating 
effectiveness of the controls described therein to achieve the related control objectives stated in 
the Description. Dell SecureWorks is responsible for preparing the Description and Assertion, 
including the completeness, accuracy, and method of presentation of the Description and 
Assertion, providing the services covered by the Description, specifying the control objectives 
and stating them in the Description, identifying the risks that threaten the achievement of the 
control objectives, selecting the criteria stated in the Assertion] and designing, implementing] 
and documenting controls to achieve the related control objectives stated in the Description. 
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Service auditor’s responsibilities 

Our responsibility is to express an opinion on the.fairness of the presentation of the Description 
and on the suitability of the design and operating effectiveness of the controls described therein 
to achieve the related control objectives stated in the Description, based on our examination. 
We conducted our examination in accordance with attestation standards established by the 
American Institute of Certified Public Accountants. Those standards require that we plan and 
perform our examination to obtain reasonable assurance about whether, in all material respects, 
the Description is fairly presented and the controls described therein are suitably designed and 
operating effectively to achieve the related control objectives stated in the Description 
throughout the period May 1, 2012 to October 31, 2012. 

An examination of a description of a service organization’s system and the suitability of the 
design and operating effectiveness of the service organization’s controls described therein to 
achieve the related control objectives stated in the Description involves performing procedures 
to obtain evidence about the fairness of the presentation of the Description and the suitability of 
the design and operating effectiveness of those controls to achieve the related control 
objectives. Our procedures included assessing the risks that the Description is not fairly 
presented and that the controls were not suitably designed or operating effectively to achieve 
the related control objectives. Our procedures also included testing the operating effectiveness 
of those controls that we consider necessary to provide reasonable assurance that the related 
control objectives were achieved. An examination engagement of this type also includes 
evaluating the overall presentation of the Description, the suitability of the control objectives, 
and the suitability of the criteria specified by the service organization and described in the 
Assertion. We believe that the evidence we have obtained is sufficient and appropriate to 
provide a reasonable basis for our opinion. 

Inherent limitations 

The Description is prepared to meet the common needs of a broad range of user entities and 
their independent auditors and may not, therefore, include every aspect of the system that each 
individual user entity may consider important in its own particular environment. Because of their 
nature, controls at a service organization may not prevent, or detect and correct, all errors or 
omissions in Managed Security Services provided by Dell Secureworks. Also, the projection to 
the future of any evaluation of the fairness of the presentation of the Description, or conclusions 
abaut the suitability of the design or operating effectiveness of the controls to achieve the 
related control objectives is subject to the risk that controls at a service organization may 
become ineffective or fail. 
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Opinion 

In our opinion, in all material respects, based on the criteria described in Dell Secureworks’ 
Assertion: 

a. the Description fairly presents the CTP MSS system that was designed and 
implemented throughout the period May 1, 2012 to October 31, 2012. 

b. the controls related to the control objectives stated in the Description were suitably 
designed to provide reasonable assurance that the control objectives would be achieved 
if the controls operated effectively throughout the period May 1, 2012 to October 31, 
201 2 and if user entities applied the complementary user entity controls contemplated in 
the design of Dell SecureWorks’ controls and if subservice organizations applied the 
controls contemplated in the design of Dell Secureworks’ controls throughout the period 
May 1, 2012 to October 31, 2012. 

c. the controls tested, which together with the complementary user entity controls and 
subservice organizations’ controls referred to in the scope paragraph of this report if 
operating effectively, were those necessary to provide reasonable assurance that the 
control objectives stated in the Description were achieved, operated effectively 
throughout the period May 1, 2012 ta October 31, 2012. 

Description of tests of controls 

The specific controls tested and the nature, timing, and results of those tests are listed in the 
accompanying Description of Control Objectives, Controls, Tests and Results of Tests section 
(Description of Tests and Results). 

Restricted use 

This report, including the description of tests of controls and results thereof in the Description of 
Tests and Results, is intended solely for the information and use of Dell Secureworks, user 
entities of Dell SecureWorks’ CTP MSS system during some or all of the period May 1, 201 2 to 
October 31, 2012, and the independent auditors of such user entities, who have a sufficient 
understanding to consider it, along with other information including information about controls 
implemented by user entities themselves, when assessing the risks of material misstatements of 
user entities’ financial statements. This report is not intended to be and should not be used by 
anyone other than these specified parties. 

November 12, 2012 
Atlanta, GA 
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SecureWorks 

November 12,2012 

We have prepared the accompanying Description of Dell Secureworks’ Controls for the Counter 
Threat Platform (CPP) supporting Dell SecureWorks Managed Security Services (Description) 
of Dell Secureworks (Service Organization) for users of the system during some or all of the 
period May 1, 201 2 to October 31, 201 2 (user entities)-and their independent auditors who have 
a sufficient understanding to consider the Description, along with other information, including 
information about controls implemented by user entities themselves, when assessing the risks 
of material misstatements of user entities’ financial statements. The management of Dell 
Secureworks confirms, to the best of its knowledge and belief, that: 

a. the Description fairly presents the CTP Managed Security Services system (System) 
made available to user entities during the period May 1, 2012 to October 31, 2012. 
Managed Security Services provided by Dell Secureworks uses various subservice 
organizations to provide backup tapes storage services and various inspection and 
maintenance services. The Description includes only the controls and related control 
objectives of the Service Organization and excludes the control objectives, and related 
controls of subservice organizations listed in Appendix A. The criteria we used in making 
this assertion were that the Description: 

( I )  presents how the System made available to user entities was designed and 
implemented, including: 

0 

0 

the types of services provided; 

the procedures, within bath automated and manual systems, by which those 
services are provided to user entities; 

how the System captures and addresses significant events and conditions; 

the process used to prepare reports or other information provided to user 
entities; 

specified control objectives and controls designed to achieve those 
objectives; 

controls that, in designing the System, we contemplated would be 
implemented by user entities in order to achieve the specified control 
objectives (Complementary User Entity Controls); 

other aspects of our control environment, risk assessment process, 
information and communication systems (including the related business 
processes), control activities, and monitoring controls that are relevant to the 
services provided. 

0 

0 

0 

e 

(2) does not omit or distort information relevant to the scope of the System, while 
acknowledging that the Description is prepared to meet the common needs of a 
broad range of user entities and their independent auditors, and may not, therefore, 
include every aspect of the System that each individual user entity and its 
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SecLireWorks 
-I- 

independent auditor may consider important in the user entity’s own particular 
environment. 

b. the Description includes relevant details of changes to the System during the period from 
May 1, 2012 to October 31, 2012. 

c. the controls related to the control objectives stated in the Description, which together 
with the complementary user entity controls and subservice organizations’ controls 
referred to above if suitably designed and operating effectively, were suitably designed 
and operated effectively throughout the period May 1, 2012 to October 31 2012 to 
achieve those control objectives. The criteria we used in making this assertion were that 

( I )  the risks that threaten the achievement of the control objectives stated in the 
Description have been identified by the service organization; 

(2) the controls identified in the Description would, if operating as described, provide 
reasonable assurance that those risks would not prevent the control objectives 
stated in the Description from being achieved; and 

controls were applied by individuals who have the appropriate competence and 
authority. 

(3) the controls were consistently applied as designed, including whether manual 

Dell Secureworks 
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For the period May -I, 2012 through October 3-I, 2012 
Overview of Operations 

Dell SecureWorks is a provider of information security services with more than 3,200 customers 
worldwide. Organizations of all sizes, including more than 15 percent of the Fortune 500, rely on 
Dell Secureworks to protect their assets, support compliance and reduce costs. The 
combination of security knowledge and expertise, purpose-built security technology and 
processes, and excellent customer service makes Dell Secureworks one of the premier 
providers of information security services. Positioned in the Leader’s Quadrant of Gartner’s 
Magic Quadrant for Managed Security Service Providers (MSSP) and recognized as a Leader in 
the latest Forrester Wave, Dell Secureworks has been recognized by SC Magazine’s readers 
with the “Best Managed Security Service” award for 2006, 2007, 2008, 2009 and 201 1, and has 
been named to the Inc. 500, Inc. 5000 and Deloitte lists of fastest-growing companies. 

Dell Secureworks was founded in 1999 to protect organizations from Internet threats. A pioneer 
in the industry, Dell Secureworks has grown by combining advanced technology with security 
expertise to offer organizations a broad array of award-winning information security services. 

In February of 201 1, Secureworks was acquired by Dell, Incorporated (Inc.) to expand its 
portfolio of enterprise-class Information Technology (IT)-as-a-Service solutions. As part of the 
acquisition certain business functions, such as certain legal, accounting and Human Resources 
(HR) functions, have been integrated into Dell corporate functions. 

Description of services provided by Dell Secureworks 

Managed Network IDS/IPS 

Dell Secureworks’ Managed Intrusion Prevention and Detection service (IDSAPS) provides full 
lifecycle management of network IPS and IDS devices to ensure optimum performance and 
protection. Using intelligence from the Dell Secureworks’ Counter Threat Unit, certified experts 
fine-tune countermeasures to their customers’ environment in order to protect against the latest 
threats. IPS and IDS alerts are monitored, correlated and assessed in real time by Dell 
Secureworks’ Security Analysts, who identify threats and respond accordingly to protect the 
customers’ critical assets. Dell Secureworks’ Managed IDS/IPS service supports existing 
deployment of IDS/IPS infrastructure, as well as several other market-leading products. Dell 
Secureworks’ proprietary isensor IPS solution can also be included in the service as a cost- 
effective, fully managed bundle. 

Features of this service include: 

24x7~365 real-time monitoring by Global Information Assurance Certification (GIAC) 
certified security experts 

Real-time blocking of malicious Internet activity before compromise 

Proactive administration, signature tuning and maintenance 

Countermeasure deployment based on industry-leading threat visibility 

On-demand security, board-level and compliance reports 

Q 

e 

Q 

Q 

e 
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Managed IDS/IPS with isensor 

For organizations seeking to implement IDSAPS technology or upgrade their infrastructure, Dell 
SecureWorks offers a cost-effective product and service bundle using isensor IPS appliances. 
Dell SecureWorks provides full lifecycle management of isensor devices, from design and 
implementation to ongoing management and monitoring. Managed IDSlIPS with isensor 
features include: 

Site review, planning and IDSAPS implementation 

Real-time prevention of threats 

24x7~365 real-time analysis of events by GlAC GClA (Global Certified Intrusion Analyst) 
certified security analysts 

High-fidelity signatures developed by the Counter Threat Unit (CTU) based on industry- 
leading threat visibility 

Advanced correlation across all log and event sources, vulnerability scanning data and 
threat intelligence 

Statistical analysis and anomaly detection 

On-demand security, board-level and compliance reports 

Unlimited and unmetered expert support and recommendations 

Managed Firewall 

Dell SecureWorks’ Firewall Management service provides 24x7~365 proactive administration, 
monitoring and maintenance of firewall infrastructure. The Firewall Management service is 
tailored to each customer’s environment, leveraging proven practices to ensure appropriate 
network access while preserving the availability, integrity and privacy of information. Dell 
SecureWorks’ certified analysts monitor firewall health events and traffic logs in real time, 
identifying threats before they impact critical assets and alerting response personnel. Dell 
SecureWorks supports both, the traditional Managed Services model, where customers have 
limited or no administrative privileges for the Managed Firewall, as well as a co-managed 
services model, where customers retain ownership and administrative rights to their firewalls to 
the extent that they prefer. This service includes: 

Firewall installation, configuration, auditing and maintenance 

Total lifecycle management including performance and troubleshooting 

24x7 firewall monitoring to detect known and unknown threats 

Concise easy to understand reporting 

e 

e 

0 

Managed Web Application Firewall 

To help organizations protect their web applications, Dell Secureworks’ Managed Web 
Application Firewall service provides 24x7~365 management and real-time monitoring for Web 
Application Firewalls. Leveraging years of security experience, analysts can support the entire 
Web Application Firewall (WAF) lifecycle including: 

PRIVATE AND CONFIDENTIAL 
‘This report is intended solely for the management of Dell Secureworks, the customers of Dell SecureWorks and the 

independent auditors of Dell Secureworks. 
12 



Solution design and deployment 

Continuous tuning and configuration management 

Real-time event monitoring and analysis 

e 

e 

Q Maintenance, backup and recovery 

Q Performance and availability management 

o Comprehensive security ‘and compliance reporting 

Managed Host Intrusion Prevention 

Dell Secureworks’ Managed Host Intrusion Prevention Service protects systems from attacks 
that can damage applications, data, or the underlying operating system. This service delivers 
protection at the host level by blocking behavior that signals malicious activity. This service 
includes: 

e Real-time behavior-based attack blocking 

0 

e 

o 

Protection against attacks that bypass perimeter security 

Policy set management, automatic updates and all other maintenance 

24x7~365 real-time monitoring and response 

Comprehensive reporting 

Log Monitoring 

Dell Secureworks’ Log Monitoring Service provides 24x7~365 vigilance over critical information 
assets. Dell Secureworks’ security analysts monitor, analyze and respond to security events 
from security devices, network infrastructure, servers, databases, applications or any other 
critical information asset in real-time. Service features include: 

Q 

o Vendor neutral, infrastructure-wide coverage 

e 

Q 

e 

e 

Expert analysis by GIAC GClA certified team of Security Analysts 

Real-time, 24x7 monitoring, correlation and incident response 

Risk discovery with remediation details and workflow with ticketing 

On-demand security and compliance reports through the real-time customer Portal 

Unlimited support from security experts for many managed services 

Managed L-og Retention 

Dell Secureworks’ Managed Log Retention helps organizations satisfy security and compliance 
requirements for log collection, storage and reporting without the management overhead and 
capital expense required for log management products. Leveraging Dell Secureworks’ 
Logvault, LogLogic and Arcsight technology, Managed Log Retention is a cost-effective option 
that integrates seamlessly with other Managed Security Services to provide customers with 
comprehensive s,ecurity and compliance solutions. This service: 

e Satisfies log retention requirements for North American Energy Reliability Corporation 
(NERC CIP), Payment Card Industry (PCI) security standards, Federal Financial 
Institutions Examination Council (FFIEC), Sarbanes-Oxley (SOX) and other regulations 
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Provides on-demand access to all raw log data 

Supports security and network troubleshooting 

Maintains forensically sound log data for investigation and court proceedings 

Features no management or maintenance overhead 

Integrates seamlessly with other services for total security and compliance solutions 

@ 

e 

e 

Security Information Management (SIM) On-Demand 

Dell Secureworks’ SIM On-Demand Service allows organizations to attain all the benefits of 
SIM technology, without experiencing the drawbacks of installing, managing and maintaining a 
complex SIM deployment. Dell SecureWorks’ SIM On-Demand Service delivers event 
aggregation, correlation and reporting “in-the-cloud,” requiring no lengthy software 
implementations. The SIM On-Demand service can be up and running in a matter of days, 
immediately presenting actionable information, a consolidated view of the security status of 
critical assets and on-demand compliance reports via the secure web-based Dell Secureworks 
Portal. Service features include: 

e Rapid implementation and no management overhead 

Vendor neutral, infrastructure-wide event aggregation and advanced correlation 

Asset classification, remediation workflow and 24x7 access to Dell Secureworks’ 
security experts 

On-demand security and compliance reports through Dell Secureworks’ real-time 
customer Portal 

B 

o 

Vulnerability Management 

Dell SecureWorks’ Vulnerability Management service identifies exposures and weak spots in 
customer environments by performing external scanning and internal scanning across the 
network. Provided as an on-demand service, Vulnerability Management enables vulnerability 
scanning without the hardware, software and maintenance requirements of scanning products. 
Vulnerability results can be integrated into Dell Secureworks’ other Managed Seciirity Services, 
allowing threats against vulnerable and non-vulnerable systems to be assessed and prioritized 
accordingly. Features of this service include: 

Deep internal and external scanning 

Highly accurate results using vulnerability “chaining” and exploit confirmation 0 

e Detailed remediation guidance 

e On-demand security and compliance reports 

Web Application Scanning 

Leveraging Qualys web application scanning technology, the Web Application Scanning service 
proactively audits the security of web applications and their backend databases to identify flaws 
that could be exploited by attackers. Provided on-demand, Web Application Scanning helps 
organizations safeguard web applications, protect sensitive data and satisfy regulatory 
requirements. Service features include: 

e Comprehensive Web application scanning 
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Discovery of SQL Injection flaws, Cross-site scripting, etc. 

Detection of sensitive content in HTML (Card data, SSNs, etc.) 

Support for dynamic Web 2.0 technologies including JavaScript, AJAX and Flash 

Use of browser emulation to find and test all links 

Includes database scanning 

Threat Intelligence Service 

The Dell SecureWorks Counter Threat Unit (CTU) performs in-depth analysis of emerging 
threats and Zero-Day vulnerabilities. The C‘TU specializes in malware analysis, reverse 
engineering, counter intelligence, forensics, cybercrime monitoring and countermeasure 
development. Powered by CTU research, Dell Secureworks’ Threat Intelligence Service gives 
customers the early warning and actionable information needed to protect against emerging 
threats and vulnerabilities proactively, before they impact an organization. Service features 
include: 

D 

e Live Threat Intelligence briefings 

* 

0 Attacker database feed 

0 Custom malware analysis 

0 Emerging Threat Bulletins 

o Weekly Intelligence Summaries 

e Expert support and consultation 

Threat, vulnerability and advisory feeds 

In-depth analysis of Microsoft Updates 

Locations 

CTP is operated out of two data centers, one in Atlanta, Georgia (GA) and the other in Lombard, 
Illinois (IL) while security event monitoring and device management occur at the Security 
Operations Centers in Atlanta, GA, Providence, RI, Lombard, IL and Myrtle Beach, SC. 

The scope of this report is limited to certain Managed Security Services provided by Dell 
Secureworks using the Counter Threat Platform. No other services, products or locations are 
within the scope of this report. Additionally, implementation of firewalls and intrusion detection 
systems at customer locations based on specific customer requirements is outside the scope of 
this report. 
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Control Environment 

Organizational Structure 
Dell Secureworks is organized into nine major functional groups: 

ServiceslOperations IT staff delivers managed security service(s) to customers in order 
to provide 24x7~365 protection with expertise and customer service in accordance with 
defined service level agreements. The Executive Director of ServiceslOperations IT 
activities at Dell Secureworks oversees seven separate directorates: Counter Threat 
Platform-based Managed Security Services Delivery, IT0 Security Service Delivery, 
Email Messaging ServicelAlertFind Service Delivery, IT Operations, Dedicated Account 
Service Delivery, Quality-Custamer Experience, and Operations Project Management. 
Formal organization charts indicate the functions and reporting lines at Dell 
Secureworks. The hierarchical organization is conducive to control. IT operations, 
development and customer operations functions are organized to provide segregation of 
key functions with respect to development, data center support activities and customer 
service de I ive ry. 

Engineering focuses on developing and deploying innovative technologies to better 
protect and secure customers. 

The Chief Technology Office, which includes the Counter Threat UnitTM threat 
intelligence research team, proactively protects customers against cyber threats around 
the clock. These security experts uncover emerging threats and develop 
countermeasures through global visibility across the customer base and insight and 
information exchange across many elite threat research circles. 

Sales and Marketing drives demand for security services and brand through sales, lead 
generation, account management, relationship building activities, public relations, sales 
training, market research and marketing communications. 

Product Management defines and manages the feature/functionality for innovative 
security products and services that meet market requirements and bring value to 
customers. 

Security and Risk Consulting Services, conducts consulting services on behalf of Dell 
Secureworks, to include incident response & forensics, testing & assessments, 
compliance R certifications strategic residency services, critical infrastructure protection, 
and security & governance program development. 

Strategy drives security strategy alignment across other Dell, Inc. brisiness units. 

Global Expansion leads the strategy to build a presence in strategic international 
markets like Asia-Pacific and Latin America. 

The Information Security Office ensures that internal security systems and processes 
meet stringent regulatory compliance and the demands of our customers. 

Finance, Legal and HR administrative support are leveraged from Dell, Inc. 
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Security Management 

Dell Secureworks has established a formal security organization consisting of personnel from 
Risk Management and IT Operations, which, along with Corporate Information Security 
Committee (CISC), is responsible for setting security standards, assessing security risks, 
performing periodic IT security and control assessments, and facilitating security initiatives. 
Each functional area is responsible for the protection of systems and data under their control 
and carrying out the requisite security processes and procedures. Security Services Teams 
provide technology security direction to Dell Secureworks products and services. 

Personnel Security 

Dell Secureworks has adopted rigorous personnel security practices. Verification checks on 
staff are performed at the time of job application through the Dell corporate Human Resources 
division. Recurring background checks are performed annually for select operations personnel. 
Additional personnel security measures include the requirement of signed non-disclosure 
agreements for all Dell Secureworks personnel and visitors to Dell Secureworks facilities, 
documented job descriptions and disciplinary procedures for responding to violations. 

Dell SecureWorks attempts to attract and retain highly skilled technical professionals 
specializing in information and network security. Background and reference checks include a 
consumer credit report; county/federal criminal record search; education verification (highest. 
level completed); employment verification (most current employer only); federal criminal multi- 
jurisdictional record search (compilation of various database sources, includes foreign asset 
ownership, “world check international crime review and sex offenses); social security number 
trace and address locator database. 

During the application process, prospective employees are required to sign an authorization and 
release for a background review. As a condition of employment, employees are also required to 
sign a Non-Disclosure Agreement, Employee Agreement. Regarding Confidentiality and 
Inventions as well as a User Access Agreement defining information security and physical 
security requirements and an acknowledgement of Dell and Dell Secureworks’ policies. 

In termination proceedings, there are at least two members of management involved with one 
being a member of the executive team, most often the VP of Human Resources, and the other 
being the employee’s supervisor. All computer and network accesses are revoked through an 
electronic ticketing system known as the Electronic System Resource AccesslAuthorization 
Request (eSRAAR). Company property and access cards are collected at the time of 
termination. Terminated employees are immediately removed from their positions once they 
have been discharged and physical and logical access is revoked; he or she is then escorted 
from the workstation and out of the building. 

Risk Assessment 

Dell Secureworks has a formal risk assessment process in place to identify key risks and 
develop plans to address the risks uncovered during the assessment process. Dell 
Secureworks management periodically performs formal security risk assessments including an 
Enterprise Risk Assessment and an Information Security Risk Assessment. Risks are ranked 
based on the impact and likelihood of potential threats. The Dell Secureworks Board of 
Directors reviews the assessment on a periodic basis. 
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Monitoring and Compliance 

The Chief Information Security Officer (CISO) Corporate Security Manager is responsible for 
monitoring compliance with appropriate standards, activities, regulations and industry guidelines 
affecting Dell Secureworks. This is accomplished through an enterprise governance tool that 
assigns control standards to responsible individuals and measures the degree to which 
operational procedures are created and executed. Dell SecureWorks also invests in sending its 
employees to technical, legal, and industry conferences, meetings, and briefings. Risk 
Management and CISO personnel are responsible for ensuring that reports of noncompliance 
with security requirements are promptly addressed and that corrective measures are taken in a 
timely manner. 

A variety of management reports are used to monitor the level of services provided to 
customers. Exceptions to normal or scheduled processing through hardware, software or 
procedural problems are logged, reported, and resolved daily. Dell Secureworks senior 
management monitors the performance of each functional area by comparing it with established 
budgets, plans and operational benchmarks. 

Information and Communication 

Dell Secureworks has internal communications procedures to help ensure that all employees 
understand their individual role and responsibilities concerning processing and controls. lhese 
include formal and informal orientation and training programs, the use of e-mail messages to 
communicate time-sensitive information, internal department websites, periodic company and 
department meetings, formal product team meeting minutes, reports which include a summary 
of follow-up items, and scripts for both security and availability purposes that notify key 
personnel via e-mail and pager in the event of problems. The CIS0 publishes a quarterly 
internal security awareness newsletter. Customer communication processes are defined in 
Service Level Agreements and customer contracts. 

Information Systems - Counter Threat Platform 

Dell SecureWorks’ Counter ’Threat Platform Managed Security Services (“MSS”) provide 
continuous monitoring of an organization’s network security infrastructure. The Counter Threat 
Platform security monitoring tool was developed to leverage Dell SecureWorks’ security 
intelligence and provide customers with an early warning system for Internet-based security 
events. In addition, Dell SecureWorks’ event correlation and analysis tools enable proactive 
security and incident management. Dell Secureworks provides an extension to a customer’s 
existing network and security resources. Dell Secureworks’ MSS is built on a foundation of 
around-the-clock mission critical services that are rooted in Dell Secureworks’ Internet 
infrastructure. 

Architect we  0 vervie w 

The Counter Threat Platform’s architecture compiles a wide range of disparate data sources 
and data formats from security and network devices, and converts them into a single stream of 
security-related events. The system then analyzes and prioritizes these events using a multi- 
tiered correlation process. 
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Dell Secureworks’ Security Operations Center (SOC) team uses Counter Threat Platform for 
security event monitoring and response, device management, and customer communication. 
Dell Secureworks’ security professionals use Counter Threat Platform on a continuous basis to: 

Identify security issues and alert customers of relevant security issues while preparing 
appropriate response measures, such as activating Dell SecureWorks’ incident response 
and forensics team. 

Implement customer-directed changes to their infrastructure at any time of day, and 
provide ongoing management and maintenance of each customer’s security technology. 

Counter Threat Platform MSS customers have access to Dell Secureworks’ Customer Portal, 
which includes a security management dashboard where they are presented with relevant 
security information and reports. 
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Monitoring Overview 

The MSS monitoring framework is based on addressing the following issues: 

e Screening-out false “positive” events; 

e Determining the nature of the event to determine whether the event is ma,licious, third 
party software functionality or malfunction, or unintentional end-user activity; 

In the event of a malicious event, analysis metrics are applied to attempt to ascertain 
what the intruder was attempting; 

Preventing attempted malicious events; and 

Preventing future malicious events. 

0 

Counter Threat Platform begins its analysis by executing focused queries against the device 
information that has been collected. Then, through automated analysis of these queries, the 
Counter Threat Platform sends applicable significant events to the SOC to initiate a review by a 
Security Analyst who determines if further action is needed. 

Counter Threat Appliance 

Coiinter ’Threat Platform Managed Security Services uses the Dell Secureworks’ Counter 
Threat Appliance (CTA). This device provides a communication and management channel 
between the customer’s site and Dell SecureWorks’ SOC. The CTA captures security event 
logs, provides an encrypted communications channel for device management and becomes an 
active security agent, running a variety of security protection software. 

First Level Event Correlation 

When acting as an event collector, the CTA captures security information from a wide range of 
devices, including firewalk, IDSADP systems, host agents, network devices, applications, and 
operating systems. Through a process called filtering, the CTA reduces inbound event flows to 
relevant security data. This data is normalized and multiple logic engines are applied to the data 
in order to determine the likely severity of each event. Data that passes both the normalization 
and logic engine steps is transferred via an encrypted tunnel to Dell SecureWorks’ SOC for 
further analysis. 

Reliability Considerations 

The Dell Secureworks’ CTA also provides local data storage in order to capture all logs and 
data streams in the event that the Internet service is interrupted at the customer site. The CTA 
also provides a warm spare configuration that allows for rapid turn up of a replacement device in 
the case of hardware failure. Software upgrades are remotely distributed from Dell 
SecureWorks without requiring the customer’s assistance. 

Active Security Capabilities 

The Dell Secureworks’ CTA is a hardened device with an active firewall configured at all times. 
Connectivity to and from the device is restricted to logging activities and encrypted 
communications to the Dell Secureworks’ Operations Center. 
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Data center Reliability Considerations 

Counter Threat Platform is operated out of two data centers with replicated backend and 
redundant systems, one in Atlanta, Georgia (GA) and the other in Lombard, Illinois (IL). Dell 
Secureworks has developed formal backup rotation and storage procedures. Dell Secureworks 
uses Networker to back up applications and data to backup tapes. Backup schedules include 
daily incremental, monthly full and differential backups. If requested by management, certain 
critical savesets may have a more aggressive backup schedule. Backup tapes are stored locally 
in a fireproof container located in the Atlanta data center. Dell Secureworks has contracted with 
a third party vendor to provide secure offsite storage of backup media. 

Counter Threat Platform Security Operations Centers (SOC) 

Counter Threat Platform security event monitoring and device management occur at the SOCs 
in Atlanta, GA, Providence, RI, Lombard, IL and Myrtle Beach, SC. 

They are secure, highly available environments staffed on a continuous basis by security, 
customer care, and networking specialists. Dell Secureworks specialists monitor the status and 
availability of security devices, run vulnerability scans, manage and monitor intrusion detection 
systems and firewalls, manage and update customers’ security devices, and respond to security 
events. 

SOC Workflow 

Dell Secureworks’ SOC uses a transaction-based model for managing security events. The 
model relies on Counter Threat Platform’s data reduction and correlation engine to keep and 
distribute the events created by the system at a manageable level. 

With Counter Threat Platform’s transaction-based approach, security events automatically 
generate a prioritized event populated with relevant supporting information. The trouble ticket is 
then queued for handling by a MSS security analyst who takes ownership of the ticket and 
works with the customer to resolve the issue until completion. Customers may also report issues 
by submitting tickets using a web-based interface called Customer Portal. During the ticket 
handling process, the analyst may access information stored in the Counter Threat Platform 
system, including log information from customer devices, or may use Counter Threat Platform’s 
threat intelligence information to determine whether the problem exists with other client systems 
or other geographies. 

Based on the prioritization of the security event and the review of the trouble ticket by a security 
analyst, MSS initiates an appropriate response that may include blocking the attack, generating 
a report for the MSS customer to review on the Customer Portal, or contacting the customer for 
live support and to discuss proper response and remediation. In the event of a major incident, 
MSS will engage its incident response and forensics team, preserving data and evidence for 
use in the legal arena. MSS will further help the customer contain and recover from the problem. 

Dell Secureworks’ Customer Portal 

Dell SecureWorks’ Customer Portal is included in the Counter Threat Platform architecture and 
a primary point of contact for customer service and trouble ticketing. While providing access to 
near real-time security event reporting, the Customer Portal also presents timely security 
intelligence updates and a customized vulnerability management platform. 
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Dell SecureWorks’ Customer Portal employs SSL encryption and customers are authenticated 
to the Portal through the use of a combination of user account, password, and security token. 
The Customer Portal offers a wide range of reports, from executive summaries to in-depth 
technical commentary, regarding the state of each customer’s security devices. 

Key features of the Customer Portal include: 

a Management dashboard with seven-day vulnerability, event and ticket information; 

Sophisticated reporting that includes near real-time security events, vulnerability testing 
results, device configiiration reports and device usage reports; 

Vulnerability alert information; and 

Self-service ticketing systems, including the ability to create and modify trouble tickets. 

Communications Security 

Communications between Dell Secureworks and customer sites is secured via dedicated lines 
or virtual private networks (VPNs). For instance, where VPNs are used, 128-bit SSL encryption 
is used to secure communications between Dell Secureworks and customer sites. 

Operating System Access and Network Security 

System and network security is of critical importance to Dell Secureworks and its customers. 
Dell Secureworks has documented information privacy and security policies and procedures. In 
order to maintain a secure infrastructure, Dell Secureworks has certain security controls in 
operation. These controls include processes for managing user access to critical systems and 
devices, formal policies for authentication and password controls, and configuration standards 
for firewalls. Antivirus software, Symantec Liveupdate, is installed on users’ workstations that 
are used to connect to production systems. Dell Secureworks has developed a centralized 
access management process whereby access to Dell Secureworks systems, including network, 
the Counter Threat Platform applications and underlying infrastructure has to be approved by 
management. Business requirements (User Stories and Bugs) for each project team are 
captured in the project Confluence and JlRA project tracker pages on the intranet. 
Administrative access to Red Hat LINUX servers is controlled through the use of sudo (a 
program ‘for Unix-like computer operating systems that allows users to run programs with the 
security privileges of another user) and is restricted to authorized employees only. Similarly 
DBA access is limited to authorized employees serving as database administrators. Dell 
Secureworks has also defined password controls which includes minimum length, expiration, 
account lockout and password history. In addition, Dell Secureworks has implemented 
monitoring controls to identify potential security threats and notify Dell Secureworks personnel 
via e-mail or page, based on the severity of the threat. Authorized personnel are permitted to 
administer production servers and network devices only by strict controls and methods, and all 
access is logged and validated periodically. 

Physical and Environmental Security 

Dell Secureworks has implemented a variety of physical security and environmental controls to 
protect Dell Secureworks and customer assets at all Dell Secureworks locations. Production 
systems housed in Dell Secureworks data centers are protected by multiple tiers of physical 
security. The data centers enforce individual access control, through the use of two-factor 
authentication including biometrics. Individuals approved for unescorted data center access are 
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minimal and reviewed quarterly. Physical access to the data center is automatically logged. 
Visitors are required to sign a log, miist wear a visitor badge, and must be escorted while onsite. 
The data center facilities are manned continuously by on-site security personnel and the 
premises are continuously video monitored and recorded. Multiple generators, UPS, HVAC and 
fire suppression systems have been implemented at both Dell SecureWorks data centers. 

Operations and Change Management 

Dell Secureworks has formalized procedures for managing the Counter Threat Platform MSS 
production infrastructure. These procedures include: 

Monitoring system and network capacity and availability; 

Managing the process for updating and patching critical servers and network 
components; and 

Increasing the assurance that media containing sensitive customer data is handled and 
disposed of in a controlled fashion. 

e 

0 

Dell Secureworks has a Change Management Board that: meets twice a week to discuss and 
approve changes to the servers and network components, including firewalls. All changes, 
testing and approvals are tracked using Request for Change (RFC) tickets. Development and 
testing systems are physically and logically separated from production systems. Access to 
migrate changes into production is restricted to users with DBA privileges (databases) or sudo 
privileges (operating systems). 

Dell Secureworks has established a base operating systems build methodology to guide the 
process of server installations for IT Operations technicians. IT Operations personnel utilize the 
Kickstart tool to install and deploy templates and software packages for the Linux servers within 
the organization. Kickstart build changes are approved through the standards approval process 
and are made in conjunction with the Standards updates. 
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The control objectives specified by Dell Secureworks and the controls that achieve those 
control objectives are listed in the accompanying Description of Control Objectives, Controls, 
Tests and Results of Tests. 

User organizations are responsible for ensuring that account passwords 
are unique, not shared, non guessable, comply with security best practices 
in regard to length and complexity and are changed on a routine basis. 

User organizations are responsible for removing customer access to 
Dell Secureworks-supported systems in a timely manner when customer 
users are terminated or no longer require such access. 

User organizations are responsible for notifying Dell Secureworks of 
changes in customer authorized personnel that use the Portal. 

User organizations are responsible for providing adequate physical 

User organizations are responsible for determining whether Dell 

security over Dell SecureWorks-managed devices at the device location. 

Secureworks’ security infrastructure is appropriate for its needs and for 
notifying Dell Secureworks of any requested modifications to the service. 

User organizations are responsible for developing their own disaster 
recovery and business continuity plans that address their inability to 
access or utilize Dell Secureworks’ services 

In designing its system, De11 Secureworks has contemplated that certain complementary 
controls would be implemented by user organizations to achieve certain control objectives 
included in this report. The complementary user entity controls are listed below with a reference 
to their related control objectives in Description of Control Objectives, Controls, Tesfs and 
Results of Tests. 

6 

6 

6, 10 

3 

11 

5 

User organizations are responsible for ensuring information security 
policies and procedures are in place and followed by customer personnel. 

User organizations are responsible for authorizing access to the 
Dell Secureworks Portal and far ensuring the confidentiality of any mer  
accounts and passwords assigned to them for use with Dell Secureworks’ 
systems. 

6 
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I Complementary user entity controls 

User organizations are responsible for providing proper technical support 
of environment and equipment surrounding installation ansite at the device 
location. 

User organizations are responsible for working with Dell Secureworks 
onsite engineers to verify proper installation and testing of customer 
applications and network functionality. 

User organizations are responsible for ensuring that firewalls and intrusion 
detection systems implemented by CTP MSS have been configured in 
accordance with specific customer requirements. 

User organizations are responsible for providing proper and timely 
authorization for changes to the hardware and software that Dell 
Secureworks manages. 

User organizations are responsible for approving the implementation of 
Dell Secureworks-recommended operating system and software updates 
and patches in a timely manner. 

User organizations are responsible for maintaining escalation procedures 
for customer devices. 

Related control 
objectives 

11 

11 , 

11 

7, 8 

7, 8 

11,12 
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In planning the nature, timing and extent of our testing of the controls specified by 
Dell Secureworks, .we considered the aspects of Dell Secureworks’ control environment, risk 
assessment processes, information and communication and management monitoring 
procedures and performed such procedures as we considered necessary in the circumstances. 

Control objectives, controls, tests of controls and res 

On the pages that follow, the description of control objectives and the controls to achieve the 
objectives have been specified by, and are the responsibility of, Dell Secureworks. The testing 
performed by Ernst R Young and the results of tests are the responsibility of the service auditor 
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The information in this section is presented by management of Dell Secureworks to provide 
additional information and is not part of Dell Secureworks’ Description that may be relevant to a 
user organization’s internal control. Such information has not been subjected to the procedures 
applied in the examination of the Description applicable to Dell Secureworks and, accordingly 
we express no opinion on it. 

PRIVATE AND CONFIDENTIAL 
This report is intended solely for the management of Dell SecureWorks, the customers of Dell Secureworks and the 

independent auditors of Dell Secureworks. 
73 



Dell SecureWorks believes that control deviations discovered during the  SSAEI  6 audit d o  not 
p o s e  systemic weakness  and ,  in the view of the  company, sugges t  no  proximate threat or 
vulnerability. Layered defenses ,  to include privileged access restrictions through Active 
Directory as well as two-factor remote authentication requiring the SecurlD token, prevented 
a n y  terminated employees from gaining a n y  unauthorized access .  Additionally, the  Electronic 
SystemlResource Authorization Access  Reques t  (eSRAAR) h a s  added  unprecedented 
discipline to granting and revoking privileged accesses during onboarding and  termination, yet 
very limited instances may occur where accesses a r e  granted by management  (through 
appropriate ticketing) outside the process .  Dell SecureWorks is bolstering awareness  among all 
personnel on the  u s e  of eSRAAR and maintaining vigilance in ensuring only valid privileges a r e  
ass igned  and  retained through twice-annual access reviews known as iAttest. Moreover, 
unauthorized physical access w a s  not possible as badges  had been revoked a t  the  time of 
departure ,  and audit logs showed no attempted accesses by registered badge  holders. There is 
a quarterly review standard in place for physical access to sensitive computing facilities which 
CIS0 oversees .  
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This report is intended solely for the management of Dell SecureWorks, the customers of Dell SecureWorks and the 

independent auditors of Dell Secureworks. 
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Dell Secureworks uses the following subservice organizations to provide certain services. The 
control objectives and controls of these subservice organizations are outside the scope of this 
report. 

Iron Mountain provides archival tapes storage services. 

Prime Power has been contracted to service the Atlanta, GA locat,ion diesel generators. 

Patton Power Systems has been contracted to service the Lombard, IL location diesel 
generators. 

Carolina Temperature Control, Inc.’s Power Systems Group has been contracted to service 
the Myrtle Beach, SC location diesel generator. 

Schneider Electric has been contracted to inspect and service the Atlanta, GA and Lombard, 
IL UPS systems. 

Certified Fire Protection, Inc. provides inspection and maintenance services for the Atlanta, 
GA location fire alarms and suppression systems. 

Affiliated Customer Service, Inc. provides inspection and maintenance services for the 
Lombard, IL location fire alarms and suppression systems. 

Security Vision has been contracted to inspect and service the Myrtle Beach, SC fire 
suppression system. 

Pye Barker Consulting Company has been contracted to inspect and service the Myrtle 
Beach, SC fire extinguishers. 

McKenney’s Mechanical Contractors and Engineers provides HVAC inspection and 
maintenance services for the Atlanta, GA location. 

AMS Mechanical Systems, Inc. provides HVAC inspection and maintenance services for the 
Lombard, IL location. 

PRIVATE AND CONFIDENTIAL 
This report i s  intended solely for the management of Dell Secureworks, the customers of Dell Secureworks and the 

independent auditors of Dell Secureworks. 
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e rsi 

The Federal Trade Commission (FTC), the federal bank regulatory agencies, and the National 
Credit Union Administration (NCUA) have issued regulations (the Red Flag Rules) requiring 
financial institutions and creditors to develop and implement written identity theft prevention 
programs, as part of the Fair and  Accurate Credit Transaction (FACT) Act of 2003. The programs 
must be in place by November 1,2008 and must provide for the identification, detection, and  
response to patterns, practices, or specific activities - known as “red flags” -that could indicate 
identity theft. 

Critical to the aforementioned regulation is that a “Creditor - Utility Company”, which falls 
squarely within the scope of the regulation, must exercise appropriate and effective oversight 
of their “Service Provider.” Since SEDC, along with its subsidiaries, is the “Service Provider” for 
its utility customers, it is the intent of SEDC to satisfy the utility companies’ oversight 
requirement in a manner that does not jeopardize the current service levels SEDC’s customers 
have come to expect. 

This document provides high level descriptions of the various internal controls and policies t h a t  
exist within SEDC relating to securing SEDC’s customer data. 

Acknowledgment and Receipt of Identity Theft Policy 
All employees of SEDC and its subsidiaries are required to read and sign the “Acknowledgement 
and  Receipt of Identity Theft Policy” as a condition of employment. The purpose of the Identify 
Theft Policy is to raise awareness of the importance SEDC places on the security of customer 
data and  the consequences of violating the Identity Theft Policy (See Page 5). 

Customer Support 
As part of the Identity Theft Policy mentioned above, NO SEDC employees, including those in 
support roles, are to access a n y  parts of the utility’s system without express permission by the 
utility. These “parts” of a utility’s system include but are not limited to their network, servers 
on their network, databases located on those servers, and stored databases located at SEDC’s 
physical location for utilities utilizing the Disaster Recovery service. Employees in violation of 
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this policy are subject to removal from their current position, including dismissal. Employees 
are required to sign the Acknowledgment and Receipt of Identity Theft Policy which provides 
explicit details of the policy. 

I<ey points of this policy primarily directed a t  support personnel are as follows: 

3 

3 

3 

3 

3 

3 

3 

Access into customer’s systems, which includes a customer’s database residing in the 
SEDC facility, is strictly prohibited unless permission has been given by the customer to 
access those systems and or database(s). 

” .  

Personal information from a customer’s system is not to be downloaded, copied, or 
otherwise retrieved, if a t  all possible. 

The customer will be notified of the information retrieved, if it does become necessary 
to download, copy, or retrieve personal information stored on a customer‘s system. 

Under NO CIRCUMSTANCE will personal information stored on a customer’s system be 
distributed to  any third party without the written consent of the customer’s 
management. 

Personal information that is appropriately retrieved from a customer’s system will be 
placed in a secure location a t  the end of each working day. 

Personal information that is appropriately retrieved from a customer’s system and 
printed will be shredded once i t s  useful life has expired. 

The duty of al l  managers, supervisors, and employees is  to ensure that the above points 
are adhered to and monitored through observations and proprietary reporting systems. 
Violations from the above points are to be escalated to  any and al l  senior management 
including the CEO. 

In addition, the management of SEDC will notify customers of the nature and extent of a breach 
when it appears that such a breach is of a fraudulent nature. 

While SEDC recognizes the seriousness of Identity Theft, SEDC intends t o  apply a prudent 
approach in the application of the above policy such that service levels to  our customers are 
not jeopardized. 

Exceptions to The Above 

As a matter of practicality, certain exceptions do apply to the first item in the above policy, 

“Access into customer’s systems, which includes a customer’s database residing in the 
SEDC facility, is strictly prohibited unless permission has been given by the customer to 
access those systems and or datahase(s). 

These exceptions can be characterized as a single core foundational value which has been 
instrumental in SEDC’s thirty-two year success story. This foundational value is to  serve the 
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customer. Certain products and services provided to our community of utilities have become 
an extension of those utilities’ operations. Hence, requiring authorization on a minute by 
minute basis for certain types of services and functions provided by SEDC is simply impractical. 

For example, customers utilizing Disaster Recovery have agreed in the contract that “The 
customer will provide SEDC secure access to the customer’s data as specified by SEDC for 
database and log transfer.” Similarly, customers provided the various financial service services 
have agreed to  allow automated processes as well as manual processes on a 24/7 basis in 
achieving a reliable, efficient and effective payment processing service. These are just two real- 
time examples of processes actively engaged in your system as you read this document. 

The disaster recovery service is structured to  ensure the highest possible security level within 
an acceptable cost structure that ensures a prudent, efficient and effective solution to  a utility’s 
disaster recovery needs. 

The security attributes associated with the DR system are as follows: 

3 No open ports exist into the DR server firewall from the outside. 

3 The network is isolated with 100% segmentation. 

3 Customers’ databases are stored on a dedicated, privately maintained HP 9000 server. 

3 Access to  the system is restricted t o  two Oracle DBAs and one Unix System 
Administrator, all of whom are employed by SEDC. 

3 Access is restricted to  a total of three IP addresses for the PCs assigned to  the DBAs and 
Unix System Administrator. 

3 Data is transmitted from the utilities t o  SEDC using UNIX’s Secured Shell Protocol (SSH). 
This secures the transmission of data using Best Practices encryption technology. 

3 Databases are backed up to  tape nightly and stored in a secure room. 

9 Tape backups are also stored a t  a secured offsite storage vendor on a weekly basis. 

3 This system is manitored daily between the two Oracle DBAs and the Unix System 
Administrator to  ensure the system maintains the highest level of security and reliability 
possible. 

Financial Services 

The financial services department of SEDC is  comprised primarily of bill payment services 
provided t o  SEDC’s utilities such as lockbox, credit cards, return check collection, e-checks and 
Mastercard RPPS-On-Line Payments. SEDC is currently in the final stage completing PCI 
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compliance requirements mandated by the credit card theft regulatory arm known as the PCI 
Council. Meeting the PCI compliance requirements ensures that extreme measures and policies 
have been adopted to  detect, prevent, and mitigate the risk of credit card information being 
stolen or improperly accessed, which is a subset of identity theft (See example 
Acknowledgement and Receipt of Payment Card Industry [PCI] Data Security Standards [DSS] 
Awareness form - Page 7). 

Additionally, many of these policies and procedures from the PCI compliance project have been 
applied to  the other financial service products. 
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GIVEN TO SEDCAND SUBSIDIARY EMPLOYEES 

Acknowledgment and Receipt of ldentitv Theft Policy 

Identity theft is fraud committed or attempted by using the identifying information of another 
person without his or her authority. Identifying information may include such things as their 
name, address, Social Security number, account number, date of birth, driver’s license number, 
and other unique electronic identification numbers or codes. SEDC provides software to  
utilities that stores a great deal of this type of information in an electronic format. 

Based on the FTC’s Fair & Accurate Credit Transactions Act of 2003, financial institutions, 
creditors and utilities are required to  establish an “Identity Theft Prevention Program”. The 
primary objectives of this program are to detect, prevent and mitigate identity theft. While 
SEDC is  not a financial institution, creditor or utility, SEDC’s employees have access to utilities’ 
consumer and employee personal information. 

Therefore, SEDC has adopted an “Identity Theft Prevention Program.” 

While many elements of the Identity Theft Prevention Program documentation already exist in 
SEDC’s Electronics Communication Policy, Information Security Policy, PCI Security Standards 
document and Acknowledgment and Receipt of Payment: Card Industry (PCI) Data Security 
Standards (DSS) Awareness document, this document - the Acknowledgement and Receipt of 
ldentity Theft Policy, is  designed to bring full attention to  acceptable work procedures relating 
to  SEDC’s customer data. 

The following are key points to the Identity Theft Prevention Program: 

3 Access into customer’s systems, which includes a customer’s database residing in the 
SEDC facility, is strictly prohibited unless permission has been given by the customer to  
access those systems and or database(s). 

3 Personal information from a customer’s system is not to  be downloaded, copied, or 
otherwise retrieved, if a t  all possible. 

3 The customer will be notified of the information retrieved, if it does become necessary 
to  download, copy, or retrieve personal information stored on a customer’s system. 

3 Under NO CIRCUMSTANCE will personal information stored on a customer’s system be 
distributed t o  any third party without the written consent of the customer’s 
management. 
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3 Personal information that is appropriately retrieved from a customer’s system will be 
placed in a secure location a t  the end of each working day. 

> Personal information that is appropriately retrieved from a customer’s system and 
printed will be shredded once i t s  useful life has expired. 

3 The duty of all managers, supervisors, and employees is t o  ensure that the above points 
are adhered to and monitored through observations and proprietary reporting systems. 
Violations from the above points are to  be escalated to  any and all senior management 
including the CEO. 

Your signature below indicates that you have read the above and have full understanding of the 
above. Failure to comply with the above policy WlLL LfADto disciplinary action. This 
disciplinary action may include termination. 

Printed Name of Employee: 

Employee’s Signature: Date: 

Printed Name of Management Witness: -__ 

Manager’s Signature: Date: 
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GIVEN TO SEDC AND SUBSIDIARY EMPLOYEES 

Acknowledgment and Receipt of Payment Card industry (PCI) Data Security 

. .  

Standards (DSS) Awareness 

Since part of SEDC’s business includes a Financial Services department that processes credit 
card transactions, all employees of the Company are expected to understand the importance of 
preserving the security of any and ali credit card information. PCI defines PAN (Primary 
Account Number) as the payment card number (credit or debit) that identifies the issuer and 
the particular cardholder account. It is  generally just called the credit card account number. 

For organizations that process credit card payments, PCI requires that policies, procedures and 
practices are in place that precludes the sending of unencrypted PANS by e-mail. 

It is therefore the policy of SEDC that e-mailing unencrypted PAN is strictly prohibited by al l  
employees of SEDC. There may be times when e-mailing encrypted PAN will be a necessity and 
in those cases the IT department must be contacted and Financial Services management must 
provide pre-approval in writing or by email. 

Your signature belaw indicates that you have read the above and have full understanding of the 
above. Failure t o  comply with the above policy may lead t o  disciplinary action, up to  and 
including termination. 

Printed Name of Employee: 

Employee’s Signature: Date: 

Printed Name of Management Witness: 

Manager’s Signature:. Date: 
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SU has developed an 1 

: Designed to detect, prevent and mitigate theft in connection 
with the opening or maintaining of any covered account. The program is 
consistent with fhe utility's mission to provide safe and reliable electiicity at the 
lowest possible price, whife being an active and supportive part of the communities 
we serve. 

Privacy Committee 
On November 1,2008, the Privacy Committee was formed under the leadership of 
represeiitation fi-om key areas iizcluded: 

Name Department Res p msibili ties 

Jeff Prater Senior Management ~peiat ions  Management 
Field Employees 

Sandra Shepherd Accounting 

Adam Ferguson IT 

Trlish Baldwin Payroll & HR 

' Angie Stewart Customer Resources 

BWig & Collections 
Expert in the How of Funds 

Data and Network SecuPity 
Expert in Network Admin. 

Emplo yee-Employer 
related business. Personnel 
Idormation. 
Identify X'hef? Training 

Day to day processes in 
opening new accounts 
and monitorhg activity 
of existing accounts 



HR $: Adniinistration Privacy Officer 
Will coorciinate activities of 
the committee, develop 
and evaluate pro, Gram 
Reports to Senior Mgt & 
Board of Directors 

Our Privacy Commnittee will attend scheduled meetings every six months, aid 
minutes will be taken. An annual report will be presented to the Board for review. 
A Policy handbook (manual) will be used in establisliing guidelines and 
regulations and will be administered to train all necessary employees. 

. 1. . 
The god of this policy is to prevent identity theft. Big Sandy 'ECC recognizes 
the responsibility to safeguard personal customer information within tlie 
workplace. 'The purpose of this policy is to create an Identity Theft Prevention 
Program utilizing guides set forth in the FACT Act (2003). 

This policy applies to management and all personnel of Big Sandy RECC. The 
following represents a policy for the development of the Identity Thefl Prevention 
program. Company may already have poIicies written and developed, which can 
be incorporated into the pr0gra.m. This does not replace, but rather supplements, 
any standing policies. 

P e sp onsib ility : 

Big Sandy RECC must protect customer data and implement policies and 
procedures that meet standards established by the Federal Trade Commission by 



- Information Techiiology 

eft - Finaxid  identity theft occurs when someone uses 
" a n o ~ e r  consumer's personal information (name, social. security number, 

etc.) with the intent of conducting multiple transactions to commit fraud that 
results in substantial ham or inconvenience to the victim. This fraudulent 
activity may include opening deposit accounts with counterfeit checks, 
establishing credit card accounts, establishing lines of credit, or gaining 
access to victim's accounts with the intent o f  depleting the balances. 

smpany - For the purposes of this policy, &Sandy REXC is referred 
to as company. 

1. Fom an Identity Thee Prevention Protection Comiittee. 
Establish an Identity Theft Prevention Committee to create, drive 
and monitor the program. Select members firom Senior 
Management, Accounting, IT, Human Resources, AdnlLnistration 
and Customer Service. 

2. Assign Responsibilities to Committee Members. 

3. Appoint a Privacy Officer 

Privacy bfficer functions as the liead of comGttee. Hehhe reports 
to a member o f  Senior Management, Le.: General Manager 
regarding the outcomes and needs o f  ilie identity theft prevention 
progrm. 



The following represent the core of the procedures for tlie Identity 
The& Prevention Program. Please modify to meet tlie needs and 
standards of your ufility. Add related policies such as “Use of 
Passwords,” as they are already established. 

oyees wi 

1. Designated employees will be trained on a need to know basis according 
to job responsibilities. 

2. Initial training is provided on 3 levels: 

Committee members participated hi a 12 hour professional 
association Identity Theft Prevention Program workshop covering 
principles of needs assessment, program design, developnient, 
implementation and evaluation. Strategies for revision and repoi-ting 
were included. Committee members unable to attend will receive o m  
on one training by a workshop attendee. 

Super~vi8ors - hi t id  two hour program addresses supervisory role in 
preventing identity theft. 

Employee - Initial two hour program addresses the safeguarding of 
secured infoimation. 

3. Annual Updates will be provided for all designated employees. Sessions 
to be a rninirnum of 30 nlhutes will include, but not limited to: 

- Patterns of incidents, changes in idornational technology, changes in 
methods of Identity theft, results of evaluations, eniployee’s input on 
strategies for enhancing Identity Theft Prevention Program. 

4. Documentation of Training 



On November I, 2008, Big Sandy RECC conducted a needs assessment of the flow of secured 
infioimation during d e  processes of opening a new account as well as monitokng transactions on . 
existing accounts. A review of red flags in the industry and the examples outlined in the FACT 
Act legislation served as the basis for comparing present policies and procedures against those 
needed to detect, prevent and mitigate identity thek "lie following strengths and areas for 
improvement were identified: 

Strengths: Photos Ds, siiclz as State ID card, Driver's License and obtaining a social security 
card. Using Online tJtility to verify. Computer monitors hid away from plain view. 

Areas for TmDrovement: Opening accounts in a private office so no one can over hear 
conversation. Keeping service order out of view and ranoving social security off of service 
orders. Shred all notes! 

Strengths: Qnline bill payments - When someone calls in we ask questions long the lines of 
social security number, telephone number, address and password questions that they have setup. 
If someone calls for help on setting an online account up, we verify again with the social security 
number and address questions. If someone t ies  to use it to setup a new account, we know they 
already have an existing account because we monitor social security numbers. 

Areas for Improvement: Monitoring credit card use with credit card logs. Locking computq 
down when CSR leaves for break! ! New user log in and out when filling in for the CSRs, so not 
just anyone can look at the information on the screen by walking around to it. When ma2 is 
being dropped oE, it is handed to an employee and not just set down on a desk when someone is 
not at that desk! ! ! 



la June 18,2007 

All SEDC Customers 

lubject: Credit Card Payments 
Payment Card Industry (PCIC) 
Data Security Standards (DSS) 

Yhat is PCP DSS? 
[I an effort to ensure that consumer credit card information remains secure and protected, the credit card industry ha 
reated a standard known as PCI DSS, which stands for Payment Card Industry Data Security Standard. This standard i: 
onsidered to be a “best pructices ” guideline to help organizations process credit card payments, prevent credit card fraud 
aclting and various other security issues. 

‘he PCI DSS reflects the combined interests of VISA, Mastercard, Discover and American Express and represents iil 
greed upon set of security standards whicli Merchants, such as SEDC and Service Providers must become compliant. A 
lready mentioned; PCI DSS outlines “best practices” for any and all credit card data that is stored, processed, o 
.ansmitted. The scope of these “best practices” is comprised of 12 requirement areas of common safeguards and dat; 
rotection measures which must be put in place in order to ensure confidentiality, integrity, privacy, and accountability fo 
ardholder data. 

VI 
:urrently SEDC is proactively moving towards PCI compliance and the purpose of this nienio is to give you ai 
nderstanding of how your organization will be affected. 

3 SEDC going to do? 

)ue to the extensive scope which PCI covers, independent professionally certified PCI consultants hired by SEDC havc 
dvised that the most practical approach is to first remove SEDC’s customers from the scope covered by PCI. This i, 
ccomplished by gradually realigning the credit card payment application such that no credit card irzfoi~zation is stored ii 
izy place at any custornev location. This ineaizs all credit card iizforiizatioiz cui-reiztly stored in databases, log ,files, P( 
‘isk drives, backup tapes and any printed irfonnatiorz, must he 100% eliminated. 

Vhile this may seem extreme, it is the only approach that completely removes our 200+ utility customer’s physical locatioi 
rain the scope of the PCI radar. Any approach short of this leaves customers under the scope of PCI compliarice and base( 
n the 12 requirements mandated by PCI, the task of SEDC, (as the sole merchant for all of SEDC’s customers), becoinin) 
‘CI compliant is not only impractical, it is quite likely, not possible. 

’his in no way means there will be a disruption in payments made by credit cards; only that payment information will IX 

mger be stored at the cu~tonier~s physical location. 

i is our intent that SEDC’s execution of this change will go largely unnoticed by SEDC’s custoiners as well as SEDC’, 
ustoiiier’s customer. 



C’s customers be affected? 
rlie timeline set for compliance has been set to occur within the next 12 months. 
:an expect to occur: 

Below is a brief list of what customer 

, 

kit, se and existing CVV2 codes will be deleted fioin the database. However, CVV2 code data that is keyed wi 
:ontinue to transmit in processing a credit card payment. 

Credit Card Payment applications will be changed so that no CVV2 codes are stored in the customer’s 

!. in the customer’ 
latabase or log files and existing credit card riuinbers will be deleted from the database. Also at this stage, CVV2 code 
vi11 no longer be written to log files. 

Credit Card Payment applications will be changed so that no credit card nuiiibers are stored 

I .  
mrypted foiiiiat at SEDC within PCI compliant network infrastructures. 

All allowable credit card data that can be stored for all of SEDC’s customers will be stored in a PCI conipliar 

C. Any external device, e.g. an IVR system, which transmits credit card payment data into a customer’s physic; 
location(s), cannot store credit card data on any niedia either inside or outside the physical location of tlie custoriiei 
If such a system does exist, the utility must adopt a solution that does not store credit card infomiation in any plac 
or discontinue use of such a system. If this is not accomplished to SEDC’s satisfaction, SEDC will be forced to tur 
off all credit card processing payment methods for that custoiiier until such time as the problem is remedied t 
SEDC’s satisfaction. Again, this is the only way to remove SEDC’s customers from the scope of PCI. 

j .  Wliile it is true that SEDC’s credit card application and policies will remove customers from tlie scope of PC 
customers may choose to explore credit card application systems that are different than those of SEDC. Therefort 
SEDC will seek indemnification in which a customer holds SEDC hai-nlless in the event the custoiiier taltes action 
independent of SEDC’s credit card application and PCT policies which put the custonier back in the scope of PCI. 

Additionally, customers will need to sign-off,that no credit card infoimation remains stored at their location i 
irzy marzner including: databases, log files, PC disk diives, tapes, printed material, etc. 

SEDC has made this a top priority and is coinniitted to ensuring cons~iner credit card infomation remains secure an 
xotected by adhering to the standards of PCT. 

Ne appreciate your current support of SEDC and your future suppoi-t in this endeavor. 

;incerely, 

ton Camp 
:EO 
Southeastern Data Cooperative, Inc. 



SUBJECT: Records blanagement Policy. 

-- Passpose: The purpose of this policy is to ensure the reasonable 2nd g o d  faith reteiition 
of all records created by or under the control of the Cooperative, whether paper or 
electronic, ihat are necessary or advisable to retain for: business operations; historical 
value; accounting, audit, tax and financial purposes; compliance with app!icable law; 
possible fiiture use in litigation involving the Cooperative; and possible future use in ;111 
official proceeding or governmental investigation, audit or other matter. Other records, 
which are not necessary to retain for these reasons, shall be destroyed in accordance with 
the guidelines set forth in this policy. All other information that i s  not a record should be 
discarded after it has F~ilfilled its purpose to avoid the unnecessary expenses and effort 
that would be required to preserve it. A legal hold notice shall be issued \vhen it becomes 
necessary to preserve a record or other information otherwise scheduled or due for 
ordinary and appropriate destruction in accordance with this policy. 

Policv: Records of the Cooper ve, which may be in electronic or paper form, shall be 
retained in accordance with these guidelines. Records that do not need to retained shall be 
destroyed after the requisite retention period, if any, has passed. A log or other 
documentation of records destruction may be created to track compliance and m i s t  in 
evaluating the effectiveness of this policy. Pending or potential litigation, govern 
investigation and other circumstances may require a “hold” or suspension of re 
scheduled destruction of records or other information. Employees will be promptly 
notified of any such hold by PresidenV’General Manager. The forniat of the hold 
notification is sbo\;vll in appendix 111 to this policy. 

Definitions: LJiiless otherwise indicated iii this policy, the following terms will have the 
meanings provided in this section. 

Active DatdRecords - electronic or paper records and inforridon that are presently in 
use or are immediately accessible to users. 

Archival Datdliecords - electronic or paper records and infoimation tliat are not directly 
accessible to users, but which are maintained long tern and accessible with some effort. 

Backup DatdRecords - electronic or paper records and information that are not presently 
i n  use and which are routinely stored oil portable nicdia ( e.g. disk. magnetic tape) and/or 
off-site and are a source for disaster recovery. 



Distributed DatdRecords-data I i X  ing on portab!e media or "non-local" devices (e.g. 
PDAs, Blacl;Berrys, eiiiployce honie compuier. npplkntion service provider. lSP3), Most 
is probably "active" data. 

ESI- "Electronically Stored Iiiforiiiation" - m y  file, docuinent, data, image. databas?,etc. 
that is stored on a computing device or electronic nicdia, including but not limited to 
serves, coniputer desktops and laprops, cell phones, hard drives. flasli drives, PD,4s or 
BlackBerrys, CDs or DVDs, iloppy disks. and niagnetic tdpes. 

Legacy Data- information which has retained smile importance or uselillness to the 
Cooperative for a period of h i e  but lias been ciealed or stored by 11ie use of software 
and/or hardware that has subsequently become obsolete or been replaced ("legacy 
sys teins"). 

Record - A "record" is any information (paper or electronic) recorded in a tangible form 
that is created or received by the Cooperativc and dociiments some aspect of its 
operations. A record has some enduring value lo the Cooperative that merits its retention 
for some period of time. Records include original and copies of contracts and otlier legal 
documents, memos, reports, forms, cliecks, accounting journals and ledgers, work orders, 
drawings, maps, images, photographs, and may be found in  various electronic or 
machine-readable forniats, including without limitation, CD-ROMs, DVDs, tape 

s, voice mail messages, e-mails, microfiche, web pages, computer and oiher 
electronic files. 

Other info~mation/Data-"Otlier information" or "data" is any other material that is of a 
transitory nature, that after serving its limited purpose or being transferred to a mere 
permanent form, or being incoi ed with other record materials, Cooperative has no 
need to retain such information pt in the event o f a  legal hold. Some examples are: 
notes, drafts, routine correspondence, iiiforniationa1 or courtesy copies, extra copies of 
filed or preserved records, and emails containing non-record iiifnnnation (such as 
scheduling or logistics information, thanlc you notes, etc;). 

Retention of Records: Records shall be indexed and retained in a manner that ensures 
their easy accessibility. Records sliall be maintained for as long as the period stated in tlie 
schedule appended to this policy, which schedule is based on h e  minimum periods 
rcquired by applicable state or federal law and necessity for ongoing business purposes. 
The retention schedule will be reviewed periodically and amended as needed to reflect 
changing legal requirements, business needs or evolving practices. Designated 
individuals(s) shall be deemed the Records Custodian responsible for supervising all of 
the Cooperative's retention practices and procedures and ensuring that appropriate 
internal controls are implemented. Paper and electionic records and o h e i  information 
sliall be maintained in tlie formats and/or media and at tlie locations provided iii the 
master i d e s .  which media shall ensure a life expectancy that, at a niiniii7uiv, preserves 
the records for as long as specified in the schedule. All recoids that require uansfcr to 
storage media that is different from the media in which the docummt \\'as originally 



Dcstruetion of' Mecorcls & Other 1inFor.mation: Unless a legal Iiold is i n  effect, 
destruction 01' records shall i)ccur within 6 months after the time period stated in the 
schedule has been met. Orlier infonnation should be discarded :is soon ~iracticable after it 
has serwd its purpose unless subject to a legal hold. 

Destruction may occtir by  the follo\ving acceptnhle methods: 
(Prrper) 

Q Recycling or trash if no sensiti\/e, personally identiiiabk or  confidential 

8 Shredding; burning. or  pulverizing il' sensitive, personally idtntiiiable or 
information is inc;ludccl 

confidential information is included 

(Electronic j 
e, Deletion of records and data on  shared network files, computer desktop and 

laptop hard drives, including personal copies 
Deletion of distributed datdrecords on peripheral devices a i d  portable storage 
media (0.g. PDAs, ineniory sticks, CDs, flnppy disks, etc.) 
Erasing or recycling of magnetic tapes Q 

- Sumension of Destructiion/ "Legal Hold": A legal hold is the process for suspending 
the destruction of records and oilier infonilation that becoriics necessary for the 
Cooperative IO preserve. A legal hold niay need to be issued for various reasons, such as: 

A complaint is filed against the Cooperative 
A credible theat of litigatioii has been received by the Cooperative 
A discovery request is received 
A records preservation order has been issued 
A subpoena has been served on the Cooperative 
A governmerital. regulatory or law enforceinem agency has instituted an 
investigation 
An event has occurred that resulted in death or serious bodily injury 
A circumstance has arisen that is lilcely to cause the Cooporatlive to file a lawsuit 
against someone or some entity 
An employee has made a coniplaint/allegatioiz/report regarding a violation of Inw, 
Cooperative policy, or other iniproper conduct prompting an intcrnal investigation 

I f  a stal'f niember of Cooperative rzceives any such cnnipfaint. rccluest. subpocnci or 
inquiry, he or she should immediately srtbniit i t  to the direcl supervisor. Following 
consultation with legal counsel, a determination will be made regarding the need to 
preserve records. If such B need is determined 10 exist, then the Cooperative's atrorney 
\ s i l l  issue a legal liold notification in the l'or111 appeiided to ihis policy (Appendix 111). 



The legal hold rrquirss kht presrn*atioii o f  all recoi tis and other ini’urn;aiion dt.tai1cl-l in 
the legal hold notice With regard to deczronic records and inibrmation, all such actii e, 
distributed and archived materials must bz pi esrrwd. Back-~ip Tapes that only contain 
records or other inforn13ti0n rztlundant to that \I hich is k i n g  maintained as active or 
archived data, will be recycled or destroyed in accordsnce I\ ith the Cooperxive’s regular 
back-up tape policyipractice. 

1f a computer or peripheral device (2.g. BlackBeri-y, cxternal disk drive. ZIC.) has stored 
on it records o r  other information subject to ilie legal hold, tlirn any schedu!e rcplacenient 
of that computer or device must be suspended until the stored materials 011 such computer 
or device are copied to 3 sccure niediiiin before the computer or device is taken out of 
service. Such sreps n i w  be docitnienkxl ( i n  a Iiarilwarr replnceiiient, IT niainlenance. or 
o~lier log) noting the dates of such copying and the equipment rcplacenient, the person 
responsible for the copying and replacement, and the location of the copied materials. 

Compliance & Questions: Every employee, director and agent of thc Cooperative is 
required to comply with this policy. Training will be providcd as needed to ensure that 
eveiyone subject to the policy is familiar with ils provisions and understands the specific 
responsibilities and tasks associated with carrying out llie policy. Every pcrson subject to 
the policy shall sign a copy of the ackiiowledgenient appended to this policy. Periodic 
compliance audits and resting of retention, legal hold, and destruction procedures will be 
undertaken at the direction and supervision of the Records Custodian. The 
Presideiir/Ceneral Manager shall mdce periodic reports to thc Board of Directors 
regarding overall compl iance. 

Questions about this policy should be directed to: The Records Custodian 

Reportine of Susnected NonamtpIiance: Should any eniployee, director or agent to the 
Cooperative beconic aware of‘ information indicating that a person responsible for the 
retention or destruction of records is not in conipliance with this policy, such information 
shall be proniptly reported to the Records Custodian. 

Effective Date: This policy is effective as of . 2009. A review of this policy 
will take place at least periodically at which time aniendments to the policy may be made 
as necessary. This policy has not been amended. 
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Retention Schedule 

(m: Rural Utilities Service borrowers should refer to Subpart D of 7 C F. R. $ I767 and FERC’s regulations at I 8  
C. F. R. 5 125. As noted in the sample policy, RUS issued records preservation rules in May 2008 that codify the 
FERC requirements and RUS Bulletin 180.2. The retention periods specified here are largely based on FERC’s 
retention schedule for basic books of account found at 18 C. F. R. $ 125.3, with deviations and suggested additions 
noted in Aria1 font and italicized. RUS regulations note that RUS reserves “the right to add records, or lengthen 
retention periods upon finding that retention periods may be insufficient for its purposes. ” 7 C. F. R. 5 1767. 69(a). 
Also, please note that the RUS regulatory text states that: “Records of I ]  a kind not listed in the FERC regulations 
should be governed by those applicable to the closest similar records. ” 1767.71(a).) 

Record Description 
(Include arty identification numbers, etc.) 

Corporate & General: 
1. Reports to stockholders: Annual reports or statements 
to stockholders. 

2. Organizational documents: 
(a) Minute books of member, board and board 
committee meetings; Record of all actions taken by the 
shareholders or board without a meeting; all actions 
taken by a committee of the board in place of the board 
on behalf of the corporation 
(b) Titles, franchises, and licenses: Copies of formal 
orders of regulatory commissions served upon the 
utility, if applicable. 
(c) Articles and amendments in effect; Bylaws and 
amendments in effect; Board resolutions regarding 
member classes or rights 
3 .  Contracts, including amendments and agreements 
(except contracts provided for elsewhere): 
(a) Service contracts, such as for management, 
accounting, and financial services. (All contracts, related 
memoranda, and revisions.) 
(b) Contracts with others for transmission or the 
purchase, sale or interchange of product. (All contracts, 
related memoranda, and revisions) 
(c) Memoranda essential to clarifying or explaining 
provisions of contracts listed above, including requests 
for discounts. 
(d) Card or book records of contracts, leases, and 
agreements made, showing dates of expirations 
and of renewals, memoranda of receipts, and payments 
under such contracts. 

Retention Period 

5 years [State enabling statutes that track the Model 
Business Corporation Act or Model Nonprofit Corporation 
Act would likely have a requirement to maintain copies of 
all communications to shareholders or members for 3 
years.] 

(a) Permanently [Many states require minutes to be 
preserved permanently. FERC: 5 years or termination of 
the corporation’s existence, whichever occurs first.] 

(b) 6 years after final non-appealable order 

(c) Indefinitely 

(a) 4 years after expiration or until the conclusion of any 
contract disputes pertaining to such contracts, whichever 
is later 
(b) 4 years after expiration or until the conclusion of any 
contract disputes or governmental proceedings 
pertaining to such contracts, whichever is later 
[Cooperatives should consider keeping FEMA mutual aid 
agreements indefinitely, though NRECA maintains a 
centralized database of all such agreements that it 
receives.] 
(c) & (d) For the same periods as contracts to which they 
relate 

(0 NRECA 2008. 8 
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4. Accountants' and auditors' reports: 
(a) Reports of examinations and audits by accountants 
and auditors not in the regular employ of the utility 
(b) Internal audit reports and working papers 

Information Technology Management: 
5. Automatic data processing records (retain original 
source data used as input for data processing and data 
processing report printouts for the applicable periods 
prescribed elsewhere in the schedule): Software program 
documentation and revisions thereto. 

General Accountinp Records: 
6 .  General and subsidiary ledgers: 
[a) Ledgers: 

(1) General ledgers 
(2) Ledgers subsidiary or auxiliary to general ledgers 

:xcept ledgers provided for elsewhere. 
(b) Indexes: 

(1) Indexes to general ledgers 
(2) Indexes to subsidiary ledgers except ledgers 

?rovided for elsewhere. 
:c) Trial balance sheets of general and subsidiary ledgers 

7. Journals: General and subsidiary 

3 .  Journal vouchers and ,journal entries including 
;upporting detail: 
a) Journal vouchers and journal entries 
b) Analyses, summarization, distributions, and other 
:omputations which support journal vouchers and 
ournal entries: 

(1) Charging plant accounts 
(2) Charging all other accounts 

). Cash books: General and subsidiary or auxiliary 
)oaks 

0. Voucher registers: Voucher registers or similar 
ecords when used as a source document. 

1. Vouchers: 
a) Paid and canceled vouchers (one copy-analysis 
heets showing detailed distribution of charges on 
ndividual vouchers and other supporting papers). 
b) Original bills and invoices for materials, services, 
tc., paid by vouchers. 
c) Paid checks and receipts for payments of specific 
'ouc hers. 
d) Authorization for the payment of specific vouchers 
e) L.ists of uriaudited bills (accounts payable), list of 
vouchers transmitted, and memoranda regarding changes 
n audited bills. 
f) Voucher indexes 

(a) & (b) 5 years after the date of the report 

Retain as long as it represents an active viable program 
or for periods prescribed for related output data, 
whichever is shorter. 

(a)(l) & (2) 10 years 

(b)(l) & (2) 10 years 

(c) 2 years 

10 years 

(a) 10 years 

(b)( 1) 25 years. See $ 125.2(g). 
(b)(2) 6 years 

5 years after close of fiscal year. 

5 years. See 8 125.2(g) 

[a) , (b) & (d) 5 years. See 125.2(g). [Cooperatives 
nay wish to hold these records for a longer period as 
?istorical evidence of the "reasonable cost" for work and 
services performed in response to a disaster that is the 
wbject of FEMA reimbursement. FEMA regulations 
-equire records related to claims to be kept for 3 years, 
inless any litigation, claim, negotiation or other audit is 
Jngoing. See 44 C.F.R. 5 13.42(b) and FEMA 
publication 322, "Public Assistance Guide" available at 
w . f e m a  gov/government/grant/pa/pagO7- f.  shtm.] 
'c) 5 years. 
'e) Destroy at  option 

'f) Destroy at option 
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1 year after the “as of date” of RUS’ loan fund and 
accounting review [RUS rule. Typically, RUS field 
accountants audit a borrower every 2 or 3 years, in 
tandem with a review of financed construction. So, 1 year 
after the audit is completed and accepted.] 

(a) Destroy at option after expiration of such policies 
[Before destroying any policy, cooperatives should 
determine whether the policy is a ‘%/aims made” or 
“occurrence“po1icy. Under the latter, the policy that is in 
force on the date of the event that caused the loss is the 
policy that will cover that loss. Because claims can arise 
years after a policy has expired, expiration may not 
always be the appropriate time to destroy.] 
(b) 6 years. See $ 125.2(g). 
(c) Destroy at option after expiration of such policies’ 
coverage period. [This is an additional recammendation 
and not required by FERC regulations or RUS’ proposed 
rule as insurers could seek to cancel or void a policy to 
avoid liability on the grounds that an application 
contained materially false or omitted materially significanl 
information.] - 

1 la. Financial requirement and expenditure statements, 
which are not otherwise reflected in this schedule 

Insurance: 
12. Insurance records: 
(a) Records of insurance policies in force, showing 
coverage, premiums paid, and expiration dates. 
(b) Records of amounts recovered from insurance 
companies in connection with losses and of claims 
against insurance companies, including reports of 
losses, and supporting papers. 
(c) Applications for insurance policies in force. 

. 

Operations and Maintenance: 
(13.1 & 13.2 Relate to Power Generation Equipment and 
have not been included.) 

14. Transmission and distribution: 
(a) Substation and transmission line logs 
[b) System operator’s daily logs and reports of operation 
[c) Transformer history records 
:d) Records of transformer inspections, oil tests, etc. 
‘e) Records of other inspections, assessments, tests of 
:omponent parts of the utility system, and Emergency 
Testoration Plan exercises 

-_____ 

15. Maintenance work orders and job orders: 
:a) Authorizations for expenditures for maintenance 
vork to be covered by work orders, including 
nemoranda showing the estimates of costs to be 
ncurred. 
b) Work order sheets to which are posted in detail 
he entries for labor, material, and other charges in 
:onnection with maintenance, and other work pertaining 
o utility operations. 
c) Summaries of expenditures on maintenance and job 
wders and clearances to operating other accounts 
exclusive of plant accounts). 

[a) & (b) 3 years 

[c) Life of transformer 
:d) Destroy at option 
’e) At least until the next applicable inspection, test, etc. 
‘s conducted [This is a suggested addition for RUS 
?orrowers pursuant to 7 C. F. R. Pari 1730.1 

:a) - (c) 5 years 
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- Plant and Depreciation: 
16. Plant ledgers: 
(a) Ledgers of utility plant accounts including land and 
other detailed ledgers showing the cost of utility plant b j  
classes. 
(b) Continuing plant inventory ledger, book or card 
records showing description, location, quantities, 
cost, etc.,.of physical units (or items) o f  utility plant 
owned. 
(c) Life & mortality study data for depreciation purposes 

17. Construction work in progress ledgers, work orders, 
and supplemental records: 
(a) Construction work in  progress ledgers 
(b) Work orders sheets to which are posted in summary 
form or in detail the entries for labor, materials, and 
other charges for utility plant additions and the entries 
closing the work orders to utility plant i n  service at 
;ompletion. 
(c) Authorizations for expenditures for additions to 
utility plant, including memoranda showing the detailed 
zstimates of cost, and the bases therefor (including 
xiginal and revised or subsequent authorizations). 
[d) Requisitions and registers of authorizations for utility 
dant expenditures. 
:e) Completion or performance reports showing 
:omparison between authorized estimates and actual 
:xpenditures for utility plant additions. 
0 Analysis or cost reports showing quantities of 
naterials used, unit costs, number of man-hours etc., 
n connection with completed construction project. 
g) Records and reports pertaining to progress of 
:onstruction work, the order in which jobs are to be 
:ornpleted, and similar records which d o  not form a 
)asis of entries to the accounts. 

8. Retirement work in progress ledgers, work orders, 
md supplemental records: 
a) Work order sheets to which are posted the entries 
or removal costs, materials recovered, and credits 
o utility plant accounts for cost of plant retirernent. 
b) Authorizations for retirement of utility plant, 
ncluding memoranda showing the basis for 
'etermination to be retired and estimates of salvage and 
emoval costs. 
c) Registers of retirernent work 

~ 

(a) & (b) 25 years. See 5 125.2(g). [Per RUS rule, 
I'. ..records related to plant in service must be retained 
until the facilities are permanently removed from utility 
service, all removal and restoration activities are 
completed, and all costs are retired from the accounting 
records unless accounting adjustmenis resulting from 
reclassification and original costs studies have been 
approved by [RUS] or other regulatory body having 
jurisdiction.'? 
(c) 25 years or for IO years after plant is retired, 
whichever is longer. [Per RUS rule. This is relevant for 
those borrowers that do not use RUS' standard 
depreciation rates. ] 

(a) & (b) 5 years after clearance to plant account, 
provided continuing plant inventory records are 
maintained; otherwise 5 years after plant is retired. 

(c) - ( f )  5 years after clearance to plant account except 
where there are ongoing regulatory commission 
proceedings 

:g) Destroy at option 

a) & (b) 5 years after plant is retired 

c) 5 years 
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5 years /Per RUS rule, records supporting construction 
financed by RUS "shall he retained until audited and 
approved" by RUS.] 

19. Summary sheets, distribution sheets, reports, 
statements, and papers directly supporting debits and 
credits to utility plant accounts not covered by 
construction or retirement work orders and their 
supporting records. 

i 

20. Appraisals and valuations: 
(a) Appraisals and valuations made by the company 
of its properties or investments or of the properties 
or investments of any associated companies. (Includes 
all records essential thereto.). 
(b) Determinations of amounts by which properties or 
investments of the company or any of its associated 
companies will be either written up or written down 
as a result of: 

(1) Mergers or acquisitions 
(2) Asset impairments 
(3) Other bases 

2 1. The original or reproduction of engineering records, 
irawings, and other supporting data for proposed or as- 
:onstructed utility facilities: Maps, diagrams, profiles, 
3hotographs, field survey notes, plot plan, detail 
irawings, records of engineering studies, and similar 
-ecords showing the location of proposed or as- 
:onstructed facilities. 

22. Contracts relating to utility plant: 
'a) Contracts relating to acquisition or sale of plant 
b) Contracts and other agreements relating to services 
ierformed in connection with construction of utility 
ilant (including contracts for the construction of plant 
)y others for the utility and for supervision and 
mgineering relating to construction work). 

!3. Records pertaining to reclassification of utility plant 
iccounts to conform to prescribed systems of accounts 
ncluding supporting papers showing the bases for such 
eclassifications. 

i4. Records of accumulated provisions for depreciation 
nd depletion of ut i l i ty  plant and supporting computation 
if expense: 
a) Detailed records or analysis sheets segregating 
ne accumulated depreciation according to Functional 
lassification of plant. 
b) Records reflecting \he service life of property and the 
ercentage of salvage and cost of removal for property 
?tired from each account for depreciable utility plant. 

(a) 3 years after appraisal 

(b)( 1) 10 years after completion of transaction or as 
ordered by regulatory commission, if applicable 
(b)(2) 10 years after recognition of asset impairment. 
(b)(3) 10 years after the asset was written up or down 

Retain until retired 

[a) & (b) 6 years after plant is retired or sold 

5 years 

a) & (b) 25 years 
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1. Maximum demand, and demand meter record cards 

I 

I 

- Purchase and S t o r e s  
25. Procurement: 
(a) Agreements entered into for the acquisition of goods 
or the performance of services. Includes all forms of 
agreements not specifically set forth in  Subsection 7 
such as but not limited to: Letters of intent, exchange of 
correspondence, master agreements, term contracts, 
rental agreements, and the various types of purchase 
orders: 

(1) For goods or services relating to plant construction 
(2) For other goods or services 

(b) Supporting documents including accepted and 
unaccepted bids or proposals (summaries of unaccepted 
bids or  proposals may be kept in lieu of originals) 
evidencing all relevant elements of the procurement. 

26. Material ledgers: Ledger sheets of materials and 
supplies received, issued, and on hand 

27. Materials and supplies received and issued: Records 
showing the detailed distribution of materials and 
supplies issued during accounting periods 

28. Records of sales of scrap and materials and supplies: 
:a) Authorization for sale of scrap and materials and 
;upplies. 
'b) Contracts for sale of scrap materials and supplies 

ievenue Accounting and Collecting: 
!9. Customers' service applications and contracts: 
3ontracts, including amendments for extensions of 
ervice, for which contributions are made by customers 
md others 

10. Rate schedules: General files of [FERC: published] 
ate sheets and schedules of utility service. Including 
chedules suspended or superseded. 

(a)(l) 6 years. See 125.2(g). 
(a)(2) 6 years 
(b) 6 years. See $ 12.5.2(g). 

5 years after the date the recordshedgers were created 

___ 
5 years. See $ 125.2(g). 

:a) & (b) 3 years 

I. years after expiration 

I years after published rate sheets and schedules are 
uperseded or no longer used to charge for utility service 

year, except where the basic chart information is 
-ansferred to another record the charts need only be 
ctained 6 months, provided the basic data is retained 1 
ear. 
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32. Miscellaneous billing data: Billing department's 
copies of contracts with customers (other than contracts 
in general files) 
(a) "Consumer accounts' records" 

__-_ - 
13. Revenue summaries: Summaries of monthly 
jperating revenues according to classes of service. 
ncluding summaries of forfeited discounts and penalties 

rax: 
14. Tax records: 
a) Copies of tax returns and supporting schedules filed 
vith taxing authorities, supporting working papers, 
ecords of appeals of tax bills, and receipts for payment. 
;ee Subsection 1 1 (b) for vouchers evidencing 
lisbursements: 

mended returns) 
(1) Income tax returns (e.g. IRS Form 99Os, including 

(2) Property tax returns 
(3) Sales and other use taxes . 
(4) Other taxes 
( 5 )  Agreements between associate companies as to 

llocation of consolidated income taxes. 
(6) Schedule of allocation of consolidated Federal 

icome taxes among associate companies, 
3) Filings with taxing authorities to qualify employee 
enefit plans. 
:) Information returns and reports to taxing authorities. 
J) Pax exemption application and determination letter 
?.g. currently, Form 1024, and all accompanying 
ocumentation) and any IRS rulings (e.g. private letter 
ding) 

Destroy at  option 

(a) "Kept for those years for which patronage capital has 
not been allocafed"[This is language in RUS' new rule. 
Typically, such allocations are done annually. It probably 
makes sense, fo retain records indicating the last known 
address for members and patrons with their annual 
patronage totals for at least as long as the cooperative's 
capital credit rotation cycle or preferably permanently. 
Permanent retention is probably needed for a few 
reasons. One reason is that if the cooperative is making 
early capifal credit retirements at a discount, then the co- 
op will need to keep such records permanently or until 
after liquidation of the cooperative. Further, see Rev. 
Ruling 72-36, which requires the allocation of the 
sppreciafed value of real property to patrons. See also, 
3pplicable state dissolution statutes that may require 
sllocation at dissolution based on historical patronage.] 
5 years 

:a)(l), (2), (4) - (6) 2 years after final tax liability is 
ietermined. [Forms 990 should be retained for at least 3 
/ears after the due date or filing date of the return, 
whichever is later to meet public inspection 
.equirernents. See I.R.C. § 307.6104(d)-1.] 

a)(3) 2 years 

b) 5 years after discontinuance of plan. 

c) 3 years after final tax liability is determined 
d) Permanently 
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Treasurv: 
35. Statements of funds and deposits 
(a) Statements of periodic depdsits with fund 
administrators or trustees. 
(b) Statements of periodic withdrawals from fund 
(c) Statements prepared by fund administrator or trustees 
of fund activity including: 

( I )  Beginning of the year balance of fund; 
(2) Deposits with the fund; 
(3) Acquisition of investments held by  the fund; 
(4) Disposition of investments held by the fund; 
(5) Disbursements from the fund, including party to 

(6) End of year balance of fund. 
whom disbursement was made; 

36. Records of deposits with banks and others: 
(a) Statements from depositories showing the details 
of funds received, disbursed, transferred, and balances 
on deposit. 
(b) Check stubs, registers, or other records of checks 
issued. 

36A. Records of financial commitments with lenders 
(a) loan applications, approval letters & loan contracts 
(b) mortgages, other security instruments associated with 
bans 
(c) release of lien 
(d) notification from lender to borrower of  satisfaction of 
Financial commitment 

Miscellaneous: 
37. [FERC: Reserved] 

58. Statistics: Financial, operating and statistical reports 
]sed for internal administrative or operating purposes. 

19. Budgets and other forecasts (prepared for internal 
idministrative or operating purposes) of estimated f'iture 
ncome, receipts and expenditures in connection with 
inancing, construction and operations, including 
cquisitions and disposals of properties or investments. 

__ 

.O. Records of predecessor companies 

1. Reports to Federal and Stare regulatory commissions 
ncluding annual financial, operating and statistical 
eports. [Form EIA-861 'Xnnual Electric Power Industry 
?eport': RUS Form 7, etc.] 

[FERC: For nuclear decommissioning funds, retain 
records for all items listed for 3 years after final 
decommissioning is completed. I f  amortization reserve 
funds related to licensed projects are maintained, retain 
until the FERC makes a final determination of the 
disposition of amortization reserves.] 
(a) & (b) Retain records for the most recent .3 years 
(c) Retain records until the fund is dissolved or 
terminated 

(a) Destroy at option after completion of audit by 
independent accountants. 

(b) 3 years 

(a) & (b) Once a loan or mortgage has been fully paid, 
these documents, along with receipts or other proof of 
payment, may be destroyed at a borrower's opfion. 
Wowever, retained copies of the executed loan contract 
and mortgage would be helpful evidence of the 
requirements to which the borrower was subject during 
fhe loan period. 
IC) Permanently 
'd) Permanently 

5 years 

! years 

{etain consistent with the requirements for the same 
p e s  of records of the utility 
I years 
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42. Advertising: Copies of advertisements by or for the 
company on behalf of itself or any associate company in 
newspapers, magazines, and other publications, 
including costs and other records relevant thereto 
(excluding advertising of appliances, employment 
opportunities, routine notices, and invitations for bids all 
of which may be destroyed at option). 
Emplovment Related: . 
43. Safety 
(a) Motor vehicle inspection, repair & maintenance 
records 
(b) CDL driver qualification files 
(c) CDL driver drug & alcohol tests & results 
;d) OSHA 300 Log & OSHA 301 incident reports 

14. Personnel 
‘a) Payroll records, collective bargaining agreements 
‘b) Performance reviews & other documentation about 
‘reatment on the job, jab applications and resumes, etc. 
‘c) Benefits plan information (ERISA) 
‘d) 1-9 Forms for all employees hired after 11/6/1986 
‘e) Payroll &  ine employment taxes 
‘f) Wage/earnings records (e.g. time cards, wage rate 
ables, etc.) 
9) Dates of FMLA leave, notices to or from employees re 
=MlA, records of any disputes, etc. 

:n vironmen tal: 
EHazardous WasteAoxic Chemicals (reports, 
7spection logs, training records, waste shipment 
oanifests or records, sampling and monitoring data) 
a) Community Right to KnowflRI reports & supporting 
locumentation 
b) PCB equipment inspection and maintenance history 
7)  PCB spills 
3) Used Oil: Spill Prevention Protection & Control plans, 
rocedures and record of tests & inspections 
?) Haz mat incident reports 
3 Employee exposures to certain substances (e.g. 
sbestos, benzene, etc.), including medical evaluations 
7) Hazardous waste records (shipping manifests, filed 
?ports, test results, efc.) 
7) Records related to underground storage tanks for fuel 
ests results, monitoring, calibration, maintenance or 
?pair records, spills) 

6. Water 
3) NPDES Permits & related docurnentation (including 
lorm water prevention plans, reports, certifications, data 
sed for the notice of intent, etc.) 
1) Section 404 wetlands permits & related 
ocumentation (e.9. related to dredge & fill activities 
wing utility line construction) 

2 years 

(a) I ,year and for 6 months after the motor vehicle 
leaves the motor carrier‘s control[See 49 C.F.R. 
396.3(c)] 
(b) for 3 years after termination of employment [See 49 
C.F.R. 5 391.51 
(c) 5years[See 49 C.F.R. $382.4011 
(d) 5 years [See 29 C. F. R. 5 1904.33 & -.37] 

(a) 3 years [See 29 C.F. R. § 51 6.51 
(b) 3 years for records related to 
1627.31, but I year for records related to Title VI1 & ADA: 
race, ethnicity, national origin & disability [See 29 C.F. R. 
5 1602.141 
(c) At least 6 years after the filing date of the documents 
[See 29 U.S.C. $ 10271 
(d) for 3 years after the date of hire or I year after the 
date employment is terminated, whichever is later [See 8 
C.F.R. 274a.21 
(e) 4 years [See IRS Publication 15, Employer’s Tax 
Suidel 
‘g 2 years [See 29 C. F. R. § 5 16.61 
3) 3 years [See 29 C.F. R. S; 825.5001 

[See 29 C. F, R. § 

a) 3 years from submission of the report [See 40 C. F. R. 
j 372. IO] 
b) 3years afterdisposal[See 40 C.F.R. 
c) 5 years after clean-up [See 40 C. F. R. $ 76 1.125(a)] 

d) 3 years [See 40 C. F. R. $ 112.7(e)] 
e) 2 years [See 40 C.F.R. 9 171. 161 
f) 30years[See, e.g., 29 C.F.R.$$ I9lO.lOOl(m), 
9 10.20,19 10.1028(k)] 
g) 3 years [See 40 C.F.R. § 262.401 

h) I year or for another reasonable time period 
letermined by State EPA [See 40 C.F.R. 
k.451 

761.301 

280.34 

3) at least 3 years from the date the permit expires or is 
Zrminated [See 40 C.F.R. §122.41(j)[2)] 

I) varies by state [For example, Virginia requires 3 years 
‘om permit expiration. 9 Va. Admin. Code 25-220-80.1 
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Miscellaneous Licenses, Permits & Other 
Requirements: 
47. FCC- 
(a) radio frequenc,y spectrum licenses 
(b) private land mobile radio and microwave station 
records 
(c) correspondence with the FCC 

48. NERC Reliability Standards - (can include audit 
records, s,ystem testing, personnel training, etc.) 

Service Re/ated: 
49. Records kept in relation to service-related events 
(a) Consumer complaints (including correspondence, 
voice recordings, investigation reports, etc.) 
(b) Outages (investigation reports, operational records, 
sic.) 
(c) Accidents (investigation reports, photographs, 
pperational records, etc.) 

NRECA Sample Records Management Policy 
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(a) permanently, or until cooperative no longer holds an 
FCC license 
(b) I year [See 47 C. F. R. $9 90.437 - 90.447 for Private 
Land Mobile Radio & § 101.217 forMicrowave] 
(c) permanently, or until cooperative no longer holds an 
FCC license 
paries. Most common is 3 years. But some are less and 
others are longer. Other standards have no specified 
retention period but should be maintained to demonstrate 
compliance in the event of an audit or investigation.] 

(a) - (c) Until the applicable statute of limitations has 
passed or litigation is finally decided or settled. (Some 
state regulatory commissions require the utilities under 
theirjurisdiction to keep records of complainfs, outages, 
and accidents. It would seem prudent that even in the 
absence of such requirements to maintain appropriate 
records related to these events in the likely event of 
&sequent investigation and/or litigation.) 

‘Note: “See 
m d  periods of retention. (I) Records related to plant in service must be retained until the facilities are permanently 
*emoved from utility service, all removal and restoration activities are completed, and all costs are retired from the 
accounting records unless accounting adjustments resulting from reclassification and original costs studies have 
been approved by the regulatory commission having jurisdiction. If the plant is sold, the associated records or copies 
thereof, must be transferred to the new owners . . . . I ’  Also, 5 f25.2 [h) addresses those retention periods designated 
“Destroy at option, ” which FERC explains “constitutes authorization for destruction of records at managements’ 
discretion if it does not conflict with other legal retention requirements or usefulness of such records in satisfying 
pending regulatory actions or directives. ‘3 

725.2(g)” references are found in the FERC regulations, which section states: “(g) Schedule of records 
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Sample Legal Hold Notification 

To ensure that every employee, director and agent of (Name of Cooperative) 
will recognize and respond appropriately to a notification that certain records are now potentially 
relevant and necessary for litigation or a governmental investigation, this appendix provides a 
sample legal hold notification. 

URGENT NOTICE 

TO: Name all persons identiJied as likely to have relevant records including the 
designated Records Custodian or Coordinator 

FROM: CEO/Cooperative Attorney/Litigation Attorney 
DATE: 
RE: Your Obligation to Preserve Records h Other Information 

-. - I _ . - ~  - . - - ~ - -  

The event/circumstance described below has triggered an obligation to preserve records 
and other information. Your assistance is necessary and required for the preservation of 
Cooperative’s records and other information to fulfill Cooperative’s legal obligations and/or 
preserve Cooperative’s rights. Failure to fully comply with this directive could result in harm or 
penalties against Cooperative; therefore, employees could be subject to discipline, up to and 
including termination of employment, for failure to follow the directives in this notice. 

Event or Circumstance Triggering; the Need to Preserve Records (Description qf lawsuit, 
investigation, occurrence, etc. If litigation, describe specijk claims involved.) 

Types of Records & Other Information to be Preserved 
All paper and electronic records and other information that could be relevant to the above 
described event or circumstance must be preserved - that is, retained and not deleted - including, 
without limitation: (Tailor description as needed to specrfic trigger event - such as, documents 
(including drafis h revisions), spreadsheets (including drafis and revisions), emails (sent & 
received), databases, calendars, presentations, image j l e s ,  maps, voice messages, data 
generated based on Internet activity (cookies, cache, history files), computer usage logs, etc.) 

When potentially relevant records or other information exist on rnultiple platforms or media, for 
example: a file on a desktop computer, on a laptop computer, on a mobile device, on a portable 
storage rnediutn such as a CD-ROM, and a paper copy, every copy must be preserved, 

Any routine or planned destruction of these types of records or data that you are aware of and 
can control ( e . g  a user‘s personal ernail setting to automatically delete messages older than a 
certain date) must be suspended for the period of this hold. 
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Time Period 
All of the above described records and other information currently in your possession or under 
your control must be preserved from this point forward until you are notiJied that this hold is 
lifted, or state specific time period ifknown). 

Verification of Presefiation 
(Describe the actual steps that a recipient of this notice must take to verih preservation. 
Different types of records or information may require different preservation methods, e.g. 
certain electronic fiies may be subject to automatic purging that requires an override or 
programm ing change.) 

Contact Person(s1 
If you have questions regarding this notice, or are aware of any other persons not listed as 
recipients of this notice --including retired employees, contractors, consultants or others- who 
should receive this notice, please direct all such questions and information to 
(Provide name and contact details of the person overseeing the matter triggering the legal hold, 
such as the Cooperative ’s attorney or litigation counsel). 

Reminders 
Reminders will be sent to you periodically during the course of this (litigation, investigation, 
audit, matter) to ensure that you continue to preserve relevant information and to inform you of 
any change as the matter progresses that would affect your preservation obligations, Such a 
change could include a change in scope that could add additional categories of records or other 
information for preservation or may require you to take additional preservation or verification 
steps. 

(m: For helpful guidelines on designing legal hold practices and procedures, see, The Sedona Conference 
Commentary on Legal Holds: The Trigger & The Process (Aug. 2007 public comment version), available at. 
http://www. thesedonaconference. org/contenffmiscFiles/Legal_ holds.pdf. 

Reaardina form & content of the leaal hold notification: See also, the Sedona Principles at Comment 5. d: “While the 
form and content of the notice may vary widely depending upon the circumstances, the notice need not provide a 
detailed list of all information to retain. Instead, it should describe the types of information that must be preserved, 
with enough detail to allow the recipient to implement the hold. The notice should state fhat electronically stored 
information, as well as paper, is subject to the need for preservation. Additionally, the notice should: (i) describe the 
subject matter of the litigation and the subject matter, dates, and other criteria defining the information to be 
preserved; (ii) include a statement that relevant electronically stored information and paper documents must be 
preserved; (iii) identify likely locations of relevant information (e g., network, workstation, laptop or other devices); (iv) 
provide steps that can be followed for preserving the infarmation as may be appropriate; and (v) convey the 
significance of the obligation to the recipients. The notice need not demand preservation of all documents, only those 
affected by the preservafion obligation Addifionally, the preservafion obligation, except in extreme circumstances, 
should not require the complete suspension of normal document management policies, including the routine 
destruction and deletion of records. Communications should be accomplished in a manner reasonably designed to 
provide prominent notice to the recipients. I’ 

Reuardinq time Period for the hold: In litigation, the hold should remain in effect until the litigation has been finally 
resolved, either settled or a final judgment issued and the time for all appeals has run. Similarly, in a governmental 
investigation or audit, the hold should remain in effect until the investigation has been finally concluded, but only if the 
conclusion of the investigation forecloses the possibility of future prosecution or enforcement actions, check-up audits 
or inspections, etc 
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(e.g. headquarters 
file room, off-site 
storage, network 
server, vendor’s 

Sample Records Retention Master Index 

Resionsibl e 
person/Records 
CustodiadRecords 

(m: As mentioned in the commentary in the sample policy, RUS’record refention requirements include the I 

maintenance of a “master index” of records that identifies the records retained, the’ retention period, and the location 
of the records, which shall be subject to RUS review. No specific from or format is specified for the master index - it 
could be a spreadsheet, a database, a paper list, or a table in a Word document as shown here, for example. The 
RUS rule also requires that at each office where records are kept or stored, borrowers are to “arrange, file, and index 
the records currently at that site so that they may be readily identified and made available” to RUS representatives. 
RUS further requires that documentation be made of transfers to storage media, including verification of accuracy 
following the transfer, mirroring a FERC regulation. Another requirement is for a certified statement to be appended 
to the master index regarding any untimely destruction of records, a rough sample of which is provided on the next 
page. The creation of a “data map” to identify and locate records is typically recommended as an initial step to be 
completed prior to developing a records management policy. This map could take the form of the master index or 
vice versa so long as its organization ensures that records are “easily accessible” per RUS’ requirement.) 

network storage, 
etc.) 

- 

Ca tegorylType 
(Match with Records 
Schedule to the extent 
possible, if desired.) 

Coordinator 

I 

I 

Retention 
Period 

Storage Media 
(If stored in a different 
media from that in which 
the record was created 
or being maintained, 
note the date of the 
transfer and the date 
that verification of 
accuracy was tested,) 

%ocation(s) I Designated 

: 
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- Certification of Untimely Destruction 
or Loss of Records 

certijies that the below identiped records were loddestroyed prior to the 
expiration of the applicable retention period. 

-. .____- 

Signature Date 

- 
Name Title 

Records Lost or Destroyed Prior to the Expiration of the Retention Period: 
- 

ecord 
Description 

Applicable 
Retention 
Period 

Loss or Destriaction (Describe 
event or circumstances) 

Date & Time 
Loss or 
Destruction 
Occurred (If 
not known, it 
seems to make 
sense to note 
when the loss or 
destruction was 
discovered.) 

(Note: The RUS rule does not identify an,y specific format for this certification. This sample contemplates that each 
destruction or loss event would be noted on a separate statement Another possible format would be to include a 
signature and date column in the fable of the master index to essentially maintain a running log of untimely 
destructions or losses.) 
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ix 

Acknowledgment 

I acknowledge that I have received and read and that I will abide by this Records Management 
Policy distributed to me on (date). I understand that I am expected to and agree to 
bring any questions regarding this policy to the identified contact person(s). I krther understand 
and agree that I am required to complete periodic training on records procedures as a part of this 
policy. 

- 
(Sign a ture) 

(Print Name) 

Date: 
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